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Annex <C> (informative):
Key pair storage

C.1 Introduction

The storage of the public/private key pair associated to the requested subscriber certificate is part of the process of
issuing subscriber certificates.

The key pair storage can be performed in different ways. The nature of this storage can have impacts on the trust level
associated to the subscriber certificates.

Thisannex provides akey pair storage security risk analysisin different scenarios.

C.2 Key pair storage use-cases

There are different scenarios to store the public/private key pair associated to the requested subscriber certificate.

C.2.1 Key pair storage on the ME

A possible place for the storage of the key pair isthe Mobile Equipment.

The extension of the scope of the subscriber certificates outside the cellular domain to SIMIess termind introduces two
dternatives for the key pair storage on the ME: key pair storage on the MT or on the TE.

C.2.2 Key pair storage on the UICC

Another solution for the storage of the key pair isthe UICC.

For the following study we will consider only two key pair storage use-cases. on the ME or on the UICC.

C.3  Threats associated with the key pair

C.3.1 Key pair generation

Thekey pair generation isavery sensitive operation for the secrecy of the key pair. The key pair generation hasto be of
good guality and the exchange, between the device where the key pair generation took place and the device where the
key pair will be stored, has to be protected to avoid key pair cloning/disclosure. Only an UICC on-board key generation
guaranties that nobody can access the private key.

C.3.2 Portability

If the key pair is stored on the Mobile Equipment thereis athreat in case of anew UICC inserted in this ME. There will
be on the ME personal and sensitive data that do not belong to the new user.
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C.3.3 Environment

The threats to the key pair depend on the environment, the place of the key pair storage.

All implementations on mobile terminal, PC, MAC or PDA |eave potential risks such asthe possibility to load Trojan
horses, worms or virus. Software applications lack the protective mechanisms existing in smart card (tamper resistance,
physical encapsulation of critical circuitry). Reverse engineering techniques, such as extracting program code and
disassembl y/debugging methods, are simplified greatly in a software environment, allowing a token’s secret
components such as cryptographic agorithms, private keys, and other assumed secure information to be recovered.

The Mobile Equipment lacks the hardware and software countermeasures that are built into UICC to protect them
againgt invasive and non-invasive attacks performed to retrieve secrets.

C.3.4 Threat to the required properties for digital signatures

To bevalid, digital signatures require the following properties:

¢ Authenticity: avalid signature implies that the signer deliberately signed the associated message

e Unforgeability: only the signer can give avalid signature for the associated message

*  Non-re-usahility:  the signature of a document can not be used on another document

*  Non-repudiation:  the signer can not deny having signed a document that has valid signature

e Integrity: ensure the contents have not been modified

Those properties involve the secrecy of the keying material and the use of strong and secure cryptographic mechanisms.

So, thetrust in the digital signatures depends on the storage of the key pair and the related cryptographic computations.
The impacts of the key pair storage are studied in the foll owing chapter.

CA4 Security risk analysis related to key pair storage

There are many different subscriber use-cases describing the range of applications or services utilizing subscriber
certificates. But, the level of trust associated to the proposed services depends on the key pair storage. Thiswill be
presented in the following security risk anaysis.

C.4.1 Subscriber certificate use-cases

The use-cases for subscriber certificates can be divided into 2 main categories:

C.4.1.1 Secure services

Those services provide convenient way of authenticating cellular subscribersto services. These services can be
provided by cellular operators, corporations, or 3" party content providers. Secure services may also support hilling.

The different subscriber use-cases could be:

¢ Person-to-person authentication: per-to-per authentication

e Corporate services. authentication to corporate intranet applications.
e Person-to-content

Access to Presence services

Self-service management

Access to operator’ s Web services

Access to 3 party content services

Enhanced LCS privacy

Notifications through cellular network

MBMS security

oO|lOoO|Oo|O|O|O |O

CR page 3



0  Support of Liberty Alliance use cases
¢ Small to medium payment through cellular operator

C.4.1.2 Secure connectivity

This service utilizes cellular infrastructure and existing operators customer relationships to authenticate users:

e Alternative access authentication

0 Corporate WLAN access authentication

0 Broadband access, e.q. DSL or cable access
*  Service authentication: e.g. VPN authentication

C.4.2 Security risk analysis in some scenarios

All subscriber use-cases do not require the same level of security for the key pair storage since they propose services
that have different features in terms of:

¢ Added value: high or low valued services

¢ Involved partners and trust rel ationships: there is agreement between different cellular network operators or
between cellular network operator and service provider or 3 party content provider

*  Typeof required certificates (short-lived or long-term certificates)

This section presents some scenarios where the nature of the key pair storage has security impacts on the service.

C.4.2.1 Scenarios involving subscriber’'s personal data

An example of scenario involving subscriber’s data could be the self-service management.

C4.21.1 Self-service management

This scenario alows user to authenticate to a Web portal, run by operator, to achieve secure access for self-
provisioning. Secure end-to-end (TLS) tunnd from the terminal to the Web portal can be established (subscriber’s
private key and the certificate are used in standard fashion, i.e. no changes needed in TLS components). The user can
have either mobile or fixed network access (e.9. GPRS, WLAN, or xDSL). The main use cases are billing information
queries and modifying on€' s subscription profile.

User experience:
The authorization may be based directly on subscriber certificates, or on a combination of authentication with

subscriber certificate and access control list in the Web portal. In thefirst case the self-management server
0 Receives an assertion signed by the data owner, which contains a public key and set of accessrights,
0 Verifiesthat the sender of the assertion holds the matching private key and
0 Allowsthe secure access (e.q. TLS connection) only if the verification succeeds

C4.2.1.2 Security Risk Analysis in this scenario

Key pair storage on the ME:

As described in section C3.3"Environement”, the ME is submitted to attacks. So, an attacker could retrieve the
subscriber private key to authenticate to the Web portal and access for self-provisioning. The attacker could for example
modify the subscription profile of the subscriber.

The sddf-management service is alow added value and the consequences of the key pair storage on the ME are limited.

Key pair storage on the UICC:
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The UICC isatamper resistant device containing hardware and software countermeasure to protect against invasive and
non-invasive attacks. So, the previous security issue identified for key pair storage on the ME does not apply to key pair
storage on the UICC.

C.4.2.2 Scenarios involving payment and agreement between operator and
service provider

Some scenarios deal with payment and agreement between cellular network operator and service provider, 3" party.

C.4.2.21 Notifications through cellular network scenario

The subscriber authorizes the operation of sending notifications by service provider through the cellular network. The
service provider does not need to know subscriber’ s identity. If there isno identity information in the certificate, then
the subscriber may remain anonymous towards the service provider. However, subscriber may pay for the notification
through his phone bill. Subscriber authorizes such payment and the charging istriggered when the service provider
sends anatification.

User experience:
During atransaction UE sends to the service provider an assertion, i.e. signed authorization, to send a

notification message to that UE through the cellular network, and subscriber certificate or subscriber certificate
URL. The service provider verifies the authorization text and UE’ s signature with the aid of subscriber
certificate. If the signature and the authorization text are correct, then the service provider will send a positive
acknowledgement to the UE.

At alater time, for example when a certain sport’ s event takes place, the service provider creates anotification
and submitsit to the operator together with the signed UE’ s authorization and subscriber’ s certificate. The
operator verifies the signed authorization. If the verification succeeds the operator will forward the notification
text to the subscriber in an SMS or MM S message.

C.4.2.2.2 Small to medium payment through cellular operator scenario

The subscriber authorizes payment for a service through his phone bill (or with separate bill). Note that the provider of
the service does not need to know subscriber’ sidentity. If there isno information in the certificate, then the subscriber
may remain anonymous towards the service provider. The service may be e.q. non-cellular access in a environment
where the operator’ straditional billing mechanisms are not directly applicable, e.g. non-cellular accessis provided by

3 party.
During a payment transaction the UE sends to the service provider asigned invoice and subscriber certificate (or

subscriber certificate URL). The service provider verifies the UE's signature with the aid of subscriber certificate. If the
signature and the invoice are correct, then the service provider will grant UE access to, or deliver the requested service.

In the settlement phase the service provider forwards the signed invoice to the operator for verification. If the
verification is successful then the operator will reimburse service provider and charge the subscriber the price of the
service through his phone bill (or with separate bill).

Prerequisite:

The service provider has abusiness relationship with operator that issued subscriber’s certificate and it knows
operator’s signature verification key.

If the service provider (e.g. visited access network provider abroad) does not have adirect relationship with the
subscriber’ s home network, the certificate should come from the visited network. The independent access
network provider trusts the visited operator as well as the subscriber authentication and certificate from that

operator.

User experience:
The subscriber trusts the billing from the home operator and payment is convenient. During the service usage he

will have to typein the payment PIN for configured amounts. The terminal may automatically sign very small
amounts. In this case only larger amounts and cumulative sum above a threshold trigger the PIN query.
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C.4.2.2.3 Security Risk Analysis in these scenarios

These secure services deal with payment and an agreement between acellular network operator and a service provider.
The nature of the key pair storage has consequences.

Key pair storage on the ME:

As described in section C3.3"Environement”, the private key on the ME is submitted to attacks. So, the unforgeability
and non-repudiation properties cannot be guaranteed for the performed digital signaturesiif the private key and the
related computations are not on the UICC. The consequences of the storage of the private key on the ME in those
scenarios can be the following:

¢ Forgeahility: the subscriber could pay for services he did not ask for.

If an attacker manages to discover the subcriber’s private key then an attack could consistsin sending signed
authorizations to the service provider, then the subscriber would have to pay for services hedid not ask for.

*  Repudiation: The cdlular network operator and the service provider are not paid for the service they provided.

If thereis any way to attack the system a signer can repudiate the performed signatures arguing that the system
isnot secure. So, if it ispossible to retrieve the subscriber’ s private key then the subscriber can repudiate the
signatures sent for authorization, and not pay the associated phone hill. So,

0 The operator and the service provider could not be paid for the proposed service

0 Thetrust relationship between the operator and the service provider can be destroyed. The service
provider has no guaranty of security, he d no longer trust the subscriber certificates issued by the
cellular network operator and the associated signatures

High valued services involving payment and rel ationship with service provider or 3" party content provider often
reguire the use of long-term certificates. The issuance of long-term certificates requires more security constraints than
the issuance of short-lived certificates. So, in case of key pair storage on the ME, then the level of security associated to
the private key is low and does not satisfy the security reguirements for long-term certificates issuance and usage.

Moreover, if thereis any problem due to key pair storage on the ME involving alow level of security then thetrust in
3G PKI may belost.

Key pair storage on the UICC:

The UICC isatamper resistant device containing hardware and software countermeasure to protect against invasive and
logical attacks). So, all the previous security issues identified for the key pair storage on the ME do not apply to key
pair storage on the UICC.
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