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*** BEGIN SET OF CHANGES ***

4.1 Security requirements

The following security requirements have been identified for MBMS.
Editor’snote: Not al the security requirementsin this section have been agreed. Most of the requirements are for the
multicast service only.

4.1.1 Requirements on security service access

4.1.1.1 Requirements on secure service access
Rla: A valid USIM shall be required to access any 3G service including the MBMS service.

R1d: The MBMS security design shall not preclude the use of UICC designs where the content decryption is carried
out on the UICC instead of in the ME

R1b: It shall be possible to prevent intruders from obtaining unauthorized access of MBMS services by
masguerading as authorized users.
4.1.1.2 Requirements on secure service provision

R2a: It shall be possible for the network (e.g. BM-SC) to authenticate users at the start of, and during, service
delivery to prevent intruders from obtaining unauthorized access to MBMS services.

Editor’ snote: Authentication during serviceisffs.
R2b: It shall be possible to prevent the use of a particular USIM to access MBMS services.

Editor’s Note: It isfor FFSto what extent it isrequired to detect and prevent fraudulent use of MBM S services.

4.1.2 Requirements on MBMS signaling protection

R2a: It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS
signaling on the Gmb reference point.

Editor’ s note: When the Gmb reference point is 1P-based then NDS/IP methods according to TS 33.210 may be
applied to fulfill requirement R7a. The Gmb interfaceis ffs.
4.1.3 Requirements on Privacy

R3a: The User identity should not be exposed to the content provider or linked to the content in the case the Content
Provider islocated outside the 3GPP operator’ s network.

Editor’ snote: This may already be covered by some national regulations.

4.1.4 Requirements on MBMS Key Management

R4a: Thetransfer of the MBM S keys between the MBMS key generator and the UE shall be confidentiality
protected.

R4b: Thetransfer of the MBMS keys between the MBM S key generator and the UE may be integrity protected.

R4c: The UE and MBMS key generator shall support re-keying to ensure that users that have joined a multicast
service, but then left, shall not gain further access to the multicast service without being charged appropriately.
There-keying shal aso ensure that users joining a multicast service shall not gain access to data from previous
transmissions in the multicast service without having been charged appropriately

CR page 3



R4d: Only authorized usersthat have joined an MBM S multicast service shall be able to receive MBMS keys
delivered from the MBMS key generator.

R4e: The MBMS key encryption key shall not allow the BM-SC to infer any information about used UE-keys at
radio level (i.e. if they would be derived from it).

R4h: There shall be ameans for MBMS service provider to schedule regular changes of keys using both point to
point and point to multipoint Over the Air Re-keying Process (OTAR)

R4i: It shall be possible for the MBMS service provider to change keys in any specific UE/ all UE’s on a command

from akey management centre

[0 Editor’s Note: The MBM S key generator function is still to be allocated to a network node.

*** END SET OF CHANGES ***
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