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Next modified section

41.1 Reference Model

The home network is responsible for access control. The Wx interface isintra-operator. The 3GPP network interfaces to
other 3GPP networks, and WL ANs-and-ntermediate-networks via the Wr interface.

The 3GPP proxy AAA relays access control signalling to the home 3GPP AAA server via the Wsinterface.
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Figure 4.1 Access Control Reference Model
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Next modified se

ction

4.2.2

Signalling and user data protection

The subscriber should have at |east the same security level for WLAN access asfor his current cellular access

subscription.
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3GPP systems should not compromise the security offered by the interworking WLAN subsystems.

3GPP systems should support authentication methods that support protected success/failure indications. Editors
note: FFSif thisis possible.

* Theseected WLAN (re-) authentication mechanisms for 3GPP interworking shall provide at least the same level
of security as[33.102] for USIM based access.

» Thesdected WLAN ( re-authentication mechanism for 3GPP interworking shall provide at |east the same level
of security as[43.020} for SIM based access.

» Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying
material.

3GPP systems should provide the required keying material with sufficient length and the acceptable levels of
entropy as required by the WLAN subsystem

[Editors note: LS (S3-030166) sent to IEEE 802.11-task group i on their requirements over key length and entropy
of keying material]

» Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle
attacks.

»  Protection should be provided for WLAN authentication data and keying material on the Wr, Ws and Wx
interface

e TheWLAN technology specific connection between the WLAN-UE and WLAN AN shall be able to utilise the
generated session keying material for protecting the integrity of an authenticated connection.

Next modified section

5.1.3  Transport of authentication signalling between the WLAN access
network and the 3GPP AAA proxy servernetwerk

WLAN Authentication signalling shall be transported over Wr reference point by standard mechanisms, which are
independent on the specific WLAN technology utilised within the WLAN Access network. The transport of
Authentication signalling over Wr reference point shall be based on standard Diameter or RADIUS protocols as

specified in [21].

Next modified section

5.1.4 Transport of authentication signalling between the SGPPP AAA
proxy server and the 3GPP AAA server

WLAN Authentication signalling shall be transported over Ws reference point by standard mechanisms. The transport
of Authentication signalling over WSs reference point is specified in [21].

Next modified section
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5.1.5 Transport of authentication signalling between the 3GPPP AAA
server and the HSS

WLAN Authentication signalling shall be transported over Wx reference point by standard mechanisms. The transport
of Authentication signalling over Wx reference point is specified in [21].
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