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6.1.2.1 User authentication failure 
 
In this case the authentication of the user should fail at the S-CSCF due an incorrect response (received in SM9). 
However, if the response is incorrect, then the IK used to protect SM7 will normally be incorrect as well, which 
will normally cause the integrity check at the P-CSCF to fail before the response can be verified at S-CSCF. In this 
case SM7 is discarded by the IPsec layer at the P-CSCF. 
 
If the integrity check passes but the response is incorrect, it is the SM7 containing the incorrect RES. the The 
message flows are identical up to and including SM9 as a successful authentication (c.f. clause 6.1.1). Once the 
S-CSCF detects the user authentication failure it should proceed in the same way as having received SM9 in a 
network authentication failure (see clause 6.1.2.2). The S-CSCF sends a 4xx Auth_Failure in next message SM10 
indicating the user authentication failure. No security parameters shall be included in this message. 

SM10: 
SIP/2.0 4xx Auth_Failure 

 

6.1.2.2 Network authentication failure 

In this section the case when the authentication of the network is not successful is specified. When the check of the 
MAC in the UE fails the network can not be authenticated and hence registration fails. The flow is identical as for 
the successful registration in 6.1.1 up to SM6. 

 

 

The UE shall send a Register message towards the HN including an indication of the cause of failure in SM7. The 
P-CSCF and the I-CSCF forward this message to the S-CSCF.  

SM7: 
REGISTER(Failure = AuthenticationFailure, IMPI)  

 
Upon receiving SM9, which includes the cause of authentication failure, the S-CSCF shall set the registration-flag 
in the HSS to unregistered, if the IMPU is not currently registered. To set the flag the S-CSCF sends in CM3 a Cx-
Put to the HSS. If the IMPU is currently registered, the S-CSCF does not update the registration flag. 

CM3: 
Cx-AV-Put(IMPI, Clear S-CSCF name) 

 
The HSS responds to CM3 with a Cx-Put-Resp in CM4. 
In SM10 the S-CSCF sends a 4xx Auth_Failure towards the UE indicating that authentication has failed, no 
security parameters shall be included in this message. 



SM10: 
SIP/2.0 4xx Auth_Failure 

 
Upon receiving SM10 the I-CSCF shall clear any registration information related to the IMPI. 
 

6.1.2.3 Incomplete authentication 

If the S-CSCF does not receive a response to an authentication within an acceptable time, it considers the 
authentication to have failed. This may be caused by the abnormal cases such as network authentication failure, or 
re-transmission failure etc. If the IMPU was not already registered, the S-CSCF shall send a Cx-Put to the HSS to 
set the registration-flag for that IMPU to unregistered (see message CM3 in clause 6.1.2.2). If the IMPU was 
already registered, the S-CSCF does not change the registration-flag. 
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