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1
Decision/action requested

This contribution proposes to update solution #41.
2
References

[1]

TR 33.713
3
Rationale

Disabling is a special type of command in AIoT service. In MitM attack scenario, it is possible that device and network are not able to be sync up with same disable status, e.g., when the device is disabled and the response to the disabling command is intercepted, the network will mark a failure for the disabling and may redo the disabling again and again, e.g., pages the device again and again.

In order to mitigate the above attack, before delivering the disabling command, the device needs to be aware of the purpose of the upcoming command and responds to the network that the device is ready to perform disablement. In this way, even if the response to the disabling command is intercepted, the network can still mark the device as disabled and will not interact with it again, and there will be no gain from the attack to intercept the disabling command and/or response.

Considering paging with indications, e.g., MT-EDT indication, is already supported in 5GS, paging with disable indication is proposed to make the device be aware that the upcoming command is for disabling, which will not increase the round of message exchange.

The editor’s notes for solution 41 also is resolved.

4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF 1st CHANGE *****
6.0
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues
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Editor’s Note: Each solution should be mapped here.

***** START OF 2nd CHANGE *****
6.41
Solution #41: Disabling protection for AIoT device

6.41.1
Introduction

This solution addresses KI#1 to protect the command for permanently or temporarily disabling an AIoT device, as well as addresses KI#5 for mutual authentication between AIoT device and network. The solution can be based on Topology 1 and 2.

6.41.2
Solution details

6.41.2.1
Disable an AIoT device permanently or temporarily

The following figure shows the call flow for protecting command for permanently or temporarily disabling an AIoT device.
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Figure 6.41.2.1-1: Disable an AIoT device temporarily or permanently

0.
The UE reader has registered into 5G network with primary authentication performed successfully. 

1.
The AIoT AF sends AIoT Disable Request for disabling an AIoT device with disable type (i.e., permanent or temporary) to the AIoT NF/AMF via the NEF. 

2.
The AIoT NF/AMF instructs paging with status indication and a NONCENW to the UE reader via DL NAS message (CP method) or via a PDU Session (UP method), or to the RAN reader.

3.
The RAN reader or UE reader broadcasts an AIoT paging message for the AIoT device with status indication and the NONCENW.

4.
The AIoT device determines to responds to the AIoT paging message, it detects that the AIoT paging message contains a status indication and a NONCENW, then selects the root key for disabling based on the status indication, generates a NONCEDV, as well as derives a KAIoT-enc and a KAIoT-int based on the root key for disabling, the NONCEDV, and the NONCENW, and sends an AIoT Disable Ready with the NONCEDV to the UE reader or the RAN reader, which is integrity protected with the KAIoT-int. The UE reader or the RAN reader forwards the AIoT Disable Ready to the AIoT NF/AMF. The AIoT NF/AMF sends an AIoT Key Request with the NONCEDV and the NONCENW to the AAA-S, the AAA-S derives a KAIoT-enc and KAIoT-int based on the root key for disabling, the NONCEDV, and the NONCENW, then sends an AIoT Key Response with the KAIoT-enc and KAIoT-int to the AIoT NF/AMF. 
5.
The AIoT NF/AMF integrity check the received AIoT Disable Ready message received in step 4b, which implicitly authenticate the AIoT device. If integrity check succeeds, the AIoT NF/AMF sends an AIoT Disable Command with the type to the AIoT device via the UE reader or the RAN reader. The AIoT Disable Command is integrity protected by the KAIoT-int. The AIoT device performs integrity check on the AIoT Disable Command, which implicitly authenticate the network. 

6.
If the integrity check succeeds, the AIoT device may send an AIoT Disable Confirm message with success indication to the AIoT NF/AMF via the UE reader or the RAN reader. The AIoT Disable Confirm message is integrity protected by the KAIoT. The AIoT device disables the RF permanently or still turns on the receiver temporarily according to the type received.
7.
If the AIoT Disable Confirm message is received, the AIoT NF/AMF verifies the AIoT Disable Confirm message. The AIoT NF/AMF sends an AIoT Disable Response indicating disable success to the AIoT AF, which may be based on whether the verification is successful.
Considering disabling AIoT device is a special command, the AIoT messages used in step 4, 5, and 6 can be same that used for command procedure.


6.41.2.2
Enable a temporarily disabled AIoT device

The following figure shows the call flow for protecting command for enable an AIoT device, which is temporarily disabled.
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Figure 6.41.2.2-1: Enable a temporarily disabled AIoT device 

0-3.
Same as described in clause 6.41.2.1 step 0-3 with the difference that the AIoT device is temporarily disabled and determines to handle the AIoT paging message with status indication, it enables the RF temporarily for sending and receiving AIoT messages.
NOTE:
Only temporarily disabled AIoT devices is able to respond to the AIoT paging with status indication.

4-5.
Same as described in clause 6.41.2.1 step 4-5 with the difference that the AIoT NF/AMF sends enable indication to the AIoT device via the UE reader or the RAN reader.
6.
If the integrity check succeeds, the AIoT device enables the RF permanently and sends an AIoT Enable Confirm message with success indication to the AIoT NF/AMF via the UE reader or the RAN reader. The AIoT Enable Confirm message is integrity protected by the KAIoT-int.

7.
The AIoT NF/AMF verifies the AIoT Enable Confirm message, if verification succeeds, the AIoT NF/AMF sends an AIoT Enable Response indicating enable success to the AIoT AF.


6.41.3
Evaluation

This solution works in topology 1 and 2, and no explicit authentication procedure is needed. 

For disable command, the AIoT device implicitly authenticates the network based on the integrity verification on received message, and the network does not necessary to be confirmed by the AIoT device depends on deployment cases. 

For enable command, the AIoT device and the network implicitly mutual authenticates each other based on the integrity verification on received message.
Editor’s Note: Further evaluation is FFS.

***** END OF 1st CHANGE *****
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