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1
Decision/action requested

This contribution proposes to add conclusion.
2
References

[1]

TR 33.713
3
Rationale

This solution proposes security aspects for information protection as conclusion.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF 1st CHANGE *****
7.X
Conclusion to Key Issue#4 on Protection of information during AIoT service communication

The following aspects are agreed for the protection AIoT information carried in the command procedure:


-  The AIoTF acts as the security termination point for information protection in case of network layer security.
-  The command request and response messages can be confidentiality, integrity and replay protected  using session keys derived from the pre-shared key and freshness parameters.
NOTE: The conditions for session key derivation (e.g., from a successful run of the authentication) are to be decided and clarified during the normative work.
Editor’s Note: the details of input parameters for confidentiality, integrity and replay protection additional is FFS.
-  The device security capabilities are known/preconfigured in the network side in advance. Therefore, there is no need for security capability negotiation.
Editor’s Note: Further conclusions are FFS.
***** END OF 1st CHANGE *****
