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1
Decision/action requested

This contribution proposes to update solution#4.
2
References

[1]

R1-240xxxx Chair notes RAN1#118bis (9.4 R19 Ambient IoT) v06
3
Rationale

Currently, there are three editor’s notes to be addressed. Please find the clarification for each editor’s note.
1. “Editor’s Note: the impact to include nonce in paging message is FFS.”
Clarification: In [1], RAN1 agrees that “From RAN1 perspective, a maximum TB size of around 1000 bits in PHY for R2D and D2R directions can be supported.” As device ID is only a few hundred bits, it is feasible to include additional 128bit-nonece in the paging message.  
2. “Editor’s Note: whether replay attacks are possible against the device or the network is FFS.”
Clarification: the solution employs a cryptographic nonce as the challenge to ensure that every challenge-response sequence is unique, which is widely used in other authentication protocols. One nonce from device and another nonce from network protect against eavesdropping with a subsequent replay attack.
3. “Editor’s Note: whether additional authentication token is required for device to authenticate network is FFS.”
Clarification: the solution assumes the network authentication in device is implicitly provided by MAC verification. No additional authentication token is required for device to authenticate network.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF 1st CHANGE *****
6.4
Solution #4: Protection for inventory and command procedure 
6.4.1
Introduction
This solution addresses key issue on authentication, key issue on information protection and key issue on protection for disabling device operation.  
The solution is assumed to be used in dedicated network for ambient IoT service. It is assumed that every AIoT Device is preconfigured with a pre-shared key, while the details of secure storage and processing of credentials e.g. pre-shared key is out of scope of this solution. Accordingly, it is assumed that such a key is also preconfigured/stored in the network side along-side the device ID. 

The solution provides a new AIoT device authentication procedure that could be used for both the inventory as well as the command procedures. 

6.4.2
Solution details
6.4.2.1
Protection for inventory-only procedure
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 Figure 6.4.2-1: Information Flow for protection of inventory-only service
1. AF sends AIoT service operation request to NEF, including the AF ID, device information, and inventory operation.
2. NEF sends the AIoT service operation request to the selected AMF/AIoTMF. 
3. The AMF/AIoTMF selects the Ambient IoT capable RANs. In addition, the Nonce1 is generated, which is used as fresh parameter for authentication. For each of the selected reader, the AMF/AIoTMF sends the request message with the generated Nonce1.

4. Upon reception of the request message, Reader executes inventory by triggering the Paging-like procedures with Nonce1 towards the AIoT devices.
5. The AIoT device performs random access like procedures to establish the connection with reader.
6. The AIoT device generates Nonce2 as the fresh parameter from device side. When deriving Auth_token, Nonce1 and Nonce2 are used to form the input S to the KDF and the pre-shared key is used as input key. Auth_token is used for network to authenticate device.

7-8. The AIoT Device sends the AIoT Device ID, Nonce2 and Auth_token to Reader. In the following step, Reader reports the AIoT Device ID, Nonce2 and Auth_token to AMF/AIoTMF.

AIoT Device uses registers for temporarily keeping the nonces required for command protection. 
9. AMF/AIoTMF sends request message to authentication server for device verification, which includes AIoT Device ID, Nonce1 and Nonce2. 

10. XAuth_token is calculated with same input as in device side.

11. Authentication server sends response message to AMF/AIoTMF, which includes XAuth_token.

12. AMF/AIoTMF compares Auth_token and XAuth_token. 

NOTE: As an alternative, authentication server can verify the Auth_token and send the authentication result to AMF/AIoTMF.

13-14. If the verification succeeds, the AMF/AIoTMF reports the AIoT Device ID to NEF by sending the AIoT_ Notify message. The NEF forwards the received information to AF by sending the AIoT_ Notify message.
6.4.2.2
Protection for inventory and command procedure
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 Figure 6.4.2-2: Information Flow for protection of information transfer for AIoT services
Compared with the inventory-only procedure in clause 6.4.2.1, the protection for command is enhanced with the following modification. 
10. In addition to the XAuth_token calculation, the session key Ks is derived if receiving additional indication from AIoT Function. The Nonce1 and Nonce2 is used to form the input S to the KDF and the pre-shared key is used as input key to derive the session key Ks. The Ks is different with XAuth_token as different input (e.g., FC value). 

11. Session key is also included. If the device security capability (e.g., AES-128 algorithm) is stored in AIoT_ UDM, it will also be sent to AMF/AIoTMF.
12. The command message is protected with session key. For example, the MAC1 will be calculated to protect the integrity of the message. The algorithm will be selected based on device security capability.13-14. The AMF/AIoTMF sends the protected AIoT Command message to the AIoT Device, which includes encrypted data and MAC1. No AIoT device ID is required to be included in step 14, as other ID will be used between device and reader, which is discussed and decided in RAN groups. It is assumed that the device receives the command message while energy is available in energy storage.
15-16. The device will receive the message in step 14. Integrity verification and decryption will be performed. After successful verification, the device will follow the command operation. The uplink message will also be sent from device to network if needed.  For example, if the command is “read” operation, data2 to be reported will be included after encryption. The message will also be integrity protected.

17-18. The AMF/AIoTMF reports the result of the AIoT service operation request to the NEF by sending the AIoT_ notification message.

Editor’s Note: The information flow will be updated based on the conclusion regarding command operation procedure in SA2.

6.4.2.3
Auth_token and XAuth_token derivation function
The following parameters are used to form the input S to the KDF. 

-
FC = 0xaa,

-
P0 = Nonce1,

-
L0 = length of the Nonce1(i.e. 0x00  0x10),

-
P1 = Nonce2,

-
L1 = length of Nonce2 (i.e. 0x00  0x10),
The input key KEY shall be equal to the pre-shared key.
The (X)Auth_token is identified with the 128 least significant bits of the output of the KDF.
6.4.3
Evaluation
Challenge-based symmetric algorithm is used for security protection. The privacy of device identifier in uplink and downlink is not addressed in this solution.
This solution assumes there is preconfigured pre-shared key as the authentication credential stored in AIoT device and network side securely. In addition to that, the solution does not introduce any new dedicated security messages or signalling but requires the inclusion of certain security parameters in the inventory and command flows. For example, Nonce is required to be included in the paging message to mitigate the potential replay attack. Replay protection here applies to the response to the paging message not the paging message itself.
For inventory-only case, one-way device authentication is provided. For inventory and command case, mutual authentication is supported, in which the network authentication in device is implicitly provided by MAC verification. No additional authentication token is required for device to authenticate network. 



***** END OF 1st CHANGE *****
