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1
Decision/action requested

This contribution provides updates and clean-up to solution #21.
2
References

[1]
3GPP TR 33.700-22: "Study on security aspects of CAPIF Phase3".
3
Rationale

This contribution provides an update to clean-up and fix the editorial aspects to solution #21. As the specific impacts are listed already, the EN is removed.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.700-22.

*****Start of Change 1*****
6.21
Solution #21: Solution for CAPIF interconnection security

6.21.1
Introduction 

The solution address KI#2.

6.21.2
Solution details

The high-level functional architecture for CAPIF interconnection with multiple CAPIF provider domains provided in Clause 5.2.1 of the present document and TS 23.222 Clause 6.2.2 ‘Functional model description to support CAPIF interconnection’, are considered to describe further the security aspects as described below.

In the interconnection scenario, the security of CAPIF-6 reference points can be based on TLS to provide integrity protection, replay protection and confidentiality protection (i.e., same as described for CAPIF-3/4/5 reference points in TS 33.122 Clause 6.6). 

In the interconnection scenario, the security of CAPIF-6e reference points can either be based on reusing security procedures for CAPIF-3e/4e/5e refrence points described in TS 33.122 Clause 6.10 (or) may be based on TLS to provide integrity protection, replay protection and confidentiality protection (e.g., like TS 33.501 Clause 12.3 on Protection of the NEF-AF interface).

The mutual authentication between API invoker and AEF (when AEF service APIs are published via CAPIF-6/6e reference point in CAPIF interconnection scenarios) over CAPIF-2 interface can reuse security procedure (i.e., authentication and authorization) described in TS 33.122 Clause 6.4.

The mutual authentication between API invoker and AEF (when AEF service APIs are published via CAPIF-6/6e reference point in CAPIF interconnection scenarios) over CAPIF-2e interface can reuse security procedure (i.e., authentication and authorization) described in TS 33.122 Clause 6.5.

The mutual authentication between CCFs over the CAPIF-6/6e reference point can reuse security procedures described in TS 33.122 Clause 6.6 and TS 33.122 Clause 6.10 respectively.

The API invoker can retrieve the needed security method for accessing service APIs when these AEF service APIs are published via CAPIF-6/6e reference point in CAPIF interconnection scenarios by re-using the security method negotiation described in TS 33.122 Clause 6.3.1.2.

The API invoker is onboarded to the CCF-A (called Onboarded CCF) based on TS 33.122 Clause 6.1, where in interconnection case in step 5, AEF Authentication and authorization information additionally includes the 3rd party/designated CCF-B information (ID/address) per service API in case if any of the service API(s) belongs to CCF-B (called designated serving CCF to which the AEF belongs).

Security Method negotiation:

The security method to be used between API Invoker and the AEFs of CCF-B for CAPIF-2/2e security need to be selected by CCF-B in the case CAPIF interconnection as shown in Figure 6.21.2-1.
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Figure 6.21.2-1: Selection of security method to be used in CAPIF-2/2e reference point

Precondition: In case of CAPIF interconnection scenario, the designated CCF (say CCF-A Onboarded CCF) in a CAPIF domain stores/maintains Service API/AEF information along with respective CCF-B information (IDs/address) for all the Service APIs/AEFs offered by the Other designated/3rd party CCF (say CCF-B designated serving CCF), where CCF-A and CCF-B are connected using CAPIF-6/6e interface.

1.
Mutual authentication based on client and server certificates shall be established using TLS between the API invoker and the CCF-A same as described in TS 33.122 Clause 6.3.1.2 step 1.

2.
The API invoker may send CAPIF-2/2e security capability information to the CAPIF core function in the Security Method Request message, indicating the list of security methods that the API invoker supports over CAPIF-2/2e reference point for each AEF along with the 3rd party/designed CCF i.e., CCF-B information associated with each AEF (in case the AEF belongs to 3rd party CAPIF provider or belongs to a different CCF (say CCF B) which is other than the onboarded CCF (say CCF A).

3.
The CCF-A shall select a security method to be used over CAPIF-2/2e reference point for each requested AEF which belongs to the CCF-A, taking into account the information from the API invoker in step 2, access scenarios and AEF capabilities as described in TS 33.122 Clause 6.3.1.2 step 3.

4.
The  CCF-A based on the AEF details determines that part of the requested Service APIs/AEFs in step 2 belongs to different CCF (i.e., CCF-B) based on locally stored information and policy. If the CCF-A has information on CCF-B’s AEF’s Security method capabilities, then CCF-A can perform the security method selection (instead of step 5-7) for the CAPIF-2/2e reference point security.
5. 
The CCF-A sends an Interconnect Security Method Request to CCF-B which includes API Invoker ID, CCF-A Information (ID/address), API invoker’s subscribed CCF-B’s service API, access scenarios, AEF details (along with CCF-B information associated with each AEF), and Security Method.

6. 
The CCF-B checks the access policy on if the CCF-A is allowed to request the listed CCF-B associated AEF’s related security method request and if it is allowed, the CCF-B performs security method selection. Based on the API invoker's subscribed service APIs and/or AEF details, access scenarios (whether the API invoker access the AEF prior to service API invocation or upon the service API invocation) and AEF capabilities, the CCF-B choose the security method. Further the CCF-B stores the selected security method per service API/AEF for the API invoker ID along the CCF-A Information.

7. The CCF-B sends the Interconnection Security Method Response with the chosen security methods along with the information required for authentication of the API invoker at the AEF of CCF-B to the CCF-A. The information may include the validity time of the CAPIF-2e credentials and Security data sharing requirement indication per AEF.

8. The CCF-A sends Security Method Response message to the API invoker, indicating the selected security method for each AEF along with the designed CCF information associated with each AEF, Security data sharing requirement indication per AEF, any security information related to the security method. The API invoker use this method in the subsequent communication establishment with the API exposing function over CAPIF-2/2e reference point. Further the CCF-A also stores the Security data sharing requirement indication per AEF for the API Invoker to facilitate the security information transfer/forward from CCF-A to CCF-B for the CAPIF-2/CAPIF-2e security establishment between the API invoker and the AEF in the CCF-B domain. API Invoker also stores the AEF details along with CCF information, Selected security Method and Security Information, and Security data sharing requirement indication per AEF. 

Authentication and Authorization

A. Method 1 – Using TLS-PSK
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Figure 6.21.2-2: CAPIF-2e interface authentication and protection using TLS-PSK

1.
CAPIF-1e authentication and secure session is established between API Invoker and it’s Onboarded CCF-A. The CCF-A shall provide the validity timer value for the key AEFPSK.

2.
After successful establishment of TLS on CAPIF-1e, the API invoker and the CAPIF core function shall derive the key AEFPSK. The API invoker and the CAPIF core function-A starts the validity timer for the key AEFPSK.

3.   The API invoker checks if the service APIs/AEF belong to the onboarded CCF (i.e., CCF-A) or belong to any 3rd party CCF (i.e., CCF-B). API Invoker includes CCF-A information (i.e., Onboarded CCF ID/address information) in Authentication Initiation request based on the Service APIs/AEF being provided by CCF-B (as indicated during API invoker Onboarding) and Security data sharing requirement indication per AEF received from the CCF-A (during Security Method Negotiation) to enable CAPIF 2/2e authentication and authorization between the API Invoker and the AEF of CCF-B.

4.
The API Invoker shall send Authentication Initiation Request to the AEF, including the CAPIF core function assigned API invoker ID and Onboarded CCF Information.

5. The AEF sends the Request Security Information message which includes the API Invoker ID, CCF-A Information, Service API information to request for security information from the CCF-B to perform authentication and secure interface establishment with the API invoker.

6. The CCF-B if finds that it doesn’t have any security information related to the API Invoker, CCF-B contacts the CCF-A based on the CCF-A information (i.e., ID/address). The CCF-B sends the request Security information message to CCF-A, which includes the API Invoker ID, Service API information, and AEF details to request for security information from the CCF-B. 

7-8. The CCF-A fetches the security information based on the received Service API information, AEF details and related to the API invoker ID and further provides the security information related to the chosen security method (TLS-PSK: AEFPSK) to the CCF-B in response message over CAPIF-6/6e interface. Further the CCF-B sends the security information related to the chosen security method (TLS-PSK: AEFPSK) in response message to the AEF over CAPIF-3 reference point. The CCF shall provide the remaining validity timer value for the key AEFPSK.

9. After fetching the relevant security information (AEFPSK) for the authentication, the AEF shall send Authentication Initiation Response message to API invoker to initiate the TLS session establishment. The AEF starts the validity timer based on the value received from the CCF-A or CCF-B in step 8.

10. The API Invoker and the AEF shall perform mutual authentication using the key AEFPSK and establish TLS session over the CAPIF-2e. 

B. Method 2 – Using TLS-PKI

The step description of the authentication for interconnection case using TLS-PKI is same but only the security information exchanged is different, i.e., Root certificate of CA to validate API invoker certificate is sent to the AEF of CCF-B (in step 7 and 8) respectively. Further in step 10, the API Invoker and the AEF shall perform mutual authentication using certificates and establish TLS session over the CAPIF-2e. Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [6].

B. Method 3 – TLS with OAuth token
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Figure 6.21.2-3: CAPIF-2e interface authentication and protection using TLS with OAuth token

1. 
CAPIF-1e authentication and secure session establishment is performed.

2. 
After successful establishment of TLS session over CAPIF-1e, the API invoker sends an Access Token Request message to the CCF-A as per the OAuth 2.0specification which includes the API invoker ID, service API information, AEF details. 

3. 
The CCF-A verify the Access Token Request message per OAuth 2.0 specification.

4. 
If the CCF-A successfully verifies the Access Token Request message, the CCF-A if finds that the service APIs and AEFs listed in step 2 belongs to a different 3rd party CCF-B, then the CCF-A sends an OAuth Access Token Request message to the CCF-B, where the OAuth Access Token Request message includes the API invoker ID, service API information, AEF details.

5-6. The CCF-B checks if the CCF-A is allowed to request the access token and/or CAPIF-2/2e authentication and authorization information related to the listed service APIs/AEF based on the local access policy stored for the CAPIF interconnection. If allowed, the CCF-B generate an access token specific to the API invoker, Issuer as CCF-B information and allowed service APIs related to the AEF and return it in an Access Token Response message. Meanwhile the CCF-B stores the API Invoker ID, Source CCF-A Info, AEF Information, Service API Information, and chosen security method (TLS with OAuth token).

NOTE 1:
The API invoker may include the CCF-A assigned API invoker ID and the Onboard Secret in the OAuth access token request message for the CCF-A to validate the access token request.

7.
The CCF-A sends the received OAuth access token to the API Invoker in the Access Token Response message.

8.
The API Invoker checks if the service APIs/AEF belong to the onboarded CCF (i.e., CCF-A) or belong to any 3rd party CCF (i.e., CCF-B). API Invoker includes CCF-A information (i.e., Onboarded CCF ID/address information) in Authentication Initiation request based on the Service APIs/AEF being provided by CCF-B (as indicated during API invoker Onboarding) and Security data sharing requirement indication per AEF received from the CCF-A (during Security Method Negotiation) to enable CAPIF 2/2e authentication and authorization between the API Invoker and the AEF of CCF-B.

The API Invoker shall send Authentication Initiation Request to the AEF, including the CAPIF core function assigned API invoker ID and Onboarded CCF Information i.e., CCF-A ID/address.

The AEF sends the Request Security Information message which includes the API Invoker ID, CCF-A Information, Service API information, AEF details (IDs) to request for security information from the CCF-B to perform authentication and secure interface establishment with the API invoker, if the AEF does not have a valid security information.

The CCF-B if finds that it doesn’t have any security information related to the API Invoker, CCF-B contacts the CCF-A based on the CCF-A information. The CCF-B sends the request Security information message to CCF-A, which includes the API Invoker ID, Service API information, and AEF details to request for security information from the CCF-B. 

The CCF-A fetches the security information based on the received Service API information, AEF details (IDs)) and related to the API invoker ID and further provides the security information related to the chosen security method (TLS with OAuth token, API invoker’s root CA certificate) in response message over CAPIF-6/6e interface. Further the CCF-B sends the security information related to the chosen security method (TLS with OAuth token, API invoker’s root CA certificate) in response message to the AEF over CAPIF-3 reference point. 

After receiving the relevant security information for the authentication, AEF shall send Authentication Initiation Response message to API invoker to initiate the TLS session establishment procedure.

9. 
With successful authentication to the AEF on CAPIF-2e, the API invoker shall initiate invocation of a 3GPP northbound API with the AEF. The access token received from the CAPIF core shall be sent along with the northbound API invocation request as per OAuth 2.0.

10. The API exposing function shall validate the access token . The AEF verifies the integrity of the access token by verifying the CAPIF core function-B’s signature based on the CCF-B information. If validation of the access token is successful, the AEF shall verify the API invoker's Northbound API invocation request against the authorization claims in access token, ensuring that the API Invoker has access permission for the requested service API.

11. After successful verification of the access token and authorization claims of the API invoker, the requested northbound API shall be invoked, and the appropriate response shall be returned to the API invoker.

6.21.3
Evaluation

The solution has the following impacts:

The API invoker is provided with AEF details along with the respective CCF information during a successful onboarding in interconnection case.

The API invoker during a successful security method negotiation receives security information sharing required indication from the CCF-A (i.e., Onboarded CCF) if security information for CAPIF-2/2e authentication requires needs security information transfer CCF-A and CCF-B (i.e., designated serving CCF to which the AEF belongs).

The API Invoker sends onboarded CCF-A information (ID/address) in authentication initiation request to the AEF based on the CCF information received for the respective AEF details and based on the security information sharing indication, to let the AEF fetch the necessary security information from the onboarded CCF-A via the AEF’s CCF-B.

In case of TLS with OAuth token being selected, the CCF A provides API invoker ID, service API information/AEF details to CCF-B to let the CCF-B to generate finer granular access tokens.


*****End of Change 1*****
�Changed the format from ‘EN’ to ‘Normal’. But the format change is not seen in track.





CAPIF Interconnect Scenario 
(CCFs belong to same Trust domain or different Trust domain)
2. Derive secret AEFPSK
API invoker
Source CAPIF core function 
(CCF-A)
1. CAPIF-1e Authentication and secure session establishment
API exposing function
2. Derive secret AEFPSK
4. Authentication Initiation Request (API Invoker ID, CCF-A information)
9. Authentication Initiation Response
Target CAPIF core function 
(CCF-B)
10.  TLS connection established (TLS-PSK, AEFPSK)
3. Based on Service API /AEF Information include Onboarded CCF information (i.e., CCF-A) in step 4.
5. Request Security information
API Invoker ID, CCF-A information, Service API information/AEF details
8. Response (AEFPSK)
6. Request Security information
API Invoker ID, Service API information/AEF details
7. Response (AEFPSK)



CAPIF Interconnect Scenario 
(CCFs belong to same Trust domain or different Trust domain)
API invoker
Source CAPIF core function
(CCF-A)
1. CAPIF-1e Authentication and secure session establishment
API exposing function
Target CAPIF core function 
(CCF-B)
8.  TLS connection established
2. OAuth 2.0 based access token request
(API Invoker ID, Service API information, AEF)
6. Respond with OAuth 2.0 Access Token
4. OAuth 2.0 based access token request (API Invoker ID, Service API information, AEF details)
3. Verify access token request
7. Respond with OAuth 2.0 Access Token
9. Invoke Northbound API with Oauth 2.0 Access Token
10. Verify Access Token, authorization claims in token, execute Northbound API Request
11. Response Northbound API invocation
5. Generate Access Token.



CAPIF Interconnect Scenario 
(CCFs belong to same Trust domain or different Trust domain)
API invoker
CAPIF core function A
3. Select a security method
8. Security Method Response (AEF details along with 3rd party/designated CCF ID(s), Selected security Method and Security Information, Security data sharing requirement indication per AEF)
2. Security Method Request (designated CCF ID(s) per AEF details (as applicable), Security Method)
1. TLS establishment
CAPIF core function B
CAPIF 6/6e interface
Precondition: In case of interconnect scenario, the designated CCF (e.g., CCF A) in a CAPIF domain stores/maintains Service API/AEF information along with respective CCF ID/address for all the Service APIs/AEFs offered by the Other designated/3rd party CCF  (e.g., CCF B)
4. Determines that part of the requested Service APIs/AEFs in step 2 belongs to different CCF (e.g., CCF2)
5. Interconnection Security Method Request 
(API Invoker ID, CCF-A ID, API invoker’s subscribed CCF-B’s service API, AEF details, Security Method)
6. Select a security Method.
7. Interconnection Security Method Response 
(AEF details, Selected security Method and Security Information, Security data sharing requirement indication per AEF)



