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1
Decision/action requested

This contribution proposes a solution to KI#1 in TR 33.701.
2
References

[1] 3GPP TR 33.701, "Study on mitigations against bidding down attacks; (Release 19)". 
[2] 3GPP TS 23.501, "System architecture for the 5G System (5GS); Stage 2".

[3] 3GPP TS 33.501, "Security architecture and procedures for 5G system".

3
Rationale

TR 33.701 has the KI#1 on ‘Bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN’, and this contributions proposes a solution to address this KI#1.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.701.
*****Start of Change 1*****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".


[x]
3GPP TS 23.501, "System architecture for the 5G System (5GS); Stage 2".
[y]
3GPP TS 23.502, " Procedures for the 5G System (5GS)".


*****End of Change 1*****
*****Start of Change 2*****
5.y
Solution #y: Solution for access restrictions to decommissioned UTRAN and GERAN

5.y.1
Introduction

This solution address KI#1.
5.y.2
Details

The solution describes how a UE is provisioned with decommissioned UTRAN and GERAN access restriction information to avoid UTRAN/GERAN selection (e.g., when NR/LTE signal is unavailable). The UTRAN and GERAN access restriction information (i.e., list of restricted RAT specific to decommissioned UTRAN, decommissioned GERAN)
 can be sent to the UE in any NAS message following the establishment of NAS security.
The UDM/UDR based on operator’s local policy manages GERAN and UTRAN access restriction information for the UE(s) (e.g., in the subscription data as part of UE Access and mobility context). 
NOTE 1: It is upto the operator policy to send to all or a subset of UEs.

NOTE 2: The UDM/UDR already manages Mobility restrictions and RAT restriction information for the UE(s) in the subscription data as part of UE Access and mobility context (described in TS 23.501 [x] Clause 5.3.4.1). It is upto the normative work to determine if the decommissioned UTRAN and GERAN access restriction can be managed along with the existing information, as part of UE Access and mobility context or any new information category is needed. Further any additional granularity of information if any needed as part of UTRAN and GERAN access restriction information can be upto the normative work.

During UE registration, the AMF fetches the GERAN and UTRAN access restriction information (i.e., using Nudm_SDM_Get/response as in TS 23.502 [y] step 14b in clause 4.2.2.2.2 or using any Nudm service), which indicates UTRAN access restriction/not allowed, and GERAN access restriction/not allowed information.

The AMF stores the received network access restriction information as part of UE context and provides the network access restriction information to UE in a secured NAS message (i.e., such as Registration Accept messaage).
#As alternative way, the AMF based on operator local policy can be configured with GERAN and UTRAN access restriction information, in such case UDM involvement described above is not applicable.
The UE stores the received information (if it can process i.e., if it is not a legacy device) and determines not to select the UTRAN or GERAN access based on the received network access restriction information. 
NOTE: Legacy UEs cannot understand this new information, so it may be dropped with no action from the UE.


5.y.3
Evaluation

The solution addresses KI#1 by reusing the principles of existing access restrictions and includes the following impact:

Network: Solution provides 2 options, i.e., option-1 which impacts UDM and AMF; option-2 which impacts only AMF on the network side i.e., to fetch and provide UE with the network access restriction information that includes UTRAN and GERAN access restrictions for the decommissioned networks. 

UE: The UE on receiving network access restriction information determines not to select decommissioned UTRAN and GERAN. 
This solution does not address the problem for legacy devices. 
*****End of Change 2*****
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