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1	Decision/action requested
This contribution proposes to add a new Solution for KI#1
2	References
None
3	Rationale
This solution addresses the Key Issue #1: Bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN.
4	Detailed proposal

*** Start of 1st Change ***
[bookmark: _Toc513475447][bookmark: _Toc104221074][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc48930863]6.Y	Solution #y: Using allowlist to aviod bidding down attack from LTE/NR to decommissioned GERAN/UTRAN
[bookmark: _Toc104221075][bookmark: _Toc48930864][bookmark: _Toc56501566][bookmark: _Toc49376113][bookmark: _Toc513475448]6.Y.1	Introduction
This solution addresses the security requirement in Key Issue #1: Bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN.
6. Y.2	Solution details
During the registration procedure of a UE registering 5G network, the network provides the UE the allowlist of networks, i.e., the allowed RAT types, in the Registration Accept message. If the operator has decommissioned GERAN and UTRAN networks, only 4G and/or 5G networks is listed. 
Upon receiving the message, UE avoids connecting to the networks whose RAT types are not in the allowlist of the networks.
6.Y.3	Evaluation
This solution has impacts on AMF and UE and does not address the problem for legacy devices.
Impacts on the AMF:
· The AMF needs to add a new information element indicating the allowlist of available networks to the Registration Accept message. 
Impacts on the UE:
· The UE avoids connecting to the networks that are not in the allowlist of the networks.
*** End of 1st Change ***
