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1
Decision/action requested

The contribution proposes a solution to address KI#3 in TR 33.757.
2
References

[1]
3GPP TR 33.757, ‘Study on security for PLMN hosting a NPN’, Release 19. 
[2]
TS 33.501, ‘Security architecture and procedures for 5G System’, Release 18.
3
Rationale

TR 33.757 has a KI#3 on SUPI privacy issue in PLMN hosting NPN scenario. This contribution proposes a solution to address the KI#3.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.757.
*****Start of Change 1*****
7.Y
Solution #Y: SUPI privacy protection in hosted NPN

7.Y.1
Introduction

This Solution address KI#3.

7.Y.2
Solution details

The solution uses the Primary authentication procedure described in TS 33.501 Clause 6.1 [3] as the baseline with the following adaptations.

1. The authentication initiation steps are same as in TS 33.501 Clause 6.1.2.  

2. The UDM following the SUCI deconcealment and authentication method selection, based on Operator managed SUPI usage restriction policy, UDM/UDR fetches an identifiere.g., a privacy protected identifier related to the SUPI assigned by the operator based on operator’s local policy. Further aspects on if a new identifier (like serving network UE identifier/temporary identifier) is used or an existing identifier like GPSI containing external identifier defined in TS 23.003 reusage is sufficient are upto the normative discussions. A SUPI usage restriction policy can indicate if a SUPI usage is allowed/not for the UE context management external to operator’s security domain/network domainduring a hosted NPNs or serving network access.

3. The UDM provides GPSI additionally along with SUPI usage restriction indication to the AUSF in authentication response.
NOTE: For secure transfer of SUPI across different security domains to facilitate kamf generation and to not impact UE, suitable transport security can be applied as described in Solution#X in this present document.
4. The AUSF and UE exchange selected method specific authentication message based on TS 33.501 [3].

5. Following a successful verification of the response, based on SUPI usage restriction indication the AUSF sends received GPSI along withSUPI and SUPI usage restriction indication to the SEAF.

6. The SEAF following a successful Kamf derivation, it deletes SUPI and uses GPSI instead ofSUPI for further UE context and subscription data management (e.g., for any Nudm service operation). If the AMF/SEAF wants to initiate primary authentication, it follows TS 33.501 [3] clause 6.12.4 and clause 6.1.2.
7. 

7.Y.3
Evaluation

The solution includes the following impacts:

GPSI (or any suitable privacy protected id) is used instead of SUPI in the serving hosted NPN for UE context management.

UDM provides GPSIand SUPI usagerestriction indication. UDM manages SUPI usagerestriction policy. 

Editor’s Note: Further evaluation is FFS.
*****End of Change 1*****
