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1
Decision/action requested

The contribution proposes a solution to address KI#3 in TR 33.757.
2
References

[1]
3GPP TR 33.757, ‘Study on security for PLMN hosting a NPN’, Release 19. 
[2]
TS 33.501, ‘Security architecture and procedures for 5G System’, Release 18.
3
Rationale

TR 33.757 has a KI#3 on SUPI privacy issue in PLMN hosting NPN scenario. This contribution proposes a solution to address the KI#3.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.757.
*****Start of Change 1*****
7.Y
Solution #Y: SUPI privacy protection in hosted NPN

7.Y.1
Introduction

This Solution address KI#3.

7.Y.2
Solution details

The solution uses the Primary authentication procedure described in TS 33.501 Clause 6.1 [3] as the baseline with the following adaptations.

1. The UE sends its capabilities to support SUPI exposure restriction during registration. The UE’s SUPI restriction capability is sent to UDM (i.e., via SEAF and AUSF) along with other existing information such as SUCI as in initiation of primary authentication procedure.  

2. The UDM following the SUCI deconcealment and authentication method selection, based on the received UE capability and Operator managed SUPI exposure restriction policy, UDM/UDR fetches the Serving network UE ID (S-UEID) e.g., a privacy protected identifier related to the SUPI assigned by the operator based on operator’s local policy. A SUPI exposure restriction policy can indicate if a SUPI exposure enforcement is needed or not for the UE during a hosted NPNs or serving network access.

3. The UDM provides additionally S-UEID and SUPI disclosure restriction indication to the AUSF in authentication response.

4. The AUSF and UE exchange selected method specific authentication message based on TS 33.501 [3].

5. Following a successful verification of the response, based on SUPI disclosure restriction indication the AUSF sends S-UEID (instead of SUPI) and SUPI disclosure restriction indication to the SEAF.

6. The SEAF uses S-UEID instead of SUPI in Kamf derivation and provides S-UEID and SUPI disclosure restriction indication to the AMF and the AMF stores it.

7. The AMF sends the S-UEID and SUPI disclosure restriction indication to the UE in NAS message.

8.
The UE derives the Kamf similar to the network based on the received indication and stores the S-UEID along with the SUPI.

7.Y.3
Evaluation

The solution includes the following impacts:

Serving network UE ID is used instead of SUPI in the serving hosted NPN.

UDM provides serving network UE ID and SUPI enforcement restriction indication. UDM manages SUPI enforcement restriction policy. The UE need to indicate its capaibility to support SUPI exposure restriction.
Editor’s Note: This solution has UE impact, how to avoid UE impact is FFS
*****End of Change 1*****
