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1
Decision/action requested

We ask SA3 to accept a clarification about source authenticity in TS 33.305. 
2
References

3
Rationale

Clause 6.1.2 in TS 33.305 includes three security requirements:

1. The system shall support integrity protection and replay protection of discovery messages in open discovery.
2. The system shall support confidentiality protection, integrity protection and replay protection of discovery messages in restricted discovery.
3. The system shall support a method to verify source authenticity of discovery messages.
Clause 6.1.3 in TS 33.305 explicity explains how the first and second security requiremenst are addressed, but it gives no details no the third security requirement.

It is proposed to include a brief explanation in Clause 6.1.3.2 on how the source authenticity requirement of discovery messages can be accomplished.
4
Detailed proposal

***** BEGIN OF THE FIRST CHANGE **
6.1.3.2 
Restricted discovery
6.1.3.2.1
General

The security for both models of restricted discovery is similar to that of open discovery described in subclause 6.1.3.1. Both models also use a UTC-based counter (see step 9 in clause 6.1.3.1) to provide freshness for the protection of the restricted discovery message on the PC5 interface. The parameters CURRENT_TIME and MAX_OFFSET are also provided to the UE from the 5G DDNMF in its HPLMN to ensure that the obtained UTC-based counter is sufficiently close to real time to protect against replays. 

The major differences are that restricted discovery requires confidentiality protection of the discovery messages (e.g. to ensure a UE is not discovered by unauthorized parties or tracked due to constantly sending the same ProSe Restricted/Response Code in the clear) and that the MIC checking may be performed by the receiving UE (if allowed by the 5G DDNMF). Furthermore, to achieve source authenticity, the third security requirement in Clause 6.1.2, a UE receiving a discovery message can verify the source authenticity of the received discovery message by using the provisioned DUIK under the assumption that the UEs provisioned with the same DUIK are trusted. Alternatively, a UE sending a discovery message uses a DUIK to protect the discovery message sent to multiple UEs; the UEs receiving the discovery message have to make use of match reports to verify the integrity of the received discovery message. In this case, the UEs receiving the discovery messages shall not be configured with the DUIK.
NOTE: The second approach based on match reports is not fully applicable to discovery model B since no match procedure can be triggered by Discoveree UE, and thus, the authenticity of Discoverer UE cannot be validated by Discoveree UE.
The security parameters needed by a sending UE to protect a discovery message (i.e., in model A the announcing UE and in model B the Discoverer UE sending the ProSe Query Code and the Discoveree UE sending the ProSe Response Code) are provided in the Code-Sending Security Parameters. Similarly, the security parameters needed by a UE receiving a discovery message (i.e., in model A the monitoring UE and in model B the Discoverer UE receiving a ProSe Response Code and the Discoveree receiving a ProSe Query Code) are provided in the Code-Receiving Security Parameters.
In addition to clause 6.1.3.4.1 in TS 33.303 [4], 5G Prose introduced a new feature: 
-
During the discovery request procedure, 5G DDNMF may optionally provide the PC5 security policies to the UEs.

***** END OF THE FIRST CHANGE ****
