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1
Decision/action requested

This contribution provides text on the security for the UAS NF to USS interface.
2
References

[1]
3GPP TS 33.256
[2]
3GPP TS 33.501
3
Rationale

The UAS NF provides NEF like functionality towards the USS. Hence it is proposed to use the NEF to AF security described in clause 12 of TS 33.501 [2]. The below pCR implements that proposal. 
Furthermore, the text in clause 12 of TS 33.501 [2] shows that the identity of the USS is resolved by the security on the on USS NF to USS interface (see below form clause 12.2):
“The identities in the end entity certificates shall be used for authentication and policy checks.”

This means that it is not needed to pass the USS identifier over the UAS NF/USS interface and a resolution of the ENs related to this are proposed in the below pCR.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TS [1].
**** START OF CHANGES ****

5.2.1.2
UUAA Procedure at Registration

The UUAA procedure at registration is triggered by an AMF with the details described below, which considers only the security related parameters (see TS 23.256 [3] for full details of the flows). For an AMF initiated re-authentication, the procedure starts from the step 2. 
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 Figure 5.2.1.2-1: UUAA Procedure at Registration
1. The AMF triggers the UUAA procedure as described in Clause 5.2.1.1 

2. The AMF sends a message Nnef_Auth_Req to the UAS NF, including the GPSI and the CAA-Level UAV ID, and the Aviation Payload if provided by the UE for USS to authenticate the UAV. The AMF may include other information in the request as in TS 23.256 [3].

3. The UAS NF resolves the USS address based on CAA-Level UAV ID or uses the provided USS address. Only authorised USS shall be used in order to ensure only legitimate entities can provide authorisation for UAVs. The UAS NF sends an Authentication Request to the USS. The Authentication Request shall include the GPSI, the CAA-Level UAV ID, a UAS NF Routing information (e.g., a FQDN or IP address) which uniquely identifies the UAS NF located in the 3GPP network that handles the UAV related messages exchanges with the corresponding external USS/UTM and the transparent container. Other information may also be included in this message as in TS 23.256 [3].

4. The USS and the UE exchange Authentication messages: 

NOTE 1: Multiple round-trip messages (4a to 4f) may be needed as required by the authentication method used by the USS. The method used to authenticate the UE (e.g. whether over EAP or not) and the content of Authentication Messages (e.g. EAP packets) to support that method are out of scope of 3GPP. The USS determines the authentication method used.

4a. The USS replies to UAS NF with the Authentication Response message. It shall include the GPSI and a transparent container composed of an authentication message. 

4b. The UAS NF sends the transparent container received in 4a to the AMF with the GPSI.

4c. The AMF forwards the transparent container to the UE over NAS MM transport messages. 

4d. The UE responses the AMF with an Authentication message embedded in a transparent container over a NAS MM transport message. 

4e. The AMF sends a message Nnef_Auth_Req to the UAS NF, including the GPSI and the CAA-Level UAV ID, and the transparent container provided by the UE.

4f. The UAS NF sends an Authentication Request to the USS. The Authentication Request shall include the GPSI, the CAA-Level UAV ID and the transparent container.

5. The USS sends the UAS NF an Authentication Response message. The Authentication Response shall include the GPSI, the UUAA result (success/failure), the authorized CAA-level UAV ID, and a UUAA Authorization Payload that contains UAS security information if the USS has such information to send. 


NOTE 2: The content of security information (e.g. key material to help establish security between UAV and USS/UTM) is not in 3GPP scope.

The UAS NF stores the GPSI, USS Identifier (and the binding with the GPSI) and the CAA-level UAV ID (and the binding with the GPSI). 
NOTE 3: The USS Identifier is used to ensure that a USS requesting a subsequent re-authentication or revocation is the same one that authenticated the UAV in the first place.   The USS identifier is based on the security link on the interface between USS NF and USS (e.g. the identity mapped during link establishment or the identity in certificate).
6. The UAS NF sends the AMF an Authentication Response message, including the GPSI, the UUAA result (success/failure), the authorized CAA-level UAV ID, and the UUAA Authorization Payload received in step 5.  

7. The AMF sends to the UE the UUAA result (success/failure) and the UUAA Authorization Payload received in step 5. The message(s) used in step 7 and any further actions the AMF takes are given in TS 23.256 [3].

The AMF stores the results, together with the GPSI and the CAA-level UAV ID.

8. If UUAA result is success, the UE shall store the authorization information if received such as UAS Security information along with the CAA-level UAV ID.

Editor's Note:
It is FFS whether the inclusion of CAA level ID in step 6 and its storage at step 7 align with TS 23.256. As they were added for alignment purposes only, no action on this functionality is needed in stage 3 until this EN is resolved.
**** NEXT CHANGE ****

5.2.1.3
UUAA Procedure during PDU Session Establishment

The SMF may trigger a UUAA procedure during the PDU session establishment procedure with details described below, which considers only the security related (see TS 23.256 [3] for full details of the flows).
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Editor's Note:
It is FFS, how the SMF during PDU session establishment knows that a UAV has been previously performed successful UUAA with the AMF during registration.

1. The SMF determines whether UUAA is required as described in the clause 5.2.1.1 and if the UUAA result is not received from the AMF, if the UE provides a CAA-Level UAV ID indicating UAS services and optionally the Aviation Payload if provided by the UE for USS to authenticate the UAV in the PDU Session Establishment request. The SMF triggers a UUAA procedure after the determination in step 7 in the clause 5.2.1.1. 

2. The SMF sends a message Nnef_Auth_Req to the UAS NF, including the GPSI and the CAA-Level UAV ID, and the transparent container if provided by the UE. The SMF may include other information in the request as in TS 23.256 [3].

3. The UAS NF resolves the USS address based on CAA-Level UAV ID or uses the provided USS address. Only authorised USS shall be used in order to ensure only legitimate entities can provide authorisation for UAVs. The UAS NF sends an Authentication Request to the USS which includes the GPSI, the CAA-Level UAV ID, the UAS NF Routing information (e.g., a FQDN or IP address) which uniquely identifies the NF located in the 3GPP network that handles the UAV related messages exchanges with the corresponding external USS/UTM, and the transparent container. Other information may also be included in this message (see TS 23.256 [3]).

4. The USS and the UE exchange multiple Authentication messages:

NOTE 1: Multiple round-trip messages (4a to 4f) may be needed as required by the authentication method used by the USS. The method used to authenticate the UE (e.g. whether over EAP or not) and the content of Authentication Messages (e.g. EAP packets) to support that method are out of scope of 3GPP. The USS determines the authentication method used.

4a. The USS replies to UAS NF with the Authentication Response message. It shall include the GPSI, a transparent container composed of an authentication message. 

4b. The UAS NF sends the transparent container to the SMF. 

4c. The SMF forwards the transparent container to the AMF, which then forwards to the UE over a NAS MM transport message. 

4d. The UE responses the AMF with an Authentication message embedded in a transparent container over a NAS MM transport message. The AMF forwards to the SMF. 

4e. The SMF sends a message Nnef_Auth_Req to the UAS NF, including the GPSI and the CAA-Level UAV ID, and the transparent container provided by the UE.

4f. The UAS NF sends an Authentication Request to the USS. The Authentication Request shall include the GPSI, the CAA-Level UAV ID and the transparent container.

NOTE: Multiple round-trip messages (4a to 4f) may be needed as required by the authentication method used by USS. The method used to authenticate the UE and the content of Authentication Messages are out of scope of 3GPP.

5. The USS sends the UAS NF an Authentication Response message. The Authentication Response shall include the GPSI, the UUAA result (success/failure), the authorized CAA-level UAV ID, and a UUAA Authorization Payload that contains UAS security information if the USS has such information to send to the UAV. 

NOTE 2: The content of security information (e.g., key material to help establish security between UAV and USS/UTM) is not in 3GPP scope.


If UUAA successful, the UAS NF stores the UAV UEs’ UUAA context, including the GPSI, USS Identifier (and the binding with the GPSI) and the CAA-level UAV ID (and the binding with the GPSI). 
NOTE 3: The USS Identifier is used to ensure that a USS requesting a subsequent re-authentication or revocation is the same one that authenticated the UAV in the first place.  The USS identifier is based on the security link on the interface between USS NF and USS (e.g. the identity mapped during link establishment or the identity in certificate).
6. The UAS NF sends the SMF an Authentication Response message, including the GPSI, the UUAA result (success/failure), the authorized CAA-level UAV ID, and the UUAA Authorization Payload received in step 5.  

The SMF stores the results, together with the GPSI and the CAA-level UAV ID. 

7. The SMF sends the UUAA result (success/failure), and the UUAA Authorization Payload received in step 5 to the UE. The message(s) used in step 7 and any further actions the UE and SMF take are given in TS 23.256 [3].

8. The UE on receiving the UUAA result as success, shall store the authorization information if received such as, CAA-level UAV ID, and UAS Security information.

Editor's Note:
It is FFS whether the inclusion of CAA level ID in step 6 and its storage at step 7 align with TS 23.256. As they were added for alignment purposes only, no action on this functionality is needed in stage 3 until this EN is resolved.

**** NEXT CHANGE ****

5.2.1.4


UUAA re-authentication procedure (5G)

As described in 5.2.1.1, the USS or the AMF (if support UUAA during registration) may initiate the Re-authentication procedure for the UAV at any time. 

This clause describes the USS initiated Re-authentication procedure (the AMF initiated Re-authentication procedure is described in the clause 5.2.1.2). The below description considers only the security related parameters (for full details of the flows see TS 23.256 [3]).
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Figure 5.2.1.4-1: UUAA re-authentication in 5GS

1. The USS sends a re-authentication request for the UAV to UAS-NF that includes GPSI, CAA-Level UAV ID, and an Authentication message. It may contain the PDU Session IP address if available. 

Editor's Note:
For USS initiated re-authentication, how the USS/UTM contacts the right UAS NF which stores the UUAA context corresponding to an UAV is FFS


2. The UAS NF retrieves the UAV UE's context. The UE’s context contains identity mapping between the GPSI and the USS identifier that performed UAA. The UAS-NF verifies the USS re-authentication request by checking whether the GPSI and the USS identifier
 of the USS requesting the re-authentication match the stored mapping of GPSI and USS identifier. The UAS-NF shall only continue the re-authentication procedures if match. 
NOTE 1: The USS identifier is based on the security link on the interface between USS NF and USS (e.g. the identity mapped during link establishment or the identity in certificate).
The UAS NF determines whether the target NF is an AMF or an SMF. 

•
If the target NF is an AMF, the UAS NF further determines the target AMF for re-authentication and continues step 3a. 

•
If the target NF is an SMF, the UAS NF further determines the target SMF for re-authentication and continues step 3b.

3a or 3b. The UAS NF sends to either the target AMF or the target SMF the UAA re-authentication request for the UE identified by the GPSI and for the SMF only the PDU Session IP address if available.  

4. The UAS NF responses the USS that the UAA Re-authentication has been initiated. 

5a. If the target NF is an AMF, the AMF initiates re-authentication of the UAV as UUAA described in the clause 5.2.1.2 (step 2 to step 9). 

5b. If the target NF is an SMF, the SMF initiates re-authentication of the UAV as UUAA described in the clause 5.2.1.3 (step 2 to step 7).

Editor's Note:
It is FFS, how in step 2 and step 5a and 5b, the AMF/SMF triggers UUAA with the UE related to the re-authentication initiated by the USS

**** NEXT CHANGE ****

5.2.1.5


UUAA Revocation  

USS may trigger revocation of UUAA at any time. The below description considers only the security related parameters (for full details of the flows see TS 23.256 [3]).
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Figure 5.2.1.5-1: UUAA revocation in 5GS

1. The USS sends an UUAA revocation request to UAS-NF. The request includes GPSI and CAA-Level UAV ID. 


2. The UAS NF retrieves the UAV UE's context. The UE’s context contains identity mapping between the GPSI and the USS identifier that performed UUAA. The UAS-NF verifies the USS revocation request by checking whether the GPSI and the USS identifier of the USS requesting the revocation match the stored mapping of GPSI and USS identifier. The UAS-NF shall only continue the revocation procedures if they match. 
NOTE 1: The USS identifier is based on the security link on the interface between USS NF and USS (e.g. the identity mapped during link establishment or the identity in certificate).
The UAS NF determines whether the target NF is an AMF or an SMF. 

•
If the target NF is an AMF, the UAS NF further determines the target AMF for revocation and continues step 3a. 

•
If the target NF is an SMF, the UAS NF further determines the target SMF for revocation and continues step 3b.

3a or 3b. The UAS NF sends to either the target NF, i.e., the target AMF or the target SMF the UUAA revocation message for the UE identified by the GPSI and the PDU session identified by the GPSI and the IP address.  

3c. The UAS NF responds back to the USS indicating that authorization revocation request has been successfully initiated as in TS 23.256 and the UAS NF shall delete the UUAA context.

4. The target NF i.e., either the target AMF or the target SMF on receiving UUAA revocation notification message, determines to send UUAA revocation indication to the UE. The target NF (either an AMF or an SMF) informs the UE that UUAA is revoked and takes actions as described in TS 23.256 [3] with the following adaptations.

4a. If the target NF is AMF, the AMF shall send UUAA revocation indication in the UCU procedure as described in TS 23.526 Clause 5.2.7 and the AMF shall delete the UUAA context being revoked.

4b. If the target NF is SMF, the SMF shall send UUAA revocation indication in a network initiated PDU session release process as described in TS 23.526 Clause 5.2.7 and the SMF shall delete the UUAA context being revoked.

5. The UE on receiving UAA revocation indication shall delete all UUAA related authorization data corresponding to the CAA-Level-UAV ID and the UE sends an UAA revocation acknowledgement to the target NF which provided the UUAA revocation indication.

Editor's Note: It is FFS, if the 3GPP network need to provide the CAA-level UAV ID to the UAV when provided by the USS for the revocation.

**** NEXT CHANGE ****

5.X
Security for UAS NF to USS interface

The security requirements for the UAS-NF shall follow clause 5.9.2.3 in TS33.501 [2].

The UAS NF to USS interface shall be protected as described in clause 12 of TS 33.501 [2].
NOTE: Based on the architectural reference model described in TS23.256 [3], the UAS-NF is treated as an NEF whereas the USS is treated as an external AF.

**** END OF CHANGES ****

�Reverted this change


�Taken from S3-20119


�Taken from S3-220119





