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1
Decision/action requested

Acceptance of updates in Conclusions KI#2 of TR33.847.
2
References

3
Rationale

To avoid impersonation attacks when match reports are used, the DUIK in the code sending security parameters for the discoverer UE must be different than the DUIK in the code sending security parameters of the discoveree UE. This was discussed in S3-211591 (SA3#103e-bis) and S3-212464 (SA3#104-e) and lead to corresponding corrections in Solution #4 and Solution #37. 
The current conclusions for Key Issue #2 indicate that the discovery keys include an integrity key. However, a single integrity key is not sufficient to avoid impersonation attacks and it is not aligned with Solution #4. 

Thus, it is proposed to clarifty the text in the conclusions of KI#2 accordingly so that the conclusions do not exclude the possibility of having more than one DUIK.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

7.2
Key Issue #2: Keys in ProSe discovery scenario
The conclusions for direct discovery as follows:

The keys used to protect a discovery message may include a cipher key, an integrity key and a scrambling key. Keys in different discovery messages may be different.
For open discovery, only integrity key will be assigned by the 5G DDNMF and will be used to provide integrity protection of the announce message.

For restricted discovery, 5G DDNMF will assign the discovery key(s) based on the requirement of the Prose Service. 

***
END OF 1st CHANGE
***
