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1
Decision/action requested

It is proposed to approve this pCR to remove the editorial notes on the solution 10 to eNA study TR 33.866.
2
References

 [1] 3GPP TR 33.866: “Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2”
3
Rationale

This document proposes to remove the Editor’s Notes: “The need of MFAF in the access token request/response in step 7-9 is FFS” and “The trust model among DCCF, MFAF, Data Source, and Data Consumer is FFS”
Reason for removal of “The need of MFAF in the access token request/resonse in step 7-9 is FFS”
The MFAF is also a NF which is consuming the services (data) from the NF Service Producer (Data producer), the MFAF can access the data, process and modify it. Therefore, MFAF should also be authorized to receive the data from the Data producer, and hence is added as a subject in the access token claim genereated by the NRF. 

Reason for removal of “The trust model among DCCF, MFAF, Data Source, and Data Consumer is FFS”

DCCF, MFAF, Data Source and the Data Consumer are all Network Functions within the operator’s network. Further, in order to access the services of one another (for instance Data Consumer requesting to access the services of DCCF and Data Source, DCCF requesting to access the service of MFAF and Data Source, etc.) the NF Service Consumer need to request an OAuth2.0 access token from the NRF. Only if the access token is generated by the NRF, and is verified by the NF Service Producer, the service is finally provided to the NF Service Consumer. 

Therefore, trust is established by the fact that the NFs are a part of the operator’s network and are provided access to the services using OAuth2.0 procedures.  

4
Detailed proposal

************** START OF CHANGES
6.10.2.2
Authorization of NF Service Consumer (i.e. Data consumer) when notification sent via MFAF
The detailed procedure for NF Service Consumer to receive data from Service Producers via MFAF is depicted in Figure 6.10.2-2:


[image: image1.emf]Authorization Server

(NRF)

1.Nnrf_AccessToken_Get Request

(Expected NF Service name(s) and NF type: DCCF.

Source NF: NWDAF)

3. Nnrf_AccessToken_Get Response

(expries_in, access_token_nwdaf)

2. Authorize the 

client, generate an 

access token.

DCCF

4. NF Service request

(Data Request,

access_token_nwdaf,

CCA_nwdaf)

5. Verify access token 

and execute the 

requested service

NF Service 

Consumer

(e.g. NWDAF)

6. Determine Data 

Producer NF 

8. Determine if DCCF, MFAF 

and NF Service Consumer can 

retrieve information.

Generate access token

NF Data 

Producer

15. NF Service response via notification (data)

7.Nnrf_AccessToken_Get Request

(Expected NF Service name(s) and 

NF type: Data Producer NF

Source NF: DCCF, NWDAF, MFAF and CCA_nwdaf)

9. Nnrf_AccessToken_Get Response

(expires_in, access_token_dataproducer)

13. NF Service request

(access_token_dataproducer, CCA_nwdaf)

14.  Verify access token 

and execute the 

requested service

10.Nnrf_AccessToken_Get Request

(Expected NF Service name(s) and NF type: MFAF.

Source NF: DCCF)

MFAF

12. Send configuration request 

(access_token_dccf)

11. Nnrf_AccessToken_Get Response

(expries_in, access_token_dccf)


Figure 6.10.2-2 : Service Consumer Authorization to receive data from Service Producers via MFAF
1.
An NF service consumer (e.g. NWDAF) discovers a DCCF to retrieve data. The NF Service consumer requests authorization from an NRF by invoking Nnrf_AccessToken_Get request including the information to identify the target NF (DCCF) and the source NF (NWDAF).

2.  The NRF verifies the information provided by the NF Service Consumer and generates an access token as described in 3GPP TS 33.501.

3.
The access token (access_token_nwdaf) is provided to the NF service consumer. 

4.
The NF Service Consumer initiates an NF service request to the DCCF which includes the access_token_nwdaf. The NF Service Consumer also generates a Client Credentials Assertion (CCA) token (CCA_NWDAF) as described in 3GPP TS 33.501 and includes it in the request message in order to authenticate itself towards the NF Service Producers. 

5.
The DCCF verifies that the access_token_nwdaf is valid and executes the service.

6.
If the NF Service consumer does not send the NF Service Producer info in Step 4., the DCCF determines the NF Service Producer(s) from where the data is to be collected.

7.  If the data collection and coordination is happening via MFAF, the DCCF requests authorization from the NRF by invoking an Nnrf_AccessToken_Get request including the information to identify the target NF (NF Service Producer), the source NF (DCCF, NF Service Consumer i.e. NWDAF ) and the CCA_nwdaf provided by the NF Service Consumer.
8. The NRF determines whether the DCCF and the NF Service Consumer (e.g. NWDAF) are allowed to access the service provided by the identified NF Service Producers. The NRF also verifies if the NF Service Consumer has authorized the DCCF to request an access token on its behalf by verifying the audience included in its CCA.
9.  The NRF after successful verification generates and provides an access token to the DCCF as described in 3GPP TS 33.501, with additional access token claims, such that the subject of the access token claims maps to DCCF, NF Service Consumer (e.g.  NWDAF).

10, 11. DCCF then requests NRF to obtain an access token to consume the services of MFAF in order to send configuration request to MFAF. The NRF after verifying provides an access token (access_token_dccf) as a response. 

12. DCCF then sends a configuration request as specified in TS 23.288 clause 6.2.6.3.4 to MFAF (along with access_token_dccf). The MFAF then verifies the access_token_dccf and in case of successful verification, services the request. 


NOTE: MFAF, when receiving the request from DCCF to configure the notification address, needs to verify the that NF Service Consumer in fact initiates the data request and the received configuration.
13.
The DCCF uses the access_token_nwdaf to initiate an NF service to the identified NF Service Producer to subscribe to the data. The request also consists of CCA_nwdaf, so that the NF Service Producer can authentication the NF Service Consumer (i.e. NWDAF) and also implicitly ensure that NF service consumer has authorized DCCF to access services on its behalf. 
14.
The NF Service Producer(s) authenticate the NF Service Consumer and verify the access token as specified in TS 33.501. NF Service Producer(s) execute the service after successful verification.
15. The NF Service Producer(s) provide requested data to MFAF as notification.
16.
The MFAF then forwards the provided data to the NF Service Consumer as a notification. 

NOTE: In case a new data consumer comes at a later stage to request the data, which is already being collected by DCCF or MFAF, steps 1-9 apply. When the request is received by the NF Service Producer (i.e. the data producer), it authenticates the NF Service Consmer and verifies the access token provided along with the service request and sends to DCCF the access token verification response. DCCF based upon the response received, either updates the subscription info at the MFAF to include the new data consumer as well and instructs MFAF to send the data to both the consumers, or in the case of access token verification failure, the DCCF rejects the request received by the data consumer.

************** END OF CHANGES
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