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1
Decision/action requested

Approve the pCR below with conclusions for KI#4 (initial access).
2
References

[1]
3GPP TR 33.857 "Study on enhanced security support for Non-Public Networks (NPN)"

3
Rationale

This contribution is based on S3-211769 "Conclusions for KI#4 (initial access)" from SA3#103-e and the re-submission S3-212754 from SA3#104-e
It has been updated to encompass the comments from companies during SA3#104-e
4
Detailed proposal

***
BEGINNING OF CHANGES ***

7.X
Conclusions on KI #4: Securing initial access for UE onboarding between UE and SNPN

Security for initial access for UE onboarding between UE and OSNPN can be based on the following configurations:

-
with primary authentication performed between the UE and the DCS in the role of AAA authentication server via the NSSAAF.

-
with primary authentication performed between the UE and the AUSF in the OSNPN. In this configuration, the UE uses a digital certificate to authenticate with the OSNPN, but there is no interaction with a DCS during the primary authentication procedure. The definition of the PKI is out of scope.

If the UE already has a subscription (e.g., if it is equipped with an eSIM), the UE can use this subscription to obtain user plane connectivity with a Provisioning Server.

Editor's Note: Privacy aspects of the Default UE Credentials are FFS.

Editor’s Note: Further conclusion(s) are FFS.

***
END OF CHANGES ***
