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1
Decision/action requested

This contribution proposes the evaluation for solution#23
2
References

[1] TR 33.839 v050

3
Rationale

The contribution proposed to add the evaluation of solution#23.

The solution #23 is using AKMA and GPSI for EEC authentication. However, both AKMA and GPSI are per UE. 

When using AKMA based solution, there will be only one KAKMA in one UE. With the same KAKMA  and the same Application server, they will derive the same KAF (KECS  in solution #16)When there are multiple EECs in one UE, and all those EECs will share the same KECS , which is not acceptable from security point of view. 

When using GPSI as the UE ID, there might be multiple GPSIs in one UE, then which GPSI should be fetched and how to map the GPSIs and EECs is not clear in the solution. 
Therefore, the pCR propose to add the evaluation that:

 “This solution doesn’t apply to the case when there are multiple EECs in one UE.

When there are multiple GPSIs in one UE, how to map the GPSIs and EECs are not addressed in this solution.  ”

 4
Detailed proposals
***************************Start of change****************************

6.23 Solution #23: Authentication and Authorization between EEC and ECS/EES
6.23.1
Solution overview

This solution uses AKMA to addresses the
KI#1 "Authentication and Authorization between EEC and EES" and KI#2 "Authentication and Authorization between EEC and ECS". Besides, a mechanism is proposed for authentication of the GPSI used in communication between EEC and EES/ECS 
6.23.2
Solution details

Authentication between EEC and ECS/EES is achieved via AKMA. As GPSI is used as a user identifier for interactions between EEC and EES/ECS, the GPSI also requires authentication. To verify the GPSI the following steps are executed:
0. The EEC and ECS/EES complete the AKMA procedures and derive the shared A-KID and KAF.
1. The EEC sends GPSI to ECS/EES in provisioning request.

2. To verify the received GPSI, the EES/ECS sends the A-KID and the GPSI to the AAnF via NEF or directly depending on the location of EEC/ECS.

3. The AAnF fetches the GPSI from the UDM based on the SUPI which is a part of AKMA context identified by the A-KID in the AAnF.

4. The AAnF checks whether the GPSI sent by the EEC and the GPSI received from the UDM are same or not. If the check is successful, the AAnF provides validated result to the EES/ECS. Otherwise AAnF sends a failure message.

6.23.3
Solution evaluation 

As the verification of GPSI is performed after the AKMA procedure, the solution does not impact the AKMA. The 5GC does not send the GPSI to ECS/EES. The only impact is enhancing the AAnF with GPSI validation service, which requires two more communication rounds that adding the GPSI to existing AKMA messages.

The UE needs to be aware of which GPSI to provide to which Ua* protocol in the case of multiple GPSIs are available.

The AF has to be authorised by the AAnF to receive GPSI or validate GPSI.

In the rear case that there is a primary authentication between the AKMA and GPSI validation protocols, the AF could require a new A-TID from the UE for the GPSI validation.

The requirements on the UE are:

-
Only the authorized application in the UE can get the GPSI.
NOTE 1:
How this requirement is satisfied is out of scope of 3GPP.
NOTE 2:
Analysis about user consent can be done in user consent study.
The key isolation between multiple EECs connected to the same ECS is not addressed in this solution
Editor’s Note: When there are multiple GPSIs in one UE, how to map the GPSIs and EECs is FFS.  
Summing up, this solution meets the requirements of KI#1 and KI#2.
***************************End of change****************************

