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1
Decision/action requested

Approve this contribution to further conclude on Key issue #1 in TR33.857
2
References
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Authenticated Protocol Version 0 (EAP-TTLSv0)"
3
Rationale

For Key issue #1 (Credentials owned by an external entity), for the case that the external entity is non-5GS aware (legacy AAA server), it was concluded that the AUSF in the SNPN is enhanced to interface with the external entity. However, the issue of how the key KAUSF is established at the AUSF is still open. 
When the EAP is terminated at the legacy AAA server (namely AAA-E), it is not aware of the 5G Key Hierarchy and therefore, it can only send MSK to the AUSF. Therefore, it is proposed to conclude that the enhanced AUSF derives the KAUSF from the MSK that is received from the AAA-E.
However, an external entity may use a legacy AAA server that does not support key generating EAP authentication method. To support such use cases, it is proposed to conclude that optionally EAP-TTLS be used as specified in RFC 5281 [2] with EAP-TTLS terminates within the SNPN, either at the AUSF or the AAA server within the SNPN (namely AAA-H). 
4
Detailed proposal

SA3 is kindly requested to approve the below pCR to [1].
***
BEGINNING OF CHANGES ***

7.1
Conclusions on KI #1: Credentials owned by an external entity

In case that the external entity is 5GS aware (i.e., has the AUSF/UDM and is capable of deriving 5G key hierarchy after a successful primary authentication), it is concluded that the existing 5GS roaming architecture is reused.

In case that the external entity is non-5GS aware (legacy AAA server), the following is concluded:

· The SNPN access with a credential owned by an external entity is performed via an AUSF in the SNPN that is enhanced to interface with the external entity. 
· When the external legacy AAA (AAA-E) supports key generating EAP authentication method, the enhanced AUSF uses the MSK received from AAA-E to derive the necessary 5G keys (e.g., KAUSF, KSEAF).

· For potential use of legacy AAA by an external entity (AAA-E) that does not support key generating EAP authentication method, EAP-TTLS as specified in RFC 5281 [5] can be described an informative annex,  with TLS tunnel terminating at within the SNPN, e.g., at AUSF or IWF or SNPN AAA (namely AAA-H).
Editor’s Note: Further conclusion(s) are FFS.

***
END OF CHANGES ***
