3GPP TSG-SA3 Meeting #100e 
S3-201591-r1
e-meeting, 17 – 28 August 2020















Source:
Nokia, Nokia Shanghai Bell
Title:
Updating 33.501 Annex L text for PTP support
Document for:
Approval

Agenda Item:
5.11
1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
Rational

This conclusion is for describing the reason and setting a reminder for updating the existing annex L to also address PTP security requirements, since the protection of the transfer of timing information for exposure of time synchronisation in Rel-17 shall consider all supported PDU session types. I.e. the security requirements for authenticity, integrity and replay protection are the same for the transfer in the user plane of gPTP messages and PTP messages in Ethernet or IP PDU sessions.
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Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5G



Fifth Generation

5GS



Fifth Generation System

ARP



Address Resolution Protocol 
CNC



Centralized Network Configuration

CP



Control Plane

CUC



Centralized User Configuration

DS-TT



Device Side Translator
DoS



Denial of Service

gPTP



generalized Precision Time Protocol

IIoT



Industrial Internet of Things

IP



Internet Protocol

KI



Key Issue

Ln



Layer n

MAC



Media Access Control

NW-TT



Network Side Translator

PTP



Precision Time Protocol

TSC



Time Sensitive Communication

Rel



Release

UE



User Equipment

TSN



Time Sensitive Networking

TSN AF



TSN Application Function
UPF



User Plane Function

UP



User Plane

****** START OF CHANGES
7
Conclusions
7.1. Actions on existing Annex L in 33.501
An update of the existing annex L to also address PTP security requirements is needed.

Reasoning: 

The Rel-17 study on enhancements of support of IIoT (3GPP TR 23.700-20 [4]) introduces the exposure of TSC capabilities by the 5GS to an AF making requests for any type of PDU session. Especially the exposure of time synchronisation applies for Ethernet and IP PDU sessions. Four methods for timing and time synchronisation are envisaged (see [4], Key Issue#3B), making use of the PTP protocol (IEEE 1588-2008 [6]) in Rel-17 additionally to the gPTP protocol (IEEE 802.1AS) in Rel-16. This leads to the following possible cases for the transfer of the timing information in a PDU session:

· For Ethernet type PDU session: both PTP over Ethernet and gPTP over Ethernet

· For IP type PDU session: PTP over UDP/IP 

In Rel-16 the protection of the transfer of PTP messages has not be considered so far. 

The use of PDU sessions of the type IP occurs when in 5GS UPF acts as IP router and provides Layer 3 connectivity, whereby for PDU sessions of the type Ethernet the connectivity is provided at Layer 2.  
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