3GPP TSG-SA3 Meeting #100 bis-e 
S3-202439
e-meeting, 12 – 16 October 2020













Source:
Nokia, Nokia Shanghai Bell
Title:
Ed.note resolution on backward compatibility in solution SQNms protection by concealment
Document for:
Approval

Agenda Item:
2.5
1
Decision/action requested

Solution updates for SQNms protection by concealment to remove editor notes in TR 33.846.
2
References

[1]
3GPP TR 33.846 Study of authentication enhancements in 5G system
3
Rationale
The following editor’s note has been captured in SA3#100 in the solution summary for solution #4.3:
Editor’s Note: Backward compatibility analysis is FFS.
Observations:

The solution only affects UDM and USIM. The configurations for USIM is received from UDM. Two possibilities are UDM being older version with USIM being newer version and UDM being newer version with USIM being older version. With any of these two possibilities since HPLMN owns the subscription, both USIM and UDM changes can be synchronised by HPLMN operator at same time. So, there is no backward compatibility issue with the solution “SQNms protection by concealment”. 
Resolution:

It is proposed to delete this editor's note.
4
Detailed proposal

***** Changes to clause 6.4.3


***** Solution #4.3: SQN protection by concealment 
***** with SUPI
***** START OF CHANGES
6.4.3.5
Solution summary
The solution adds a new SUPI type in 23.003 section 2.2B. 
Encryption and decryption on ECIES consider plain text block as “SUPI and SQNms” at UE and UDM / ARPF in 33.501. 
Registration request is sent with SUPI plus SQNMS. 
Sync failure during AKA challenge sends only failure cause and no AUTS is sent to the network.
Editor’s Note: It is ffs if this solution works for synchronization failure when AMF receives 5G-GUTI and decides to initiate authentication.

Editor’s Note: Backward compatibility is ffs if SUCI is calculated in ME. 
***** END OF CHANGES

