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1.	Introduction


In 23.20, in the chapter 7.3.11, it is described the use of TMSI signature in UMTS. The present text proposes that the TMSI signature would mainly be used during the IMSI attach procedure and during the location update procedure. 


The purpose of this contribution is to introduce that the TMSI signature could also be used in the detach procedure.


2.	discussion


In GSM/GPRS, the detach procedure does not involve any authentication of the UE initiating the detach procedure. Therefore, it is possible for a malicious user to detach other subscribers from the network service. This allows a malicious user to obstruct terminating calls to be setup for other subscribers by sending detach messages to CN with random mobile identities, e.g., TMSI. 


The network should be able to verify the authenticity of the UE, when the detach procedure is executed by the UE. Thus, it should be possible to prevent a malicious user to perform random detach procedures. 


The detach procedure is typically performed in, e.g., when the UE is deactivated or if the USIM/SIM is detached from the UE. Therefore, there is not enough time to perform a normal authentication procedure. However, by including TMSI signature into the detach message, the network is able to verify the UE.


2.1	IMSI detach procedure


When the UE performs the detach procedure, TMSI is included in the detach message.  If the network has allocated the TMSI signature for the UE, e.g., in the previous location update or attach procedure, TMSI signature is included in the detach message for the verification purpose.


3.	Proposal


It is proposed that the section 2.1 is included into 23.20 v.1.6.1 as a new section 7.3.11.x. 


Also the first paragraph of the chapter 7.3.11 "Use of TMSI signature" should be modified in the following way:


"The TMSI signature concept would mainly be used during the IMSI attach procedure, IMSI detach procedure and during the location update procedure.  (The former may invokes the latter)  However, it may also be used in almost all cases when authentication is performed e.g. call setup.  Note that if the TMSIS is sent in the clear, then a new one should be issued."
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