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1. Overall Description:

3GPP TSG SA#87-e has received an urgent request from GSMA CVD [SP-200021] which informs 3GPP about a new security threat published in February 2020 exploiting a lack of integrity protection of the user plane in LTE and NR. GSMA CVD has discussed the matter and concluded that the security vulnerability is also imposed by the current specification for NR which mandate user plane integrity protection for UE only for 64 kbps [see TS38.300].  
As the topic has been already discussed since August 2019 between RAN WG2 and SA WG3, 3GPP TSG RAN and 3GPP TSG SA decided to close this security gap as soon as possible. Especially as for the time being the number of UEs in the market supporting connection to the 5G Core is extremely low and that this is the last opportunity to avoid a huge population of vulnerable 5GC-capable UEs coming to the markets. 
Therefore, it has been decided to mitigate the security threat caused by the lack of user plane integrity protection from Rel-16 on for all UEs supporting connection to the 5GC (Architecture Options 2). 

The addressed working groups are requested to agree on necessary CRs for all their relevant specifications during their Q2/2020 meetings in order to approve the respective CRs in the 3GPP TSG Plenaries in June 2020 for Rel-16. 
2. Actions:

To SA WG2, SA WG3, RAN WG2, RAN WG3 and CT WG1 group.

ACTION: 
3GPP TSG SA asks SA WG2, SA WG3, RAN WG2, RAN WG3 and CT WG1 to update their respective Rel-16 specifications to mitigate the security threat caused by the lack of user plane integrity protection for 5GC-capable UEs.
3. Date of Next 3GPP TSG SA Meetings:

SA Meeting #88
17th – 19th June 2020
Malmö, Sweden
SA Meeting #89
16th – 18th September 2020
Funchal (Madeira), Portugal
