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**** START OF CHANGES ****
[bookmark: 3.2_Abbreviations][bookmark: B.4_Obtaining_tokens][bookmark: B.4.1_General][bookmark: B.4.2_Native_MCX_client][bookmark: B.4.2.1_General][bookmark: B.4.2.2_Authentication_request]B.4.2.2   Authentication request

As described in OpenID Connect 1.0, the MCX -IdM client constructs a request URI by adding the following parameters to the query component of the authorization endpoint's URI using the "application/x-www-form-urlencoded" format, redirecting the user's web browser to the authorization endpoint of the IdM server. The standard parameters shown in table B.4.2.2-1 are required by the MCX Connect profile. Other parameters defined by the OpenID Connect specification are optional.
Table B.4.2.2-1: Authentication Request standard required parameters

Parameter
Values
response_type
REQUIRED. For native MCXIdM clients the value shall be set to "code".
client_id
REQUIRED. The identifier of the MCXIdM client making the API request. It shall match the value that was previously registered with the IdM server of the MCX service provider.
scope
REQUIRED. Scope values are expressed as a list of space-delimited, case- sensitive strings which indicate which MCX resource servers the client is requesting access to (e.g. MCPTT, MCVideo, MCData, KMS, etc.). If authorized, the requested scope values will be bound to the access token returned to the client.
The scope value "openid" is defined by the OpenID Connect standard and is mandatory, to indicate that the request is an OpenID Connect request, and that an ID token should be returned to the MCX client.
This profile further defines the following additional authorization scopes:
· "3gpp:mc:ptt_service"
· "3gpp:mc:video_service"
· "3gpp:mc:data_service"
· "3gpp:mc:ptt_key_management_service"
· "3gpp:mc:video_key_management_service"
· "3gpp:mc:data_key_management_service"
· "3gpp:mc:ptt_config_management_service"
· "3gpp:mc:video_config_management_service"
· "3gpp:mc:data_config_management_service"
· "3gpp:mc:ptt_group_management_service"
· "3gpp:mc:video_group_management_service"
· "3gpp:mc:data_group_management_service"
Others may be added in the future as new MCX resource servers are introduced by 3GPP (see note).
redirect_uri
REQUIRED. The URI of the MCX client to which the IdM server will redirect the MCX client's user agent IdM client in order to return the authorization code to the MCX IdM client. The URI shall match the redirect URI registered with the IdM server during the client registration phase.
state
REQUIRED. An opaque value used by the MCX client to maintain state between the authorization request and authorization response. The IdM server includes this value in its authorization response back to the MCX client.
acr_values
REQUIRED. Space-separated string that specifies the acr values that the IdM server is being requested to use for processing this authorization request, with the values appearing in order of preference. For minimum interoperability requirements, a password-based ACR value is mandatory to support. "3gpp:acr:password"].
code_challenge
REQUIRED. The base64url-encoded SHA-256 challenge derived from the code verifier that is sent in the authorization request, to be verified against later.
code_challenge_method
REQUIRED. The hash method used to transform the code verifier to produce the code challenge. This profile current requires the usage of "S256"
NOTE:      The order in which they are expressed does not matter.


[bookmark: 4_Overview_of_Mission_Critical_Security][bookmark: 4.1_General][bookmark: 4.2_Signalling_plane_security_architectu][bookmark: 9.3.4.2_XML_content_encryption][bookmark: 9.3.4.1_General][bookmark: 9.3.4_Confidentiality_protection_using_X][bookmark: 9.3.3_Key_agreement]
An example of an authentication request for MCX Connect might look like:

EXAMPLE:

GET/as/authorization.oauth2?response_type=code&client_id=mcpttidm_client&scope=openid 3gpp:mc:ptt_service&redirect_uri=http://3gpp.mcptt/cb&state=abc123&acr_values=3gpp:acr:password&code_challaenge=0x1234 56789abcdef&code_challenge_method=S256
HTTP/1.1
Host: IdMS.server.com:9031 Cache-Control: no-cache
Content-Type: application/x-www-form-urlencoded

Upon receiving the authentication request from the MCXIdM client, the IdM server performs user authentication. Note that user authentication is completely opaque to the MCXIdM client (which never sees any of it, as it is run directly between the IdM server and the user-agentIdM client on the UE).

***	END OF CHANGES	***

