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**** START OF CHANGES ****
************************ Start of change 1 *********************************

[bookmark: 3.2_Abbreviations]3.2       Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CMS                   Configuration Management Server
CS                       Crypto Session
CSB-ID              Crypto Session Bundle Identifier CSC                    Common Services Core
CSK                    Client-Server Key
CSK-ID              Client-Server Key Identifier
DPPK                 MCData Payload Protection Key
DPPK-ID           MCData Payload Protection Key Identifier
GBA                    Generic Bootstrapping Architecture 
GMK                  Group Master Key
GMK-ID             Group Master Key Identifier 
GMS                   Group Management Server
GUK-ID             Group User Key Identifier
IdM                     Identity Management
IdMS                  Identity Management Server
InK                     Integrity Key
InterSD               Interworking Security Data
IWF                    InterWorking Function
JSON                  JavaScript Object Notation
JWS                    JSON Web Signature
JWT                    JSON Web Token
KDF                   Key Derivation Function
KFC                    Key For Control Signalling 
KFC-ID              Key for Floor Control Identifier KMS                   Key Management Server
MBCP                Media Burst Control Protocol
MCData              Mission Critical Data 
MCPTT              Mission Critical Push to Talk MCVideo           Mission Critical Video
MCX                  Mission Critical Services
MKFC                Multicast Key for Floor Control MSCCK             MBMS subchannel control key MSRP                 Message Session Relay Protocol 
MuSiK                Multicast Signalling Key
MKI                    Master Key Identifier
NGMI                 Next Generation Mobile Intelligence
NTP                    Network Time Protocol
NTP-UTC          Network Time Protocol – Coordinated Universal Time 
OIDC                  OpenID Connect
PCK                    Private Call Key
PCK-ID              Private Call Key Identifier
PKCE                 Proof Key for Code Exchange
PSK                    Pre-Shared Key
SEG                    Security Gateway
SeGy                   Security Gateway
SPK                    SIPSignalling Protection Key
SRTCP               Secure Real-Time Transport Control Protocol SRTP                  Secure Real-Time Transport Protocol
[bookmark: 4_Overview_of_Mission_Critical_Security][bookmark: 4.1_General][bookmark: 4.2_Signalling_plane_security_architectu]SSRC                  Synchronization Source
TBCP                 Talk Burst Control Protocol
TGK                   Traffic Generating Key
TrK                     KMS Transport Key
UID                    User Identifier for MIKEY-SAKKE (referred to as the 'Identifier' in RFC 6509 [11])
XPK                   XML Protection Key

************************ End of change 1 *********************************

************************ Start of change 2 *********************************
[bookmark: 9.3.4.2_XML_content_encryption][bookmark: 9.3.4.1_General][bookmark: 9.3.4_Confidentiality_protection_using_X][bookmark: 9.3.3_Key_agreement][bookmark: _Toc19608193]9.3.3	Key agreement
The confidentiality and integrity protection mechanisms defined in F.1.4 rely on a shared XML Protection Key (XPK) to be able to encrypt and sign XML.
For connections between the client and the MC Domain, the XPK shall be the 128-bit shared Client-Server Key (CSK) established as defined in clause 9.2.1. The XPK-ID shall be the CSK-ID.
For connections between servers inside and across MC Domains the XPK shall be the 128-bit manually provisioned SIPSignalling Protection Key (SPK) established as defined in clause 9.2.3. The XPK-ID shall be the SPK-ID
For connections between the KMS and the MC KM client (as described in clause 5.3.3), confidentiality protection shall use the 256-bit TrK as the XPK and the TrK-ID as the XPK-ID.   Integrity protection shall use the InK as the XPK and the XPK-ID shall be the InK-ID.
The integrity key and confidentiality key for application data protection shall be derived from the XPK as defined in annex F.1.4. The XPK-ID may be listed in the XML to aid decryption.

************************ End of change 2 *********************************

***	END OF CHANGES	***

