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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 3GPP profiles for cryptographic algorithms and security protocols
 
Acronym: CryptPr
Unique identifier: 
860017 
Potential target Release: Rel-16 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	
	
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	None


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	None
	


Dependency on non-3GPP (draft) specification: 
Internet draft draft-ietf-emu-eap-tls13: "Using EAP-TLS with TLS 1.3"

3
Justification

3GPP specifications use several security protocols from other standards bodies, for example TLS and IPsec which are standardized by the IETF. For each of these protocols, the 3GPP security protocol profiles specify which version, options, extensions and cryptographic algorithms to support and use. The 3GPP security protocol profiles need to be regularly updated to stay up to date and remain secure. 
Critical infrastructure like 3GPP should start to phase out PKCS#1v1.5 padding, otherwise there is a risk that 3GPP systems are deployed with long term RSA certificates with PKCS#1v1.5 padding that cannot be replaced in time. 

It is time to start planning deprecation of RSA-2048, otherwise there is a risk that 3GPP systems are deployed with long term RSA-2048 certificates that cannot be replaced in time.

IETF has divided the TLS cipher suites into recommended and not recommended cipher suites. The not recommended cipher suites have various forms of weaknesses and should not be used in critical infrastructure such as 3GPP networks. 3GPP should adopt current best practice and align with IETF on the use of cipher suites.
While MD5 and SHA-1 is forbidden to use in 3GPP certificates, it is possible for a node confirming to the 3GPP profile to negotiate their use inside TLS. IETF plan to deprecate the use of MD5 and SHA-1 and mandate use of the signature algorithm extension. Mandatory-to-support signature algorithms are missing in the TLS profile for TLS 1.2.
Critical infrastructure like 3GPP systems shall fulfil the minimum requirements and should follow best practice on TLS extensions.

When 3GPP modernized the IKEv2 profiling in Rel-13, the old legacy algorithms where kept as "shall be supported", these can now be reduced to "may be supported" to continue the phase-out.

TLS 1.0 and TLS 1.1 does not support any secure cipher suites and has several weaknesses. IETF will soon publish draft-ietf-tls-oldversions-deprecate which forbids negotiation and use of TLS 1.0 and TLS 1.1 everywhere. draft-ietf-tls-oldversions-deprecate updates the EAP-TLS specification RFC 5216. 3GPP needs to deprecate TLS 1.0 and 1.1 as well. 

4
Objective

-
Update of the 3GPP security protocol profiles for security algorithms from other standards bodies (e.g. IETF), considering the following:

-
Prepare phase out of PKCS#1v1.5 padding and RSA-2048.


-
Remove support for non-recommended TLS cipher suites.

-
Follow minimum requirements and best practice on TLS extensions. 

-
Remove references to deprecated protocols (including TLS 1.1) in 3GPP specifications. 

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	None
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.210, 
TS 33.310, 
TS 33.501
	Update of 3GPP profiles for cryptographic algorithms and security protocols
	SA#87 (Mar 2020)
	


6
Work item Rapporteur(s)
Christine Jost, Ericsson, christine.jost@ericsson.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
CT1 for aspects related to EAP
9
Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 

	Supporting IM name

	Ericsson

	NCSC 

	Nokia

	CableLabs

	Juniper

	


