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FIRST CHANGE
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4]
3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".

[5]
Void.

[6]
3GPP TS 28.532: "Management and orchestration; Generic management services".

[7]
3GPP TS 28.550: "Management and orchestration; Performance Assurance".

[8]
3GPP TS 28.552: "Management and orchestration; 5G performance measurements".

[9]
3GPP TS 28.545: "Management and orchestration; Fault Supervision (FS)".

[10]
3GPP TS 28.554: "Management and orchestration; 5G end to end Key Performance Indicators (KPI)".

[11]
ITU‑T Recommendation P.1203.3: "Parametric bitstream-based quality assessment of progressive download and adaptive audiovisual streaming services over reliable transport - Quality integration module".

[12]
3GPP TS 38.215: "NR; Physical layer measurements".
[13]
Void.

[14]
3GPP TS 38.331: "NR; Radio Resource Control (RRC) protocol specification".

[15]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".

[16]
3GPP TS 38.413: "NG-RAN; NG Application Protocol (NGAP)".
[17]
3GPP TS 29.244: "Interface between the Control Plane and the User Plane Nodes".

[18]
3GPP TS 29.510: "5G System; Network function repository services; Stage 3".
NEXT CHANGE
4
Reference Architecture for Data Analytics

4.1
General

The NWDAF is part of the architecture specified in TS 23.501 [2] and uses the mechanisms and interfaces specified for 5GC and OAM.

The NWDAF interacts with different entities for different purposes:

-
Data collection based on event subscription, provided by AMF, SMF, PCF, UDM, AF (directly or via NEF), and OAM;

-
Retrieval of information from data repositories (e.g. UDR via UDM for subscriber-related information);

-
Retrieval of information about NFs (e.g. NRF for NF-related information, and NSSF for slice-related information);

-
On demand provision of analytics to consumers, as specified in clause 6. 

A single instance or multiple instances of NWDAF may be deployed in a PLMN. In case multiple NWDAF instances are deployed, the architecture supports deploying the NWDAF as a central NF, as a collection of distributed NFs, or as a combination of both.

NOTE 1:
When multiple NWDAFs exist, not all of them need to be able to provide the same type of analytics results, i.e., some of them can be specialized in providing certain types of analytics. An Analytics ID information element is used to identify the type of supported analytics that NWDAF can generate.

NOTE 2:
NWDAF instance(s) can be collocated with a 5GS NF.
NEXT CHANGE
6.1.3
Contents of Analytics Exposure

The consumers of the Nnwdaf_AnalyticsSubscription or Nnwdaf_AnalyticsInfo service operations described in clause 7 may provide the following input parameters listed below.
-
A list of Analytics ID(s):

-
Analytics Filter Information. That indicates the conditions to be fulfilled for reporting Analytics Information. This set of parameter types and values enables to select which type of analytics information is requested (e.g. subset of all available analytics produced by NWDAF for the given Analytics ID value) and may in addition indicate a maximum number of results expected.

-
Target of Analytics Reporting: indicates the object(s) for which Analytics information is requested, entities such as specific UEs, a group of UE(s) or any UE (i.e. all UEs). 

-
A Notification Target Address (+ Notification Correlation ID) as defined in TS 23.502 [3] clause 4.15.1, allowing to correlate notifications received from NWDAF with this subscription.

-
Analytics Reporting Information with the following parameters:

-
Analytics Reporting Parameters defined in Table 4.15.1-1, TS 23.502 [3].

-
Observation period: time interval [start..end], either in the past or in the future, expressed as positive or negative offsets to the present. An interval in the past is a request for statistics. An interval in the future is a request for predictions. 

-
Preferred level of accuracy of the analytics (e.g. Low/High).

-
Time when analytics information is needed (if applicable). If the time is reached the consumer does not need to wait for the analytics information any longer, yet the NWDAF may send an error response to the consumer, applicable to Nnwdaf_AnalyticsInfo_Request service operation.
NOTE:
The feasibility of the parameter "Time when analytics are needed" will be checked by stage 3.

The NWDAF provides the consumer the Nnwdaf_AnalyticsSubscription or Nnwdaf_AnalyticsInfo service operations described in clause 7, the output information listed below:

-
The Notification Correlation Information.

-
For each Analytics ID the analytics information in the requested observation period.
-
In addition, the following additional information:

-
Timestamp of analytics generation, which allows consumers to decide until when the received information shall be used. For instance, an NF can deem a received notification from NWDAF for a given feedback as invalid based on this timestamp;

-
Validity period, which defines the time period for which the analytics information is valid. 

-
Probability assertion: level of certainty, degree of confidence in statistics/prediction.
NEXT CHANGE
6.2.1
General

The Data Collection feature permits NWDAF to retrieve data from various sources (e.g. NF such as AMF, SMF, PCF), as a basis of the computation of network analytics.

All available data encompass:

-
OAM global NF data,

-
behaviour data related to individual UEs or UE groups (e.g. UE reachability), and pre-computed metrics covering UE populations (e.g. number of UEs present in a geographical area), per spatial and temporal dimensions (e.g. per region for a period of time),

-
other NF data available in the 5GC (e.g. NRF)

The NWDAF shall use at least one of the following services:

-
the Generic management services as defined in TS 28.532 [6] offered by OAM in order to collect OAM global NF data.

-
the Exposure services offered by NFs/AFs in order to retrieve behaviour data and other non-OAM pre-computed metrics.

-
Other NF services in order to collect NF data (e.g. NRF)

The NWDAF shall obtain the proper information to perform data collection for a UE or group of UEs:

-
For an Analytics ID, NWDAF is configured with the corresponding NF Type(s) and/or event ID(s) and/or OAM measurement types.
-
NWDAF shall determine which NF instance(s) of the relevant NF type(s) are serving the UE or group of UEs, optionally taking into account the S-NSSAI(s) and area of interest as defined in clause 7.1.3, TS 23.501 [2].

-
NWDAF invokes Nnf_EventSubscribe services to collect data from the determined NF instance(s), and/or triggers the procedure in clause 6.2.3.2 to subscribe to OAM services to collect the OAM measurement.

The NWDAF shall be able to discover the metrics supported by a NF.

Data collection procedures enables the NWDAF to efficiently obtain the appropriate data with the appropriate granularity.
When a request or subscription for statistics or predictions is received, the NWDAF may not possess the necessary data to perform the service. 

-
Data on the monitoring period in the past matching the observation period is necessary for the provision of statistics and predictions.

-
Data on longer monitoring periods in the past is necessary for model training.

Therefore, in order to optimize the service quality, the NWDAF may undertake the following actions:

-
The NWDAF may return a probability assertion as stated in 6.1.3 expressing the confidence in the analytics produced. With zero confidence, no analytics shall be returned. This confidence is likely to grow in the case of subscriptions.

-
The value of the confidence depends on the level or urgency expressed by the time deadline as stated in 6.1.3, the level of accuracy, the availability of data. If no sufficient data is collected to provide an estimation for the requested level of accuracy before the time deadline, the service shall return a zero confidence. Otherwise, the NWDAF may wait until enough data is collected before providing a response or a first notification.
-
In order to be prepared for future requests on statistics from NFs/OAM, the NWDAF, upon operator configuration, may collect data on its own initiative, e.g. on samples of UEs (e.g. mobility), and retain the data collected in the data storage.


The volume and maximum duration of data storage is also subject of operator configuration.
The NWDAF may decide to reduce the amount of data collection in case of high signalling load, by either prioritizing requests, reducing the duration of data collection, or the sampling ratios.
NEXT CHANGE
6.2.2
Data Collection from NFs/AFs

6.2.2.1
General
The Data Collection from NFs/AFs is used by NWDAF to subscribe/unsubscribe at any NF or AF to be notified for data on a set of events.

The Data Collection from NFs/AFs is based on the services of AMF, SMF, UDM, PCF, NRF and AF (possibly via NEF):

-
Event Exposure Service offered by each NF or AF as defined in TS 23.502 [3] clause 4.15 and clause 5.2.

-
other NF services (e.g. Nnrf_NFDiscovery and Nnrf_NFManagement in NRF as defined in TS 23.502 [3] clause 4.17)

This data collection service is used directly in order to retrieve behaviour data for individual UEs or groups of UEs (e.g. UE reachability), and also to retrieve global UE information (e.g. Number of UEs present in a geographical area).
Table 6.2.2.1-1: Services consumed by NWDAF for data collection

	Service producer
	Service
	Reference in TS 23.502 [3]

	AMF
	Namf_EventExposure
	5.2.2.3

	SMF
	Nsmf_EventExposure
	5.2.8.3

	PCF
	Npcf_EventExposure
	5.2.5.7

	UDM
	Nudm_EventExposure
	5.2.3.5

	NEF
	Nnef_EventExposure
	5.2.6.2

	AF
	Naf_EventExposure
	5.2.19.2

	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	
	Nnrf_NFManagement
	5.2.7.2



NOTE:
How NWDAF collects data from UPF is not defined in this Release of the specification.

To retrieve data related to a specific UE, the NWDAF shall first determine which NF instances are serving this UE as stated in table 6.2.2.1-2 unless the NWDAF has already obtained this information due to recent operations related to this UE.

Table 6.2.2.1-2: NF Services consumed by NWDAF to determine which NF instances are serving a UE

	NF instance (serving the UE) to determine
	NF to be contacted by NWDAF
	Service
	Reference in TS 23.502 [3]

	UDM
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	AMF
	UDM
	Nudm_UECM
	5.2.3.2

	SMF
	UDM
	Nudm_UECM
	5.2.3.2

	BSF
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	PCF
	BSF
	Nbsf_Management
	5.2.13.2

	NEF
	FFS
	
	

	AF
	FFS
	
	


Editor's note:
The question of determining which NEF and AF instances are serving a UE is left for further study.

The UDM instance should be determined using NRF thanks to optional request parameters as stated in clause 4.17.4 of TS 23.502 [3].
Editor's note:
The parameter(s) to include in the request to the NRF to determine the UDM holding the UE subscription are FFS.

The AMF, SMF instances should be determined using a request to UDM providing the SUPI. To determine the SMF serving a PDU session, the NWDAF should in addition provide the DNN and S-NSSAI of this PDU Session; otherwise the NWDAF will obtain a list of possibly multiple SMFs (e.g. one per PDU session).

The BSF instance should be discovered using NRF thanks to optional request parameters (e.g. DNN list, IP domain list, IPv4 address range) as stated in clause 4.17.4 of TS 23.502 [3].

Editor's note:
The question of providing or provisioning these parameters to the NWDAF is left for further study.

The PCF instance serving UE PDU Session(s) should be determined using a request to BSF request providing the SUPI. To determine the PCF serving a PDU session, the NWDAF should in addition provide the DNN and S-NSSAI of this PDU Session; otherwise the NWDAF will obtain a list of possibly multiple PCFs (e.g. one per PDU session).
Editor's note:
Whether there is a need to determine the PCF that serves the AMF or provides policies to the UE, and how to do it, is FFS.

Editor's note:
The question of providing or provisioning these parameters to the NWDAF is left for further study.

Editor's note:
The question of discovery of groups of UEs is left for further study.
NEXT CHANGE

(Observed service experience related network data analytics)

6.4
Observed Service experience related network data analytics

6.4.2
Input Data

The service data from the AF and the network data from 5GC NFs for observed service experience are defined in Table 6.4.2-1 and Table 6.4.2-2.

Table 6.4.2-1: Service Data from AF related to the observed service experience

	Information
	Source
	Description

	Application ID
	AF
	To identify the service and support analytics per type of service (the desired level of service)

	Locations of Application
	AF/NEF
	Locations of application represented by a list of DNAI(s). The NEF may map the AF-Service-Identifier information to a list of DNAI(s) when the DNAI(s) being used by the application are statically defined.

	Service Experience
	AF
	Refers to the QoE as established in the SLA and during on boarding. It can be either e.g. MOS or video MOS as specified in ITU-T P.1203.3 [11] or a customized MOS

	Timestamp
	AF
	A time stamp associated to the observed level of Service Experience provided by the AF, mandatory if the observed Service Experience is provided by the ASP.


NWDAF subscribes the service data from AF in the Table 6.4.2-1 by invoking Naf_EventExposure_Subscribe service (Event ID = Service Data, Event Filter information = Application ID, Target of subscription = Any UE) as defined TS 23.502 [3].

Table 6.4.2-2: QoS flow level Network Data from 5GC NF related to the QoS profile assigned for a particular service (identified by an Application Id or IP filter information)

	Information
	Source
	Description

	Timestamp
	5GC NF
	A time stamp associated with the collected information.

	Location Info
	AMF
	The UE location information when the service is delivered.

	DNN
	SMF
	To identify the DNN for the PDU Session which contains the QoS flow

	S-NSSAI
	SMF
	To identify the S-NSSAI for the PDU Session which contains the QoS flow

	Application ID
	PCF/SMF
	Provided by the AF, which is used by NWDAF to identify the application service provider and application for the QoS flow

	IP filter information
	
	Provided by the AF, which is used by NWDAF to identify the service data flow for policy control and/or differentiated charging for the QoS flow

	QFI
	AMF/PCF/SMF
	QoS Flow Identifier

	QoS flow Bit Rate
	UPF
	The observed bit rate for UL direction; and

The observed bit rate for DL direction

	QoS flow Packet Delay
	UPF
	The observed Packet delay for UL direction; and

The observed Packet delay for the DL direction

	Packet transmission
	UPF
	The observed number of packet transmission

	Packet retransmission


	UPF
	The observed number of packet retransmission


Table 6.4.2-3: UE level Network Data from OAM related to the QoS profile
	Information
	Source
	Description

	Reference Signal Received Power
	OAM
	The per UE measurement of the received power level in a network cell, including SS-RSRP, CSI-RSRP as specified in clause 5.5 of TS 38.331 [14] and E-UTRA RSRP as specified in clause 5.5.5 of TS 36.331 [15]

	Reference Signal Received Quality
	OAM
	The per UE measurement of the received quality in a network cell, including SS-RSRQ, CSI-RSRQ as specified in clause 5.5 of TS 38.331 [14] and E-UTRA RSRQ as specified in clause 5.5.5 of TS 36.331 [15]

	Signal-to-noise and interference ratio
	OAM
	The per UE measurement of the received signal to noise and interference ratio in a network cell, including SS-SINR, CSI-SINR, E-UTRA RS-SINR, as specified in clause 5.1 of TS 38.215 [12]


NWDAF subscribes the network data from 5GC NF(s) in the Table 6.4.2-2 by invoking Nnf_EventExposure_Subscribe service operation.

The time stamp are provided by both the AF and each NF to allow correlation of QoS and traffic KPIs for training. The clock reference is able to know the accuracy of the time and correlate the time series of the data retrieved from AF and each NF.

NEXT CHANGE

(NF load analytics)

6.5
NF load analytics

6.5.1
General

The clause 6.5 describes how NWDAF can provide NF load analytics, in the form of statistics or predictions or both, to another NF.
The service consumer may be an NF, or the OAM.

The consumer of these analytics shall indicate in the request:

-
Analytics ID set to "NF load information";
-
The Target of Analytics Reporting;
-
Analytics Filter Information: an optional list of Instance IDs;
-
An Observation period indicates the time when the statistics or predictions are requested;
-
In a subscription, the Notification Correlation Id and the Notification Target Address are included.

The NWDAF shall notify the result of the analytics to the consumer as indicated in clause 6.5.3.
If the NF Instance IDs are provided, the NWDAF shall provide the analytics for each designated NF instance. In such case the Target of Analytics Reporting should be ignored. Otherwise, the NWDAF shall use the specific UE ID to determine which instances (AMF, N3IWF, SMF and PCF) are serving this specific UE.

NOTE:
The list of possible instances is limited to AMF, N3IWF, SMF and PCF.

6.5.2
Input data

For the purpose of NF load analytics, the NWDAF may collect the information as listed in Table 6.5.2-1.

Table 6.5.2-1: Data collected by NWDAF for NF load analytics

	Information
	Source
	Description

	NF load
	NRF
	The load of a specific NF instance in the NF profile as defined per TS 29.510 [18].

	NF status
	NRF
	The status of a specific NF instance as defined per TS 29.510 [18].

	NF resource usage
	OAM
	The usage of assigned virtual resources currently in use for a specific NF instance (mean usage of virtual CPU, memory, disk) as defined in TS 28.552 [8] clause 5.7.


Editor's note:
It is FFS whether the number of registered instances of an NF is needed input data for NWDAF to perform predictions on NF instance load and resource usage.

NOTE:
The OAM information can be used as a complement to NRF information on resources, or as a way to correlate NRF information or as an alternative if NRF information on load is not available.
If target NF type is UPF, the NWDAF may collect the information as listed in Table 6.5.2-2, in addition to information listed in Table 6.5.2-1.

Table 6.5.2-2: Collecting Data for analysing UPF load analytics

	Information
	Source
	Description

	Traffic usage report
	UPF
	Report of user plane traffic in the UPF for the accumulated usage of network resources (see TS 29.244 [17])


6.5.3
Output analytics

The NWDAF services as defined in the clause 7.2 and 7.3 are used to expose the analytics. NF load statistics information are defined in Table 6.5.3-1. NF load predictions information are defined in Table 6.5.3-2.

Table 6.5.3-1: NF load statistics 
	Information
	Description

	List of resource status (1..n)
	List of observed load information for each NF instance

	> NF instance ID
	Identification of the NF instance

	> NF status
	The availability status of the NF on the Observation period, expressed as a percentage of time

	> NF resource usage
	The average usage of assigned resources (CPU, memory, disk)

	> NF load
	The average load of the  NF instance over the observation period 

	> NF peak load (optional)
	The maximum load of the NF instance over the observation period



Table 6.5.3-2: NF load predictions
	Information
	Description

	List of resource status (1..n)
	List of predicted load information for each NF  instance

	> NF instance ID
	Identification of the NF instance

	> NF status
	The availability status of the NF on the Observation period, expressed as a percentage of time

	> NF resource usage
	The average usage of assigned resources (CPU, memory, disk) 

	> NF load
	The average load of the  NF instance over the observation period 

	> NF peak load (optional)
	The maximum load of the NF instance over the observation period

	> Confidence
	Confidence of this prediction


NOTE:
The variations on per-instance NF load and resource usage could be influenced by the number of running NF instances in addition to the load itself.

NEXT CHANGE

(UE mobility analytics)

6.7.2
UE mobility analytics

6.7.2.1
General

NWDAF supporting UE mobility statistics or predictions shall be able to collect UE mobility related information from NF, OAM, and to perform data analytics to provide UE mobility statistics or predictions.

The consumer of these analytics may indicate in the request:

-
The Target of Analytics Reporting which is a single UE or a group of UEs.

-
Analytics Filter Information containing optional list of TA or Cells, optional maximum number of results

-
An Observation period indicates the time when the statistics or predictions are requested.

-
Preferred level of accuracy of the analytics (low/high).

6.7.2.3
Output Analytics
The NWDAF supporting data analytics on UE mobility shall be able to provide UE mobility analytics to consumer NFs or AFs. The analytics results provided by the NWDAF could be UE mobility statistics as defined in table 6.7.2.3-1, UE mobility predictions as defined in Table 6.7.2.3-2:

Table 6.7.2.3-1: UE mobility statistics
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI.

	Time slot entry (1..max)
	List of time slots during the Observation period

	  > Time slot start
	Time slot start within the Observation period

	  > Duration
	Duration of the time slot (average and variance)

	  > UE location (1..max)
	Observed location statistics

	      >> UE location
	TA or cells which the UE stays

	      >> Ratio
	Percentage of UEs in the group (in case of an UE group)



Table 6.7.2.3-2: UE mobility predictions
	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, or SUPI.

	Time slot entry (1..max)
	List of predicted time slots

	  >Time slot start
	Time slot start time within the Observation period

	  > Duration
	Duration of the time slot 

	  > UE location (1..max)
	Predicted location prediction during the Observation period

	      >> UE location
	TA or cells where the UE or UE group may move into

	      >> Confidence
	Confidence of this prediction

	      >> Ratio
	Percentage of UEs in the group (in case of an UE group)


The results for UE groups address the group globally. The ratio is the proportion of UEs in the group at a given location at a given time.

The number of time slots and UE locations is limited by the maximum number of results provided as input parameter. 

The time slots shall be provided by order of time, possibly overlapping. The locations shall be provided by decreasing value of ratio for a given time slot. The sum of all ratios on a given time slot must be equal or less than 100%. Depending on the list size limitation, the least probable locations on a given observation period may not be provided.
NEXT CHANGE

(UE communication analytics)

6.7.3
UE Communication Analytics

6.7.3.1
General

In order to support some optimized operations, e.g. customized mobility management or QoS improvement, in 5GS, an NWDAF may perform data analytics on UE communication pattern and user plane traffic, and provide the analytics results (i.e. UE communication statistics or prediction) to NFs in the 5GC.
An NWDAF supporting UE Communication Analytics collects per-application communication description from AFs. If consumer NF provides an Application ID, the NWDAF only considers the data from AF and SMF that corresponds to this application ID. 

The consumer of these analytics may indicate in the request:

-
The Target of Analytics Reporting which is a single UE or a group of UEs.

-
Analytics Filter Information containing optional list of analytics subset(s)

-
An Observation period indicates the time when the statistics or predictions are requested.

-
Preferred level of accuracy of the analytics (low/high).
6.7.3.3
Output Analytics
The NWDAF supporting UE Communication Analytics provides the analytics results to consumer NFs. The analytics results provided by the NWDAF includes the UE communication statistics as defined in Table 6.7.3.3-1 or predictions as defined in Table 6.7.3.3-2.


Table 6.7.3.3-1: UE Communication Statistics

	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7 or SUPI.

	UE communications (1..max)
	List of communication time slots.

	  > Periodic communication indicator
	Identifies whether the UE communicates periodically or not.

	  > Periodic time
	Interval Time of periodic communication (average and variance) if periodic.

Example: every hour

	  > Scheduled communication time
	Time zone and Day of the week when the UE may be available for communication (average and variance).

Example: Time: 13:00-20:00, Day: Monday

	  > Start time
	Start time observed (average and variance)

	  > Duration time
	Duration interval time of communication (average and variance).

	  > Traffic characterization
	DNN, ports, other useful information.

	  > Traffic volume 
	Volume UL/DL (average and variance).

	  > Ratio
	Percentage of UEs in the group (in case of an UE group).



Table 6.7.3.3-2: UE Communication Predictions

	Information
	Description

	UE group ID or UE ID
	Identifies an UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7 or SUPI.

	UE communications (1..max)
	List of communication time slots.

	  > Periodic communication indicator
	Identifies whether the UE communicates periodically or not.

	  > Periodic time
	Interval Time of periodic communication (average and variance) if periodic.

Example: every hour.

	  > Scheduled communication time
	Time zone and Day of the week when the UE may be available for communication.

Example: Time: 13:00-20:00, Day: Monday.

	  > Start time
	Start time predicted (average and variance).

	  > Communication duration time
	Duration interval time of communication.

	  > Traffic characterization
	DNN, ports, other useful information.

	  > Traffic volume 
	Volume UL/DL (average and variance).

	  > Confidence
	Confidence of the prediction.

	  > Ratio
	Percentage of UEs in the group (in case of an UE group).


The results for UE groups address the group globally. The ratio is the proportion of UEs in the group for a given communication at a given time and duration.

The number of UE communication entries (1..max) is limited by the maximum number of results provided as input parameter. The communications shall be provided by order of time, possibly overlapping.

Depending on the list size limitation, the least probable communications on a given observation period may not be provided.

The analytics subset Periodic communication information shall be provided only if the parameter Periodicity Detection was requested.
NEXT CHANGE

(Expected UE behavioural parameters analytics)

6.7.4
Expected UE behavioural parameters related network data analytics

6.7.4.1
General

The clause 6.7.4 defines how a service consumer learns from the NWDAF the expected UE behaviour parameters as defined in clause 4.15.6.3, TS 23.502 [3] for a group of UEs or a specific UE.

The service consumer may be an NF (e.g. AMF, UDM, AF), or the OAM.

The consumer of these analytics shall indicate in the request:

-
Analytics ID set to "UE Mobility" or "UE Communication".

-
The Target of Analytics Reporting can be any UE or an Internal Group Identifier. 

-
An Observation period, which indicates the time when the statistics or predictions are requested.

-
In a subscription, the Notification Correlation Id and the Notification Target Address are included.

The NWDAF shall notify the result of the analytics to the consumer as indicated in clause 6.7.4.3.
6.7.4.3
Output Analytics

The analytics results for "UE Mobility" are specified in Table 6.7.2.3-1.
The analytics results for "UE Communication" are specified in Table 6.7.3.3-1.
NEXT CHANGE

(Abnormal behaviour related network data analytics)

6.7.5
Abnormal behaviour related network data analytics

6.7.5.1
General

This clause defines how to identify a group of UEs or a specific UE with abnormal behaviour, e.g. being misused or hijacked, with the help of NWDAF.

NOTE 1:
The misused or hijacked UEs are UEs in which there are malicious applications running or UEs which have been stolen.
The consumer of this analytics could be a 5GC NF. The 5GC NF subscribes analytics on abnormal behaviour from a NWDAF based on the UE subscription, network configuration or application layer request.
The NWDAF performs data analytics on abnormal behaviour if there is a related subscription. 

The consumer of this analytics shall indicate in the request:

-
Analytics ID set to "Abnormal behaviour";
-
The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier;
-
Optionally an Application ID, DNN or S-NSSAI;
-
An Observation period indicates the time when the statistics or predictions are requested;
-
Analytics Filter Information: optional expected UE behaviour, expected analytics type or list of Exception IDs with associated thresholds, where the expected analytics type can be mobility related, communication related or both;
NOTE 2:
The expected analytics type generally indicates whether mobility or communication related abnormal behaviour analytics or both are expected by the consumer, and the list of exception IDs indicates what specific analytics are expected by the consumer, the expected analytics type and the list of Exception IDs are not presented simultaneously.
-
In a subscription, the Notification Correlation Id and the Notification Target Address are included.

When the NWDAF detects those UEs that deviate from the expected UE behaviour, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF shall notify the result of the analytics to the consumer as specified in clause 6.7.5.3.
6.7.5.4
Procedure



[image: image2.emf]5a.Nnwdaf_AnalyticsSubscription_Notify (Exception ID)

Consumer NF NWDAF

2b. Namf_EventExposure_Notify

AF

1b. Nnwdaf_AnalyticsSubscription_Subscribe

1a. Nnwdaf_AnalyticsSubscription_Subscribe

4. Data analytics for 

misbehavior UE identification

NEF

1b. Nnef_AnalyticsExposure_Subscribe

AMF

SMF


Figure 6.7.5.4-1: Procedure for NWDAF assisted misused or hijacked UEs identification

1a.
A consumer NF subscribes to NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID set to "Abnormal behaviour", Analytics Filter(s) = Internal-Group-Identifier or SUPI).


A consumer NF may subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE. The Analytics ID indicates the NWDAF to identify misused or hijacked UEs through abnormal behaviour analytic. 

1b.
AF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID, Analytics Filter(s) = External-group identifier or External UE ID).

For untrusted AFs, the AF sends the subscription via a NEF, where the AF invokes NEF service Nnef_AnalyticsExposure_Subscribe (Analytics ID, Analytics Filter(s) = External-group-identifier or External UE ID).

An AF may also subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE, where the subscription message may contain expected UE behaviour parameters identified on the application layer. If an External-Group-Identifier is provided by the AF, the NEF interrogates UDM to map the External-Group-Identifier to the Internal-Group-Identifier and obtain SUPI list corresponding to the Internal-Group-Identifier. 

2.
NWDAF to AMF (Conditional): Namf_EventExposure_Subscribe (Event ID(s), Internal-Group-Identifier or SUPI).


The NWDAF sends subscription requests to the related AMF to collect UE behavioural information if it has not subscribed such data.  

The AMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.

NOTE 1:
Based on operator's configuration, the NWDAF can request the AMF to check whether the UE's behaviour matches its expected UE behavioural information. In this case, the AMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.
Editor´s note:
Whether new event ID(s) or Event Filters needs to be defined for reporting UE behaviour deviating from its expected UE behaviour is FFS.
3.
NWDAF to SMF (Conditional): Nsmf_EventExposure_Subscribe (Event ID(s), Internal-Group-Identifier or SUPI).


The NWDAF sends subscription requests to the related SMF if it has not subscribed such data.  

The SMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.
NOTE 2:
Based on operator's configuration, the NWDAF can request the SMF to check whether the UE's behaviour matches its expected UE behavioural information. In this case, the SMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.

Editor´s note:
Whether new event ID(s) or Event Filters needs to be defined for reporting UE behaviour deviating from its expected UE behaviour is FFS.

4.
The NWDAF performs data analytics for misused or hijacked UEs identification. Based on the analytics and operator's policies the NWDAF determines whether to send a notification to 5GC NFs or the AF.

5a.
NWDAF to consumer NF (AMF or PCF or SMF depending on the subscription) (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytics ID, (Exception ID, Internal-Group-Identifier or SUPI, Exception level)).


If the NWDAF determines to send a notification to the subscribed 5GC NFs, the NWDAF invokes Nnwdaf_EventSubscription_Notify services. Based on the notification, the 5G NFs adopt configured actions to resolve/mitigate/avoid the risks as described in the Table 6.7.5.3-1.
5b.
NWDAF to AF (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytics ID, (Exception ID, External UE ID)).


If the NWDAF determines to send a notification to the subscribed AF, the NWDAF needs to include external UE ID of the identified UE into the notification message.

NOTE 3:
Based on the notification, the AF can adopt corresponding actions, e.g. adjusting recommended TCP Window Size, adjusting recommended Service Start and End.
NEXT CHANGE

(User data congestion analytics)

6.8.3
Output analytics

The NWDAF outputs the user data congestion analytics for transfer over the user plane, for transfer over the control plane, or for both. The output may consist of statistics, predictions, or both. The detailed information provided by the NWDAF is defined in Table 6.8.3-1.

Table 6.8.3-1: User Data Congestion Analytics 
	Information
	Description

	Area of Interest
	A list of TAI or Cell IDs

	Analytics
	

	 >Type
	User Plane or Control Plane

	 >Applicable Time Window
	The time period that the analytics applies to

	 >Network Status Indication (NSI)
	Congestion Level


NOTE:
When the output analytics consist of predictions and the NWDAF uses a UE Identity to determine the location area information, the predictions are associated with the UE's location at the time of the request. 
NEXT CHANGE 

7.2.4
Nnwdaf_AnalyticsSubscription_Notify service operation

Service operation name: Nnwdaf_AnalyticsSubscription_Notify.
Description: NWDAF notifies the consumer instance of the analytics that has subscribed to the specific NWDAF service. 
Inputs, Required: Set of the tuple (Analytics ID, Analytics specific parameters), Notification Target Address (+ Notification Correlation ID), Notification Correlation Information.
Inputs, Optional: Timestamp for the analytics information, probability assertion.
Outputs, Required: Operation execution result indication.
Outputs, Optional: None.
 END OF CHANGES

_1620449230.vsd

_1623151790.vsd

