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* * * First Change * * * *
5.10
MCData message store 

MCData message store is used by MCData users to store their MCData communications permanently; it shall provide  secured storage area for each authorized MCData user having a user account. The storage area is identified by the MCData user's MCData ID. The MCData message store shall allow an MCData user to access only the storage area that he is authorized to access. A user (i.e. a dispatcher) other than the user account holder shall be able to access the account holder's storage area if authorized.

During an active MCData communication, the participating function on the MCData server of a MCData user participant shall, if requested by the MCData user, deposit messages and files exchanged in the conversation to the MCData user's storage area in the MCData message store. When depositing the MCData communication into the MCData message store, if no such MCData user account is available on the MCData message store the MCData server shall create the user's account first and then deposit the MCData communications. The MCData message store shall support user account creation and deposit MCData communications operations from the MCData server after successful authentication and authorization. The MCData message store shall support the message store client to retrieve, update, delete, search and synchronize MCData communications stored in the MCData message store, after successful authentication and authorization. 

The MCData user shall have an option if he wants to store the MCData communications in the MCData message store or not.

All messages and files exchanged in an active MCData communication shall be stored as objects in the MCData message store. A stored object shall contain the following information: 

1.
The message or file itself; and

2.
Associated metadata, consisting of:

a.
information retrieved from the information elements of the message or file, such as MCData IDs, Conversation identifier etc.; and

b.
other information, such as content type (message or file), status ("seen", "received by", "read by ", "downloaded by " etc).


NOTE:
It is the decision of SA3 on the mechanism to store an encrypted message or file in the MCData message store.

When a MCData user logs onto a UE with successful authentication and authorization and obtains the user service profile, the message store client on the UE shall synchronize with the user's account on the MCData message store, either automatically or manually (i.e. interacts with the user on which option to synchronize or no synchronization at all), before any MCData service starts.

* * * Second Change * * * *
6.4.1
On-network functional model

Figure 6.4.1-1 shows the generic application plane functional model.
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Figure 6.4.1-1: Generic application plane functional model

In the model shown in figure 6.4.1-1, capability functions (SDS, FD, DS) of the MCData client and the MCData server along with their reference points (MCData-cap-1 to MCData-cap-n) are described in the respective functional models for each capability.


NOTE:
The security aspects of new network components (MCData message store and Message store client) and its two new reference points are the responsibility of SA3 and thus outside the scope of the present document.
* * * Third Change * * * *
6.4.3
Functional entities description

Editor's note: Combining functional models describing each capability into one functional model is FFS.

6.4.3.1
Application plane

6.4.3.1.1
MCData client

The MCData client functional entity acts as the user agent for all MCData application transactions. The client supports SDS, file distribution, data streaming and IP connectivity MCData capabilities utilized by MCData services like conversation management, robots control, enhanced status, database enquiries and secured internet.

6.4.3.1.2
MCData server

The MCData server functional entity provides centralised support for MCData services suite. Conversation management, robots, enhanced status, database enquiries and secured internet MCData services requiring one-to-one or group data communication are realized using SDS, file distribution, data streaming and IP connectivity MCData communication capabilities.

All the MCData clients supporting users belonging to a single group are required to use the same MCData server for that group. An MCData client supporting a user involved in multiple groups can have relationships with multiple MCData servers.

The MCData server functional entity represents a specific instantiation of the GCS AS described in 3GPP TS 23.468 [8] to control multicast and unicast operations for group communications.

The MCData server functional entity is supported by the SIP AS functional entity of the signalling control plane.

The MCData server shall support the controlling role and the participating role. The MCData server may perform the controlling role for one-to-one and group data communication. The MCData server performing the controlling role for a one-to-one or group data communication may also perform a participating role for the same one-to-one or group data communication. For each one-to-one and group data communication, there shall be only one MCData server assuming the controlling role, while one or more MCData servers in participating role may be involved.

The MCData server performing the controlling role is responsible for:

-
handling transmission and reception control (e.g. policy enforcement for participation in the MCData group communication) towards all the MCData users of the one-to-one and group data communication;

-
interfacing with the group management server for group policy and affiliation status information of this MCData server's served affiliated users; and
-
managing SDS and FD data distribution during MCData group communication.

The MCData server performing the participating role is responsible for:

-
handling transmission control (e.g. authorization for participation in the MCData group communication) to MCData users of the one-to-one and group data communication;

-
group affiliation support for MCData user, including enforcement of maximum Nc2 number of simultaneous group affiliations by a user;

-
interfacing with the group management server for group policy and affiliation status information of this MCData server's served affiliated users;

-
relaying the MCData communication messages between the MCData client and the MCData server performing the controlling role; and

-
handling reception control (e.g. temporarily storing the data to present to the MCData user as required) to its MCData users of the one-to-one and group data communication.

NOTE:
The MCData server in the controlling role and the MCData server in the participating role can belong to the same MCData system.

6.4.3.1.3
MCData user database

This functional entity contains information of the MCData user profile associated with an MCData ID that is held by the MCData service provider at the application plane. The MCData user profile is determined by the mission critical organization, the MCData service provider, and potentially the MCData user.

6.4.3.1.4
Interworking function to LMR system

The functional entity is specified in 3GPP TS 23.283 [18].

6.4.3.1.5
MC gateway server

The MC gateway server provides support for MCData interconnection services with a partner MCData system in a different trust domain whilst providing topology hiding. It acts as a proxy for one or more MCData servers in the partner MCData system without needing to expose the MCData servers in the primary MCData system outside the trusted domain of the primary MCData system. It may be a role of the MCData server described in subclause 6.4.3.1.2 of the present document.

The MC gateway server is responsible for relaying call control and transmission control signalling messages, and media between MCData servers within the MCData system and the interconnected MCData system.
6.4.3.2
Signalling control plane

The description of the signalling control plane is contained in the common functional architecture to support MC services as specified in 3GPP TS 23.280 [5].

6.4.3.3
MCData message store

The MCData message store is a network base persistent store that allows Mission Critical Organization to configure their MCData users to permanently store their MCData communications. Once configured a MCData user will be allocated a secured storage area (i.e. size) in the MCData message store that is only accessible by that configured MCData user and any authorized users. The MCData user can manage how and what will be stored in his personal message store with the support of management operations such as creating, deleting and merging folders, moving stored messages and files around and synchronization all used devices to provide the same contxt view etc.


NOTE: The security aspects of access and management (such as read/write/update/sync etc.) of personal message store are the responsibility of SA3 and thus outside the scope of the present document.

6.4.3.4
Message store client

The Message store client is used to support MCData client to manage the MCData communication history stored in MCData message store for a particular MCData user, It supports the secure access to a MCData user's configured MCData message store area and operations relevant to the stored communication history such as folders management and synchronization to the device local message store.

* * * Fourth Change * * * *
6.6.1
On-network functional model

Figure 6.6.1-1 shows the application plane functional model for file distribution.
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Figure 6.6.1-1: Application plane functional model for file distribution

In the model shown in figure 6.6.1-1, the following apply:

-
MCData-FD-1 reference point is used for MCData application signalling for establishing a session in support of MCData file distribution. The bearer is also used for both uplink and downlink unicast data (e.g., URL associated to file, file download completed report).

-
MCData-FD-2 reference point carries uplink and downlink unicast file data between the FD functions of the MCData server and the MCData UE.

-
MCData-FD-3 reference point carries downlink multicast file data from the FD function of the MCData server to the FD function of the MCData UE.

-
MCData-FD-4 reference point carries uplink and downlink unicast file data between the media storage function of the MCData Content server and the media storage client of the MCData UE. 

-
MCData-FD-5 reference point supports the MCData server to access the stored files in the MCData content server for certain file distribution functions, such as retrieval a file to be distributed through multicast etc. This reference points also supports any necessary operational requirements.

NOTE:
The security aspects of MCData-FD-5 reference point are the responsibility of SA3 and thus outside the scope of the present document. 

Editor's note: It is FFS on what the operational requirements (such as QoS control of file upload and download) are needed to be supported by this reference point.


-
MCData content server is a repository area in the MCData trust domain that allows authorized MCData user to temporarily store files that are intended to share to other MCData users. It provides common pool of storage area (i.e. size) to all authorized MCData users to use, no personal space is allocated. An authorized MCData user can use the supported operations on the defined reference point to upload shared files and download the files that are shared to him. The MCData server will use the defined reference point to access the files stored in the MCData content server and support the necessary operational supports. As part of the file life cycle management the temporarily stored files will be removed peoridically based on the Mission Critical service provider policy.

NOTE:
The security aspects of MCData content server and its operational supports are the responsibility of SA3 and thus outside the scope of the present document.
* * * Fifth Change * * * *
7.4.3.5
Providing data for a user entering an ongoing MCData group conversation
7.4.3.5.1
General

The MCData service shall support mechanisms that allow a MCData user be presented with the whole content of a group conversation in a group that he is a member of. This includes the content (messages) exchanged before the MCData user joins the group conversation.

7.4.3.5.2
Procedure

Figure 7.4.3.5.2-1 describes procedures for a MCData user joins late to a group conversation. 

Pre-conditions:

1. The MCData group is provisioned for lossless communication.

2. All members of the MCData group have an account created in the MCData message store.

3. MCData client 1, MCData client 2 and MCData client 3 are members of the same MCData group,

4. MCData client 1 and 2 are served by MCData server 1 and have registered and affiliated to the MCData group.

5. MCData client 3 is served by MCData server 2 and has not affiliated to the MCData group yet.

NOTE 1:
The interactions of MCData client 1 and MCData client 2 to MCData message store are not shown in the figure.
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Figure 7.4.3.5.2-1: Providing data for a user entering an ongoing MCData group conversation
1. A group conversation is initiated according to procedures in subclause 7.4.2.6, and all members of the group are invited into the communication whether affiliated or not. As MCData user 3 is not affiliated at this time, MCData server 2 accepts the invitation to the group conversation on behalf of MCData user 3.


2.
The media plane is established for the group conversation. MCData server 2 is in the media plane to receive the conversation on behalf of MCData user 3.

3.
MCData server 2 stores the received conversation to MCData user 3 account in the MCData message store. 

NOTE 2:
If the received conversation requests delivery notification the MCData server 2 will send message delivered to the message sender. If the received conversation requests read notification the MCData client 3 will send message read to the message sender once it has presented the message to the user. 

4.
MCData user 3 is online and using MCData client 3 to affiliate to the MCData group.

5.
MCData client 3, through the message store client, synchronizes with the MCData user 3 account in the MCData message store.

6.
MCData server 2 invites MCData client 3 to the MCData group conversation.

7.
MCData user 3 joins the MCData group conversation.
* * * Sixth Change * * * *
7.7.2.2.3
Release of MCData communication using HTTP


NOTE:
The backward compability handling of this procedure is outside the scope of the present document.
* * * Seventh Change * * * *
7.7.2.3.3
Release of MCData communication using HTTP


NOTE:
The backward compability handling of this procedure is outside the scope of the present document.

* * * Eighth Change * * * *
7.13.3.3
Search stored objects

7.13.3.3.1
General

The message store client can search stored objects in the MCData message store with certain criteria. This procedure allows the message store client to look for stored object(s) without knowing the object identifier(s) of the object. This procedure also allows the message store client to retrieve stored objects that are related to each other; such as all messages and files exhcnaged in a conversation.


7.13.3.3.2
Procedure

The procedure in figure 7.13.3.3.2-1 describes the case when a message store client searches and retrieves relevant stored objects from the MCData message store.

Pre-conditions:

1. A successful authentication and authorization have been performed between the message store client and the MCData message store.
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Figure 7.13.3.3.2-1: Search stored objects

1. The message store client would like to retrieve stored objects that meet certain criteria (such as with the same Conversation identifier) and initiates a MCData search objects request toward the MCData message store. The search criteria are included in the request.

2. The MCData message store looks up all stored objects that meet the search criteria and returns them in the MCData search objects response.
* * * Nineth Change * * * *
7.13.3.5
Delete a stored object

7.13.3.5.1
General

The message store client of an authorized user can delete a stored object in the MCData message store.


7.13.3.5.2
Procedure

The procedure in figure 7.13.3.5.2-1 describes the case when a stored object in the MCData message store is deleted by the message store client of an authorized MCData user.

Pre-conditions:

1. A successful authentication and authorization have been performed between the message store client and the MCData message store.

2. The message store client knows the object identifierof the stored object.

3. The MCData user is authorized to delete the stored object.
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Figure 7.13.3.5.2-1: Delete a stored object

1. The message store client would like to delete a stored object in the MCData message store and initiates a MCData delete a stored object request toward the MCData message store. The stored object's object identifier is included in the request.

2. The MCData message store locates the stored object with the object identifier and permanently removes it from the MCData message store. It then communicates the result in the MCData delete a stored object response.
* * * Tenth Change * * * *
A.4
MCData related Group configuration data

The general aspects of group configuration are specified in 3GPP TS 23.280 [5].

Parameters specified in table A.4-1 are child parameters of the "MCData configuration" parameter specified in table A.4-1 in 3GPP TS 23.280 [5]. Parameters specified in table A.4-2 are child parameters of the "MCData configuration" parameter specified in table A.4-2 in 3GPP TS 23.280 [5]. Parameters specified in table A.4-3 are child parameters of the "MCData configuration" parameter specified in table A.4-3 in 3GPP TS 23.280 [5].


Table A.4-1: Group configuration data (on and off network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Group management server

	[R-5.12-001] of 3GPP TS 22.280 [2]
	>> Media confidentiality and integrity protection (see NOTE)
	Y
	Y
	Y

	[R-5.12-001] of 3GPP TS 22.280 [2]
	>> Transmission control confidentiality and integrity protection (see NOTE)
	Y
	Y
	Y

	[R-5.12-001] of 3GPP TS 22.280 [2]
	>> Group media protection security material (see NOTE)
	Y
	N
	Y

	Subclause 5
	>> MCData sub-services and features enabled for the group
	
	
	

	
	>>> Short data service enabled
	Y
	Y
	Y

	
	>>> File distribution enabled
	Y
	Y
	Y

	
	>>> Conversation management enabled
	Y
	Y
	Y

	
	>>> Transmission control enabled
	Y
	Y
	Y

	
	>>> Reception control enabled 
	Y
	Y
	Y

	
	>>> Enhanced status enabled
	Y
	Y
	Y

	
	>> Transmission and reception control
	
	
	

	[R-6.2.2.1-001] of 3GPP TS 22.282 [3]
	>>> Whether MCData user is permitted to transmit data in the group
	Y
	Y
	Y

	[R-6.2.3-006] of 3GPP TS 22.282 [3]
	>>> Maximum amount of data that the MCData user can transmit in a single request during group communication
	Y
	Y
	Y

	[R-6.2.3-006] of 3GPP TS 22.282 [3]
	>>> Maximum amount of time that the MCData user can transmit in a single request during group communication
	Y
	Y
	Y

	
	>> Enhanced status
	
	
	

	[R-6.1.3.2-002] of 3GPP TS 22.282 [3]
	>>> List of operational status values
	Y
	N
	Y

	NOTE:
Security mechanisms are specified in 3GPP TS 33.180 [13].


Table A.4-2: Group configuration data (on network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Group management server

	[R-6.4.5-001],

[R-6.4.5-003] of 3GPP TS 22.280 [2]
	>> Authorisation of a user to request a list of affiliated members of a group
	Y
	Y
	Y

	[R-5.1.7-002],

[R-6.2.2-001],

[R-6.6.2.2-006],

[R-6.8.7.2-003] of 3GPP TS 22.280 [2]
	>> Priority of the group
	N
	Y
	Y

	[R-6.1.1.2-011] of 3GPP TS 22.282 [2]
	>> Lossless communication
	N
	Y
	Y

	Subclause 6.2.2 of 3GPP TS 22.282 [3]
	>> Transmission and reception control
	
	
	

	
	>>> Maximum data size for SDS
	Y
	Y
	Y

	
	>>> Maximum data size for FD
	Y
	Y
	Y

	
	>>> Maximum data size for auto-receive
	N
	Y
	Y

	3GPP TS 23.283 [18]
	>> Indication whether use of LMR E2EE is permitted on the MCData group
	Y
	N
	Y

	3GPP TS 23.283 [18]
	>> LMR specific identity for MCData group (see NOTE)
	Y
	N
	Y

	3GPP TS 23.283 [18]
	>> Group to key binding (see NOTE)
	Y
	N
	Y

	NOTE:
This is an LMR specific parameter with no meaning within MC services.


Table A.4-3: Group configuration data (off network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Group management server

	Subclause 10.10 of 3GPP TS 23.280 [5]
	>> Default ProSe Per-Packet priority (as specified in 3GPP TS 23.303 [7]) values
	
	
	

	
	>>> MCData group call signalling
	Y
	N
	Y

	
	>>> MCData group call media
	Y
	N
	Y


* * * Eleventh Change * * * *
Annex C (informative):
Secure IP connectivity requirements

This annex contains a description of how mission critical organisation may use existing 3GPP solutions to provide a data connection at a fixed defined quality of service level.


An MCData service IP data access APN is configured to provide connectivity to reach the required PDN within the MC service provider's control with a defined level of quality of service as defined by QCI and ARP. In some instances, the use of the APN will be sufficient to provide the required security for the connection. If that is not the case, the MC service provider may use available techniques to further secure parts of the connection through the EPC.

The MCData UE is configured with security policy to identify which IP data traffic is required to use the MCData service IP data access APN.

When the MCData UE requires to access an application to be used with the additional level of security, the local application within the MCData UE commences access. If the policy allows use of the MCData service IP data access APN, then the MCData UE establishes connection to the required end point via the PDN provided for the MC service IP data access.

End to end security is established as required by the local application in the UE and the remote application in the network.
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