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6.4
Delivery

R6.4 – 10
LI Service Scope - The CSP shall only deliver Interception Product relating to specific CSP services which are specified implicitly or explicitly in the warrant.

R6.4 - 20
Context Correlation - The CSP shall be able to deliver information such that the LEA can correlate all CC and IRI to the Context of Communications.

R6.4 - 30
IRI to IRI Correlation - The CSP shall be able to deliver information such that all the IRI can be correlated with related IRI of the same Target Communication.

R6.4 - 40
CC to CC Correlation - The CSP shall be able to deliver information such that all the CC can be correlated with related CC of the same Target Communication.

R6.4 - 50
IRI and CC Correlation - The CSP shall be able to deliver information such that the related IRI and CC of the same Target Communication can be correlated.

R6.4 - 60
POI Identification - The CSP shall be able to report to the LEA the POI source(s) of the Interception Product.

R6.4 - 70
Delivery Reliability - The CSP shall be able to employ mechanisms (e.g. buffering) to limit the effect of delivery network failures or limitations to prevent loss of Interception Product.

R6.4 - 80
Delivery Latency - The CSP shall ensure that the Interception Product is delivered to the LEA without undue delay.
R6.4 - 90
Timestamping at Capture - The CSP shall timestamp the Interception Product (both IRI and CC) at capture (at the POI) with a timestamp of precision, resolution, and accuracy commensurate with the performance of the intercepted service.
R6.4 - 100
Timestamping at Delivery - The CSP shall provide, where required for correlation purposes, the timestamp of the Interception Product (both IRI and CC) at the Mediation and Delivery Function (MDF) as sent to the LEMF, with a timestamp of precision, resolution, and accuracy commensurate with the performance of the intercepted service.

R6.4 - 110
UTC - The CSP shall provide all timestamps in UTC (including local offset).

R6.4 - 120
Trusted Time - The CSP shall utilise a trusted time source for all LI related functions.
R6.4 - 130
Separate delivery of services - The CSP shall be able to support delivering Interception Product for a particular service separately from other services' Interception Product (e.g. delivering SMS Interception Product independent of CS Voice Interception Product).
R6.4 - 140
Ordering - The CSP shall provide a means to enable the LEA to order the events of an intercepted service.

R6.4 - 150
Duplication - The CSP shall endeavour to limit duplicate delivery of Interception Product.

R6.4 - 160
Encryption - The CSP shall remove any encryption it provides or manages before delivery of the Interception Product to the LEA, or shall provide the LEA the information necessary to decrypt the intercepted communications (e.g. keys, algorithms, parameters) included with the Interception Product.

R6.4 - 170
CSP provided Encryption Keys - If the CSP provides encryption keys to the target, but is not involved in the encryption service, the CSP shall provide the keys to the LEA.

R6.4 - 180
Retroactive Decryption - The CSP shall ensure that the crypto keys, algorithm and parameters delivered to the LEA enable the LEA to decrypt encrypted Target Communications retroactively.

R6.4 - 190
Mid Communication Interception - The CSP shall retain sufficient key material for the duration of any communications such that it is possible to decrypt already on going communications, when using CSP provided or managed encryption.

R6.4 - 200
Encryption Key Material Lifecycle - Destruction – Once key material specifically retained for LI purposes is no longer required, the CSP shall securely delete this key material.

R6.4 - 210
Encoding - The CSP shall be able to remove any specific CSP-controlled encoding before delivery to the LEA, or provide the LEA the information necessary to decode the intercepted communications concurrently with delivery of LI product.

R6.4 - 220
Compression - The CSP shall be able to remove any specific CSP-controlled compression before delivery to the LEA, or provide the LEA the information necessary to decompress the intercepted communications concurrently with delivery of LI product.
R6.4 -230
Target Identifier Provenance – The CSP shall be able to indicate, for each target identifier provided to the LEA in the Interception Product, the provenance of the identifier, specifically, whether the identifier was provided to the CSP by the LEA (in the initial warrant), whether it was observed in the intercepted communications, whether it was matched on by the function performing the isolation of communications, and whether it was associated with the target.
