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*** FIRST CHANGE ***
20.1.3.2
BBIFF: Bearer Binding Intercept and Forward Function
BBIFF is a LI specific function introduced to support the lawful interception of voice services in the VPLMN when S8HR is used as the roaming architecture.
BBIFF shall provide the following functions:
-
Receive a list of S8HR APNs and the packet forwarding rules that apply to all users from the LMISF over the Xib reference point.

-
As per the LMISF instruction, notify the LMISF over Xib reference point whenever the IMS Signalling Bearer or the Media Bearer with S8HR APN is created, modified or deleted. In that notification, the UE location information received from the MME shall be included.
-
As per the packet forwarding rules (i.e. as instructed by the LMISF), deliver the packets of all GTP tunnels used for IMS Signalling Bearer with S8HR APN to the LMISF over the Xia reference point.

-
Receive the intercepted IMS Signalling Bearer information from the LMISF over the Xib reference point along with the packet forwarding rules.

-
Identify the dedicated EPS Bearer used as the Media Bearer linked to the above-indicated intercepted IMS Signalling Bearer.

-
As per the packet forwarding rules (i.e. as instructed by the LMISF), deliver the packets of the GTP tunnel used for Media Bearer associated with the intercepted IMS Signalling Bearer to the LMISF over the Xia reference point.

-
When instructed by the LMISF, stop delivering the packets of the GTP tunnels used for Media Bearers associated with the IMS Signalling Bearer with a deactivated interception.

NOTE:
The present document assumes that BBIFF is closely coupled to S-GW in the VPLMN. Therefore, present document refers to BBIFF as S-GW/BBIFF.

*** NEXT CHANGE ***
20.1.3.3
LMISF: LI Mirror IMS State Function

LMISF is a LI specific function introduced to support the lawful interception of voice services in the VPLMN when S8HR is used as the roaming architecture.

The LMISF shall provide the following functions:

· Provide S8HR APN information to the S-GW/BBIFF over the Xib reference point.

-
Instruct S-GW/BBIFF over Xib reference point to notify (to LMISF) whenever an IMS Signalling Bearer or a Media Bearer with S8HR APN is created, modified or deleted.

-
Instruct S-GW/BBIFF over the Xib reference point to start delivering the packets (to LMISF) of all IMS Signalling Bearers with S8HR APN.

-
Receive target identity information from the ADMF over the X1_1 reference point as described in clause 5.1.

-
Receive the notification from S-GW/BBIFF over the Xib reference point whenever an IMS Signalling Bearer or a Media Bearer with S8HR APN is created, modified or deleted.

-
Store the IMS Signalling Bearer information (e.g. EPS Bearer ID) along with the IMSI associated with the UE to which the IMS Signalling Bearer was created, modified or deleted. Store or update the most recent UE location information received along with the IMS Signalling Bearer or the Media Bearer information.
-
Receive and examine the IMS signalling messages delivered by the S-GW/BBIFF over the Xia reference point.

-
Receive media packets delivered by the S-GW/BBIFF over the Xia reference point. Identify the intercepted IMS session that relates to the media packets.

-
Maintain an IMS signalling state for all inbound roamers with S8HR that are registered to the network or in an IMS session. Part of this function is to track all IMS registrations, re-registrations and de-registrations of inbound roamers with S8HR.

-
After examining and determining that the IMS signalling messages involves a target, establish and maintain a map between the target identity and the IMS Signalling Bearer information or the Media Bearer (e.g. EPS Bearer ID along with the IMSI value of the UE). When the IMS signalling messages do not involve a target, establish and maintain a map between the IMS Signalling Bearer or the Media Bearer information and the potential target identities.

-
Generate and deliver the IRI to the Delivery Function 2 as described in clause 20.3.

-
Inform the S-GW/BBIFF over the Xib reference point with the IMS Signalling Bearer information associated with an intercepted IMS session that requires CC interception and instruct the S-GW/BBIFF to start delivering the packets of the Media Bearer associated with that IMS Signalling Bearer. 

-
Inform the S-GW/BBIFF over the Xib reference point with the IMS Signalling Bearer information associated with a deactivated interception and instruct the S-GW/BBIFF to stop delivering the packets of the Media Bearer associated with that IMS Signalling Bearer. Generate and deliver the IRI messages to the Delivery Function 2 as described in clause 20.3.

-
Generate and deliver the CC to the Delivery Function 3 as described in clause 20.2.

-
When target identity is received from the ADMF, determine whether any IMS Signalling Bearer is associated to the target identity. If yes, start the interception process as described in clause 20.3.

-
Provide the decompression of IMS signalling messages upon detecting the compression.

*** NEXT CHANGE ***
20.2.1.1
General
For interception of content of communications of voice services involving the inbound roamers with S8HR, the following shall occur:

-
For each IMS session that is intercepted, LMISF determines whether a CC interception is required.

-
When the CC is interception required, LMISF provides the IMS Signalling Bearer information to the S-GW/BBIFFF (as described in clause 20.1.3.3) and instructs the S-GW/BBIFF (as described in clause 20.1.3.3) to start delivering the media packets (i.e. packets from the Media Bearer) associated with that IMS Signalling Bearer.

-
S-GW/BBIFF delivers the media packets (i.e. packets from the Media Bearer) associated with the IMS Signalling Bearer (as described in clause 20.1.3.2) to the LMISF.

The S-GW/BBIFF shall provide the LMISF a means to link the intercepted media packets with the associated IMS Signalling Bearer information provided by the LMISF (e.g. the delivered media packets include the EPS Bearer ID of the IMS Signalling Bearer along with the IMSI value of the UE).

The LMISF shall include the Correlation Information (associated with the IMS session) in the CC delivered to the Delivery Function 3 over the X3 reference point. A pictorial view of the CC interception is illustrated in figure 20.2 below:
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Figure 20.2: CC Interception of voice calls involving the inbound roaming target with S8HR

The figure 20.2 shows that LMISF provides the IMS Signalling Bearer Information to the S-GW/BBIFF. The S-GW/BBIFF uses the IMS Signalling Bearer information to find the associated Media Bearer.

When the LMISF identifies that the CC interception is to be stopped, the following shall occur:

-
LMISF stops delivering the CC to Delivery Function 3 over the X3 reference point.

-
LMISF provides the IMS Signalling Bearer information to the S-GW/BBIFF with an instruction (as described in clause 20.1.3.3) to stop the delivery of media packets (i.e. packets from the Media Bearer) associated with the IMS Signalling Bearer.

-
S-GW/BBIFF stops the delivery of the media packets associated with the IMS Signalling Bearer (as described in clause 20.1.3.2) to the LMISF.

*** NEXT CHANGE ***
20.2.1.2
S-GW/BBIFF Procedures for CC Interception

When instructed by the LMISF, the S-GW/BBIFF shall use the IMS Signalling Bearer information that it received from the LMISF to determine the media packets of which EPS Bearer (i.e. the Media Bearer) has to be delivered to the LMISF (e.g. EPS Bearer ID of IMS Signalling Bearer is linked to the EPS Bearer used as the Media Bearer). Then, the S-GW/BBIFF shall deliver all the octets above the GTP layer of the GTP tunnel used for the Media Bearer to the LMISF.

S-GW/BBIFF shall indicate to the LMISF whether the media packets were travelling to or from the HPLMN (e.g. based on tunnel end point IDs).

When instructed by the LMISF, the S-GW/BBIFF shall stop the delivery of media packets to the LMISF.

*** NEXT CHANGE ***
20.2.1.4
LMISF Procedures for CC Interception

Upon determining that the CC interception is required or is to be stopped for an IMS session, LMISF shall pass the IMS Signalling Bearer information to the S-GW/BBIFF with an instruction that indicates to the S-GW/BBIFF whether the packets from the Media Bearer associated with the IMS Signalling Bearer shall be delivered, or not delivered, to the LMISF.
When the media packets are received from the S-GW/BBIFF, the LMISF shall determine whether the interception is active on the IMS session. If active, the LMISF shall determine the Correlation Identifier (or Correlation Number) associated with the IMS session to which the media corresponds. If the interception is not active, the LMISF shall discard the media packets.

The LMISF shall construct the CC and deliver the same to the Delivery Function 3 over X3 reference point (see clause 20.2.2).

*** NEXT CHANGE ***
20.3.1.1
General

For interception of intercept related information of voice services involving the inbound roaming targets with S8HR, the following shall occur:

-
LMISF provides the S8HR APNs to the S-GW/BBIFF with an indication that all packets from the IMS Signalling Bearer with the S8HR APN are to be delivered to the LMISF.

-
S-GW/BBIFF delivers the IMS signalling packets from the S8HR IMS Signalling Bearers to the LMISF.

-
LMISF examines whether the IMS signalling messages involve a target and if so, it generates and delivers the IRI to the Delivery Function 2.
The LMISF shall generate the IRI from the IMS signalling messages and deliver the same to the Delivery Function 2 over X2 reference point. All SIP messages executed on behalf of a target shall be delivered as IRI.

The S-GW/BBIFF also notifies the LMISF whenever an S8HR IMS Signalling Bearer or a Media Bearer is created, modified, or deleted along with the IMSI value of the target UE and the location of the UE.

A pictorial view of the general overview of IRI interception is illustrated in figure 20.3 below:
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Figure 20.3: IRI Interception of voice calls involving the inbound roamer with S8HR

The figure 20.3 shows that LMISF provides the S8HR APNs to the S-GW/BBIFF. When the IMS signalling messages correspond to a target, the LMISF generates the IRI and deliver the same to the Delivery Function 2 which in turn delivers the IRI to the LEMF.

To support the mid-call interception, the LMISF maintains the IMS call state (including any necessary information from the SIP messages). When the target identity provisioned into the LMISF is involved in an ongoing IMS call, the LMISF shall start the interception as described in clause 20.3.2.

*** NEXT CHANGE ***
20.3.1.3
S-GW/BBIFF Procedures for IRI interception

When instructed by the LMISF, the S-GW/BBIFF shall notify the LMISF whenever the IMS Signalling Bearer or the Media Bearer with S8HR APN is created, modified or deleted.

When instructed by the LMISF, the S-GW/BBIFF shall deliver all the octets above the GTP layer of GTP tunnel used for IMS Signalling Bearer to the LMISF along with the associated with IMS Signalling Bearer information.

*** NEXT CHANGE ***
20.3.1.4
LMISF Procedures for IRI interception

The LMISF shall receive the notification from S-GW/BBIFF whenever a GTP tunnel for IMS Signalling Bearer or a Media Bearer with S8HR APN is created, modified or deleted. The LMISF shall store the Tunnel information (Tunnel ID) of the GTP tunnel along with the IMSI associated with the UE to which the GTP tunnel was created. If delivered, the LMISF shall also store the UE location information along with the time that it has received the same from S-GW/BBIFF.
The LMISF shall receive and examine the IMS signalling messages delivered by the S-GW/BBIFF. After examining and determining that an IMS signalling message involves a target, LMISF shall deliver the SIP message to the Delivery Function 2 over the X2 reference point (see clause 20.3.2). The up-to-date UE location information stored in the LMISF, as available, shall also be delivered to the Delivery Function 2. LMISF shall maintain an IMS call state for all inbound roaming users (for the target identity or potential target identity). The maintained current IMS call state (along with the stored necessary information from the SIP messages) shall be sufficient to support the mid-call interception.

When the received IMS signalling message involves compression, the LMISF shall perform the decompression of SIP messages (as defined in clause 8 of TS 24.229 [49]) and follow the steps used to process the uncompressed SIP messages.

Refer to clause 20.1.3.3 for a complete list of LMISF functions that also include a few functions that aid the overall interception capabilities of voice services involving the inbound roamers with S8HR as the roaming architecture.
*** END OF CHANGES ***
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