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******************* START OF CR *******************************************
6.6.2
UP security activation mechanism

AS UP integrity protection and ciphering activation shall be done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see Figure 6.6.2-1. 

The SMF shall send the UP security policy to the gNB as defined in Clause 6.6.1.
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1a. Precondition: 

RRC security is activated, i.e., 

RRC ciphering and RRC integrity 

protection are activated.

1b. RRC Connection Reconfiguration

({UP integrity indication, UP ciphering indication} for each DRB)

2a. Verify RRC Connection Reconfiguration 

integrity. If successful, for each DRB, if UP 

integrity is activated, start uplink UP integrity 

protection and downlink UP integrity 

verification; for each DRB, if UP ciphering is 

activated, start uplink UP ciphering and 

downlink UP deciphering; and send RRC 

Connection Reconfiguration Complete. 

2b. RRC Connection Reconfiguration Complete

1c. For each DRB, if UP integrity is activated, 

start uplink UP integrity verification and 

downlink UP integrity protection.

For each DRB, if UP ciphering is activated, 

start uplink UP deciphering and downlink UP 

ciphering.

 

Figure 6.6.2-1: User plane (UP) security activation mechanism

1a.
This RRC Connection Reconfiguration procedure which is used to add DRBs shall be performed only after RRC security has been activated as part of the AS security mode command procedure defined in Clause 6.7.4.

1b.
The gNB shall send the RRC Connection Reconfiguration message to the UE for UP security activation containing indications for the activation of UP integrity protection and ciphering for each DRB according to the security policy. 

1c.
If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the gNB does not have KUPint, the gNB shall generate KUPint and UP integrity protection for such DRBs shall start at the gNB. Similarly, if UP ciphering is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the gNB does not have KUPenc, the gNB shall generate KUPenc and UP ciphering for such DRBs shall start at the gNB.

2a.
UE shall verify the RRC Connection Reconfiguration message. If successful:

2a.1
If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPint, the UE shall generate KUPint and UP integrity protection for such DRBs shall start at the UE.

2a.2
Similarly, if UP ciphering is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPenc, the UE shall generate KUPenc and UP ciphering for such DRBs shall start at the UE

2b.
If the UE successfully verifies integrity of the RRC Connection Reconfiguration message, the UE shall send the RRC Connection Reconfiguration Complete message to the gNB.

If UP integrity protection is not activated for DRBs, the gNB and the UE shall not integrity protect the traffic of such DRB and shall not put MAC-I into PDCP packet.

If UP ciphering is not activated for DRBs, the gNB and the UE shall not cipher the traffic of such DRBs.
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