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***** BEGIN CHANGES *****
6.9.2.2
Key derivations for context modification procedure 


As outlined in clause 6.9.2.1, whenever a fresh KgNB is calculated from the KAMF, the AMF shall transfer the KgNB to the serving gNB in a message modifying the security context in the gNB. The AMF and the UE shall compute the fresh KgNB as defined in Annex A.9 according to the rules in clause 6.9.6.4. An NCC value 0 is associated with the fresh KgNB. From the fresh KgNB, the gNB and the UE shall compute the KgNB* and then use the computed KgNB* as the KgNB as described in clause 6.9.4.4. 
NOTE 1: Unlike EPS, in 5GS the NAS and the AS security contexts are synchronized as a part of handover procedure, if a handover is occurring. See sub-clauses under the clause 6.9.2.3 (key derivations during handover) of the present specification.
***** NEXT CHANGE *****

6.9.2.3.4
UE handling

The UE behaviour is the same regardless if the handover is intra-gNB, Xn, or N2.

If the NCC value the UE received in the HO Command message from target eNB via source gNB is equal to the NCC value associated with the currently active KgNB, the UE shall derive the KgNB* from the currently active KgNB and the target PCI and its frequency ARFCN-DL using the function defined in Annex A.11. 

If the UE received an NCC value that was different from the NCC associated with the currently active KgNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.10 iteratively (and increasing the NCC value until it matches the NCC value received from the source gNB via the HO command message. When the NCC values match, the UE shall compute the KgNB* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL using the function defined in Annex A.11.

The UE shall use the KgNB* as the KgNB when communicating with the target gNB.

The UE handling related to key derivation when keyChangeIndicator in the HO command is true, shall be done as defined in clause 6.9.4.4. If the UE also receives a NASC (NAS Container) in the HO Command message, then before performing UE handling as defined in clause 6.9.4.4, the UE shall verify the UE security capabilities and the freshness of the downlink NAS COUNT in the NASC. The purpose of this NASC could be compared to a NAS SMC message. If the verification succeeds and the NASC indicates a new KAMF has been calculated (i.e., K_AMF_change_flag is one), the UE shall further compute the horizontally derived KAMF using the KAMF from the current 5G NAS security context identified by the ngKSI included in the NASC and the  downlink NAS COUNT in the NASC, as specified in Annex A.13. The UE shall assign the ngKSI included in the NASC to the ngKSI of the new derived KAMF. The UE shall further configure NAS security based on the horizontally derived KAMF and the selected NAS security algorithms in the NASC. The UE shall further verify the NAS MAC in the NASC as described in Clause 6.9.2.3.3 and if the verification is successful, the UE shall further set the NAS COUNTs to zero. The UE shall use the horizontally derived KAMF (as defined in the following) and the zero NAS COUNT in the derivation of the temporary KgNB. If KAMF change is not indicated but NASC is included, the UE shall verify the UE security capabilities and the freshness of the downlink NAS COUNT and the NAS MAC in the NASC. If the verification is successful, the UE shall configure the NAS security based on the parameters included in the NASC but shall not set the NAS COUNTs to zero. The UE shall further set the downlink NAS COUNT value of the currently active NAS security context to the received downlink NAS COUNT value in the NASC.


***** NEXT CHANGE *****

6.9.4.4
AS key re-keying



The KgNB re-keying procedure is initiated by the AMF. It may be used under the following conditions: 

-
after a successful AKA run with the UE as part of activating a partial native 5G security context; or

-
as part of synchronizing the NAS and the AS security contexts as a part of handover procedure, if a handover is occuring; or

-
as part of re-activating a non-current full native 5G security context after handover from E-UTRAN according to clause 8.4; or

-
to create a new KgNB from the current KAMF.

NOTE 1: To perform a key change on-the-fly of the entire key hierarchy, the AMF has to change the 5G NAS security context before changing the 5G AS security context. 
In order to be able to re-key the KgNB, the AMF requires a fresh uplink NAS COUNT from a successful NAS SMC procedure with the UE. In the case of creating a new KgNB from the current KAMF a NAS SMC procedure shall be run first to provide this fresh uplink NAS COUNT. This NAS SMC procedure does not have to change other parameters in the current EPS NAS security context. The AMF derives the new KgNB using the key derivation function as specified in Annex A.9 using the KAMF and the uplink NAS COUNT used in the most recent NAS Security Mode Complete message. The derived new KgNB is sent to the gNB in an NGAP UE CONTEXT MODIFICATION REQUEST message triggering the gNB to perform the AS key re-keying. The gNB runs the key change on-the-fly procedure with the UE. During this procedure the gNB shall indicate to the UE that a key change on-the-fly is taking place. The procedure used is based on an intra-cell handover, and hence the same KgNB derivation steps shall be taken as in a normal handover procedure. The gNB shall indicate to the UE to change the current KgNB in intra-cell handover during this procedure. Network-side handling of AS key re-keying that occur as a part of Xn and N2 handovers are described is defined in clauses 6.9.2.3.2 and 6.9.2.3.3 of the present specification.
When the UE receives an indication that the procedure is a key change on-the-fly procedure, the UE shall derive a temporary KgNB by applying the key derivation function as specified in Annex A.9 using the KAMF from the current 5G NAS security context and the uplink NAS COUNT in the most recent NAS Security Mode Complete message. UE-side handling of AS key re-keying that occur as a part of Xn and N2 handovers is described in clause 6.9.2.3.4 of the present specification.
From this temporary KgNB the UE shall derive the KNG-RAN* as normal (see Annex A.11/A.12). The gNB shall take the KgNB it received from the AMF, which is equal to the temporary KgNB, as basis for its KNG-RAN* derivations. From this step onwards, the key derivations continue as in a normal handover.

If the AS level re-keying fails, then the AMF shall complete another NAS security mode procedure before initiating a new AS level re-keying. This ensures that a fresh KgNB is used.

The NH parameter shall be handled according to the following rules: 

-
The UE, AMF, and gNB shall delete any old NH upon completion of the context modification.

-
The UE and AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the fresh NH. The computation of NH parameter value sent in the Namf_Communication_CreateUEContext Request, NGAP HANDOVER REQUEST, and NGAP PATH SWITCH REQUEST ACKNOWLEDGE messages shall be done according to clauses 6.9.2.3.2 and 6.9.2.3.3.

***** End of Changes *****
