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************************ Start of change 1 *********************************
[bookmark: _Toc509325109]5.2.2	Common key distribution
The security mechanism described in this clause allows a key, K, to be distributed from an initiating party to a receiving party. It provides confidentiality of the key, and integrity and authenticity of the payload. It is used within a number of different security procedures in this specification. 
The key, K, is distributed encrypted specifically to the receiving entity and signed by the initiating entity. Prior to call commencement, both MCX UEs shall be provisioned by the KMS with time-limited key material associated with the MCX entity’s URI. The key is distributed with a 32-bit Key Identifier (K-ID). This payload is a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [11], which ensures the confidentiality of the key, plus integrity and authenticity of the payload.
The key is encrypted to the user identity (UID) associated to the receiving MCX entity using the security domain parameters provided in the public values in the certificate received from the KMS. The UID used to encrypt the data is derived from the receiving entity's URI (e.g. sip:user.002@mcptt.example.org) and a time-related parameter (e.g. the current year and month). The terminating entity’s URI is added to the recipient field (IDRr) of the message.
The payload includes the encrypted key and the key identifier (K-ID). The key is unique within the MC domain. On creating the key, the initiator generates a 32-bit key identifier (K-ID). The 4 most significant bits of the K-ID shall indicate the purpose of the key, the other 28-bits shall be randomly generated. The key identifier (K-ID) is stored in the CSB-ID field of the MIKEY I_MESSAGE.
The payload is signed using (the KMS-provisioned key associated to) the identity of the initiating entity. The UID used to sign the data is derived from the initiating entity's URI (e.g. sip:user.001@mcptt.example.orguser.001@mcptt.example.org) and a time-related parameter (e.g. the current year and month). The initiating entity's URI is added to the initiator field (IDRi) of the message.
NOTE:	This solution is for the end-to-end protection of keys and does not protect the identities transmitted. Identities may be masked by transmitting the UID within the MIKEY ID fields as described in Annex E.7.
The security processes are summarized in figure 5.2.2-1.


Figure 5.2.2-1: Common key distribution mechanism
Via this mechanism, the key distribution is confidentiality protected, authenticated and integrity protected.
It is possible that the key has been distributed using an unacceptable KMS, either for the initiator's KMS or for the receiver's KMS. This is particularly likely for communications being sent across multiple MC Systems (where KMS information may not have been shared prior to beginning the key distribution procedure). In this case, a KMS Redirect Response (KRR) may be sent back to the initiator. The KRR provides the initiator with information about which KMS may be acceptable. KRR procedures are described in clause 5.2.8.
Assuming that acceptable KMS(s) have been used, the I_MESSAGE will be processed by the receiving entity. The initiating entity's URI is extracted from the initiator field (IDRi) of the message. This is converted to a UID and used to check the signature on the MIKEY-SAKKE I_MESSAGE. If valid, the UE extracts and decrypts the encapsulated key, K, using the (KMS-provisioned) entity's UID key. The MCX entity also extracts the K-ID. This process is shown in figure 5.2.2-2.


Figure 5.2.2-2: Common key extraction mechanism
With the key successfully shared between the two MCX entities, the entities are able to use the shared security context to protect communications.
************************ End of change 1 *********************************

************************ Start of change 2 *********************************
[bookmark: _Toc509325112]5.2.5	Key distribution with SAKKE-to-self payload
The key distribution mechanism defined in clauses 5.2.2, 5.2.3 and 5.2.4 may be extended to allow the initiating entity to be able to decrypt the distributed key, K contained within the payload. 
NOTE: 	Where the initiating entity is an MCX user logged into multiple devices, this extension is necessary to allow all devices to obtain the key, K and decrypt any subsequent communication.
In addition to encrypting the key, K, to the receiving entity, the key is also encrypted to the initiating entity. The UID used to encrypt the data is derived from the initiating entity's URI (e.g. sip:user.002@mcptt.example.org) and a time-related parameter (e.g. the current year and month). The encapsulated key is added to a SAKKE-to-self payload within the MIKEY I_MESSAGE. No other payloads (e.g. IDRr) are affected.


Figure 5.2.5-1: Common key distribution mechanism with SAKKE-to-self payload
************************ End of change 2 *********************************

************************ Start of change 3 *********************************
5.7.1	General
To create the group's security association, a Group Master Key (GMK) and associated identifier (GMK-ID) is distributed to MCX UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MCX UE within the group shall be provisioned by the MCX Key Management Server (KMS) with time-limited key material associated with the MCX user as described in clause 5.3. The Group Management Server shall also be provisioned by the MCX KMS with key material for the GMS's identity (the GMS Server URI).
The GMK is distributed from the GMS to a MCX client using the security mechanism described in clause 5.2.2, transported over the SIP bearer. For GMKs, end-point diversity is required and hence the extension in clause 5.2.3 is applied. Additional parameters may be included as defined in clause 5.2.4. The SAKKE-to-self extension may be included as defined in clause 5.2.5. Identity hiding may be supported as defined in clause 5.2.6.
GMKs may be managed individually per Group ID or the same GMK may be assigned to multiple MC Group IDs (using the MIKEY general extension payload defined in Clause E.6). This means that each specified MC Group ID in the MIKEY general extension payload shall use this GMK for group communications.  Assigned MC Group IDs may include any combination of MCPTT Group IDs, MCData Group IDs or MCVideo Group IDs.  Assigning the same GMK to multiple Group IDs does not prevent individual key management at a later time or vice versa.
An MC client may have multiple active GMKs associated with a Group ID. When this occurs, the MC client shall use the active GMK with the most recent Activation Time (as defined in Clause E.6.4) when encrypting group media.
The initiating entity shall be the initiating GMS. The initiating entity URI shall be the URI of the GMS (e.g. sip:gp.manager@mcptt.example.orggp.manager@mcptt.example.org). The receiving entity shall be the terminating MCX user. The receiving entity URI shall be the MCX ID of the terminating user.  The distributed key, K, shall be the GMK, the key identifier K-ID shall be the GMK-ID and the end-point-specific key identifier, UK-ID shall be the GUK-ID.
Clause E.3 provides MIKEY message structure for GMK distribution. 
************************ End of change 3 *****************************

************************ Start of change 4 *********************************
[bookmark: _Toc509325130]5.7.2	Security procedures for GMK provisioning
This procedure uses a MIKEY payload to distribute a GMK from the GMS to the MC UEs within the group. The payload is transported as part of the 'Notify group configuration request' message defined in clause 10.1.2.7 of 3GPP TS 23.280 [36].
Figure 5.7.2-1 shows the security procedures for creating a security association for a group.


Figure 5.7.2-1: Security configuration for groups
A description of the procedures depicted in figure 5.7.2-1 follows. For clarity, figure 10.1.5.3-2 in clause 10.1.5.3 of 3GPP TS 23.280 [36] is referenced.
0)	Prior to beginning this procedure the MC client shall be provisioned with identity-specific key material by a MC KMS as described in clause 5.3. The GMS shall also be securely provisioned with identity-specific key material for the GMS's Server URI.
1)	The GMS shall send a MIKEY payload to MC clients within the group within a 'Notify group configuration request' message. The message shall encapsulate a GMK for the group. The payload shall be encrypted to the user identity (MCX service user ID) associated to the MC client and shall be signed by the GMS. The message shall also provide the GUK-ID. Parameters associated with the GMK shall be encrypted using the GMK, and sent in the MIKEY payload together with the encapsulated GMK. This process is shown in Figure 5.2.4-1.
a)	If the choice of initiator KMS (IDRkmsi) or receiver KMS (IDRkmsr) within the MIKEY message is unacceptable, a KMS Redirect Response may be returned to the GMS providing KMS information. In this case, the GMS may re-attempt the above procedures. 
2)	On receipt of a MIKEY message, the MC client shall check the signature on the payload, extract the GMK, GUK-ID and GMK-ID and check that the GMK-ID is not a duplicate for an existing GMK. The MC client shall also extract the group identity, activation time and text from the encapsulated associated parameters in the payload using the GMK, and check that decryption is successful. The MC client shall lookup the Group ID in its user profile data and verify that the GMS identity corresponds with the Server URI for that Group ID. This process is shown in Figure 5.2.4-2. Should any of these checks fail, an error shall be returned to the GMS. Upon successful receipt and processing, the MC UE shall store the GMK, GMK-ID, GUK-ID and associated parameters, and respond to the GMS with a 'Notify group configuration response' message.
It is recommended that a mechanism is used to ensure that no two Group IDs from different servers collide. For example, the following format for the group-id could be used T [group-descriptor]@[gms-uri].
To revoke a security context, the group management server repeats the above steps with the Status field of the GMK parameters indicating that the GMK has been revoked.
It is possible that an MC user in the group may be represented by an MC Security Gateway (as defined in Annex L), rather than using full end-to-end security. In this case, the user's KMS Certificate will have the ‘IsSecurityGateway' attribute set to ‘true' (see clause D.3.2.2). Should any client in the group be represented by an MC Security Gateway, the GMS shall indicate to all users that the GMK is shared with an MC Security Gateway. This is achieved by setting the ‘Security Gateway' bit in the ‘Status' field of the GMK's key parameters (see clause E.6.9). 
Should an MC client receive a GMK with the ‘Security Gateway' bit set, the initiating MC client shall warn the MC user that an MC Security Gateway is in use during the group's comunications.
************************ End of change 4 *****************************

************************ Start of change 5 *********************************
[bookmark: _Toc516675494]D.2.4	KMS KeyProvision request
To make a "KMS KeyProvision" request the key management client shall make a HTTP POST request to the subdirectory "keyprov" i.e. Request-URI takes the form of 
EXAMPLE1:
…/keymanagement/identity/v1/keyprov 

Optionally, the Request-URI of the POST request may contain a specific user or group URI which the key management client would like the KMS to provision. The URI shall be within a subdirectory of "keyprov". For example, the user URI "sip:user@example.org" is provisioned via a request to: "/keymanagement/identity/v1/keyprov/sip%3Auser%40example.org". Additionally, if the Request-URI contains a specific URI, the client may also request a specific time which the client would like the KMS to provision. The time URI shall be the same time as used in the MIKEY payload, a NTP-UTC 64-bit timestamp as defined in IETF RFC 5905 [29]. For example, if the user required keys specifically for 23rd Feb 2014 at 08:39:14.000 UTC, the request would be:
EXAMPLE 2:
…/keymanagement/identity/v1/keyprov/sip%3Auser%40example.org/D6B4323200000000

************************ End of change 5 *********************************

************************ Start of change 6 *********************************
[bookmark: _Toc509325306]D.3.4.1	Example KMSInit XML
If the security extension is used, it is assumed that before this response is received, the secure element within the KMS and the secure element within the key management client have shared a bootstrap TrK, e.g. 'tk.11.user@example.org'.
In this example, the KMS provides the user with the KMS root ceriticate and a new TrK to protect future KMS communications. Keys are encrypted and the message is signed using the bootstrap TrK.
EXAMPLE:
<?xml version="1.0" encoding="UTF-8"?>
<SignedKmsResponse xmlns= " urn:3gpp:ns:mcsecKMSSecExt:1.0" xmlns:xsi = "http://www.w3.org/2001/XMLSchema-instance" 
    xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" xmlns:se = " urn:3gpp:ns:mcsecKMSSecExt:1.0" 
    xsi:schemaLocation = " urn:3gpp:ns:mcsecKMSSecExt:1.0 SE_KmsInterface_XMLSchema.xsd" Id = "xmldoc">
<KmsResponse xmlns= " urn:3gpp:ns:mcsecKMSInterface:1.0"  Version = "1.0.0">
<KmsUri>kms.example.org</KmsUri>
  <UserUri>example:user@example.org</UserUri>
  <Time>2014-01-26T10:05:52</Time>
  <KmsId>KMSProvider12345</KmsId>
  <ClientReqUrl>http://kms.example.org/keymanagement/identity/v1/init</ClientReqUrl>
      <KmsCertificate Version = "1.1.0" Role = "Root">
        <CertUri>cert1.kms.example.org</CertUri>
        <KmsUri>kms.example.org</KmsUri>
        <Issuer>www.example.org</Issuer>
        <ValidFrom>2000-01-26T00:00:00</ValidFrom>
        <ValidTo>2025-01-26T23:59:59</ValidTo>
        <Revoked>false</Revoked>
        <UserIdFormat>2</UserIdFormat>
        <UserKeyPeriod>2592000</UserKeyPeriod>
        <UserKeyOffset>0</UserKeyOffset>
        <PubEncKey>029A2F</PubEncKey>
        <PubAuthKey>029A2F</PubAuthKey>
        <ParameterSet>1</ParameterSet>
        <KmsDomainList>
          <KmsDomain>sec1.example.org</KmsDomain>
          <KmsDomain>sec2.example.org</KmsDomain>
        </KmsDomainList>
      </KmsCertificate>
      <NewTransportKey xmlns= " urn:3gpp:ns:mcsecKMSInterface:1.0">
            <EncryptedKey xmlns="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#EncryptedKey">
              <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>
              <ds:KeyInfo>
                <ds:KeyName>tk.11.user@example.org</KeyName>
              </ds:KeyInfo>
              <CipherData>
                <CipherValue>DEADBEEF</CipherValue>
              </CipherData>
              <CarriedKeyName>tk.12.user@example.org</CarriedKeyName>
            </EncryptedKey>
          </NewTransportKey>
<NewIntegrityKey xmlns= " urn:3gpp:ns:mcsecKMSInterface:1.0">
            <EncryptedKey xmlns="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#EncryptedKey">
              <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>
              <ds:KeyInfo>
                <ds:KeyName>tk.11.user@example.org</KeyName>
              </ds:KeyInfo>
              <CipherData>
                <CipherValue>DEADBEEF</CipherValue>
              </CipherData>
              <CarriedKeyName>ink.12.user@example.org</CarriedKeyName>
            </EncryptedKey>
          </NewIntegrityKey>
    </KmsInit>
  </KmsMessage>
</KmsResponse>
<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
    <SignedInfo>
      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#hmac-sha256">
        <HMACOutputLength>128</HMACOutputLength>
      </SignatureMethod>
      <Reference URI="#xmldoc">
        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
        <DigestValue>nnnn</DigestValue>
      </Reference>
    </SignedInfo>
    <SignatureValue>DEADBEEF</SignatureValue>
    <KeyInfo>
      <KeyName>tk.11.user@example.org</KeyName>
    </KeyInfo>
  </Signature>
</SignedKmsResponse>

************************ End of change 6 *********************************


************************ Start of change 7 *********************************
[bookmark: _Toc509325307]D.3.4.2	Example KMSKeyProv XML
In this example, the user's key material is provided for two user identifiers. The key material includes the UserDecryptKey (see IETF RFC 6508 [10]) and the UserSigningKey and PVT (see IETF RFC 6507 [9]) for each identifier.
As the security extension has been used, the key material is encrypted and the message signed using the shared TrK. Additionally, a new TrK is provided as part of the key provision.
EXAMPLE:
<?xml version="1.0" encoding="UTF-8"?>
<SignedKmsResponse xmlns= " urn:3gpp:ns:mcsecKMSSecExt:1.0" xmlns:xsi = "http://www.w3.org/2001/XMLSchema-instance" 
    xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" xmlns:se = " urn:3gpp:ns:mcsecKMSSecExt:1.0" 
    xsi:schemaLocation = " urn:3gpp:ns:mcsecKMSSecExt:1.0 SE_KmsInterface_XMLSchema.xsd" Id = "xmldoc">
<KmsResponse xmlns= " urn:3gpp:ns:mcsecKMSInterface:1.0"  Version = "1.0.0">
  <KmsUri>kms.example.org</KmsUri>
  <UserUri>example:user@example.org</UserUri>
  <Time>2014-01-26T10:07:14</Time>
  <KmsId>KMSProvider12345</KmsId>
  <ClientReqUrl>http://kms.example.org/keymanagement/identity/v1/keyprov</ClientReqUrl>
  <KmsMessage>
    <KmsKeyProv Version = "1.0.0" xsi:type = "se:KmsKeyProvTkType">
      <KmsKeySet Version = "1.1.0">
        <KmsUri>kms.example.org</KmsUri>
        <CertUri>cert1.kms.example.org</CertUri>
        <Issuer>www.example.org</Issuer>
        <UserUri>example:user@example.org</UserUri>
        <UserID>0123456789ABCDEF0123456789ABCDEF</UserID>
        <ValidFrom>2015-12-30T00:00:00</ValidFrom>
        <ValidTo>2016-03-29T23:59:59</ValidTo>
        <KeyPeriodNo>1514</KeyPeriodNo>
        <Revoked>false</Revoked>
        <UserDecryptKey xsi:type = "se:EncKeyContentType">
          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">
            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>
            <ds:KeyInfo>
              <ds:KeyName>tk.12.user@example.org</KeyName>
            </ds:KeyInfo>
            <CipherData>
              <CipherValue>DEADBEEF</CipherValue>
            </CipherData>
          </EncryptedKey>
        </UserDecryptKey>
        <UserSigningKeySSK xsi:type = "se:EncKeyContentType">
          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">
            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>
            <ds:KeyInfo>
              <ds:KeyName>tk.12.user@example.org</KeyName>
            </ds:KeyInfo>
            <CipherData>
              <CipherValue>DEADBEEF</CipherValue>
            </CipherData>
        </EncryptedKey>
        </UserSigningKeySSK>
        <UserPubTokenPVT xsi:type = "se:EncKeyContentType">
          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">
            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>
            <ds:KeyInfo>
              <ds:KeyName>tk.12.user@example.org</KeyName>
            </ds:KeyInfo>
            <CipherData>
              <CipherValue>DEADBEEF</CipherValue>
            </CipherData>
          </EncryptedKey>
        </UserPubTokenPVT>
      </KmsKeySet>
      <KmsKeySet Version = "1.1.0">
        <KmsUri>kms.example.org</KmsUri>
        <CertUri>cert1.kms.example.org</CertUri>
        <Issuer>www.example.org</Issuer>
        <UserUri>example:user.psuedonympseudonym@example.org</UserUri>
        <UserID>0011223344556677889900AABBCCDDEEFF</UserID>
        <ValidFrom>2015-12-30T00:00:00</ValidFrom>
        <ValidTo>2016-03-29T23:59:59</ValidTo>
        <ValidTo>2016-03-29T23:59:59</ValidTo>
  <KeyPeriodNo>1514</KeyPeriodNo>
        <Revoked>false</Revoked>
        <UserDecryptKey xsi:type = "se:EncKeyContentType">
          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">
            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>
            <ds:KeyInfo>
              <ds:KeyName>tk.12.user@example.org</KeyName>
            </ds:KeyInfo>
            <CipherData>
              <CipherValue>DEADBEEF</CipherValue>
            </CipherData>
          </EncryptedKey>
        </UserDecryptKey>
        <UserSigningKeySSK xsi:type = "se:EncKeyContentType">
          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">
            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>
            <ds:KeyInfo>
              <ds:KeyName>tk.12.user@example.org</KeyName>
            </ds:KeyInfo>
            <CipherData>
              <CipherValue>DEADBEEF</CipherValue>
            </CipherData>
          </EncryptedKey>
        </UserSigningKeySSK>
        <UserPubTokenPVT xsi:type = "se:EncKeyContentType">
          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">
            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>
            <ds:KeyInfo>
              <ds:KeyName>tk.12.user@example.org</KeyName>
            </ds:KeyInfo>
            <CipherData>
              <CipherValue>DEADBEEF</CipherValue>
            </CipherData>
          </EncryptedKey>
        </UserPubTokenPVT>
      </KmsKeySet>
      <NewTransportKey xmlns= " urn:3gpp:ns:mcsecKMSInterface:1.0">
            <EncryptedKey xmlns="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#EncryptedKey">
              <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>
              <ds:KeyInfo>
                <ds:KeyName>tk.12.user@example.org</KeyName>
              </ds:KeyInfo>
              <CipherData>
                <CipherValue>DEADBEEF</CipherValue>
              </CipherData>
              <CarriedKeyName>tk.13.user@example.org</CarriedKeyName>
            </EncryptedKey>
          </NewTransportKey>
    </KmsKeyProv>
  </KmsMessage>
</KmsResponse>
<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
    <SignedInfo>
      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#hmac-sha256">
        <HMACOutputLength>128</HMACOutputLength>
      </SignatureMethod>
      <Reference URI="#xmldoc">
        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
        <DigestValue>nnnn</DigestValue>
      </Reference>
    </SignedInfo>
    <SignatureValue>DEADBEEF</SignatureValue>
    <KeyInfo>
      <KeyName>ink.12.user@example.org</KeyName>
    </KeyInfo>
  </Signature>
</SignedKmsResponse>

************************ End of change 7 *********************************


************************ Start of change 8 *********************************
[bookmark: _Toc509325308]D.3.4.3	Example KMSCertCache XML
In this example, a number of 'external' KMS certificates are provided to the user. These allow the user to encrypt to users managed by a different KMS.  
As the security extension is in use, the message is signed using the TrK.
EXAMPLE:
<?xml version="1.0" encoding="UTF-8"?>
<SignedKmsResponse xmlns= " urn:3gpp:ns:mcsecKMSSecExt:1.0" xmlns:xsi = "http://www.w3.org/2001/XMLSchema-instance" 
    xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" xmlns:se = " urn:3gpp:ns:mcsecKMSSecExt:1.0" 
    xsi:schemaLocation = " urn:3gpp:ns:mcsecKMSSecExt:1.0 SE_KmsInterface_XMLSchema.xsd" Id = "xmldoc">
<KmsResponse xmlns= " urn:3gpp:ns:mcsecKMSInterface:1.0"  Version = "1.0.0">
  <KmsUri>kms.example.org</KmsUri>
  <UserUri>example:user@example.org</UserUri>
  <Time>2014-01-26T10:14:12</Time>
  <KmsId>KMSProvider12345</KmsId>
  <ClientReqUrl>http://kms.example.org/keymanagement/identity/v1/certcache</ClientReqUrl>
  <KmsMessage>
    <KmsCertCache Version = "1.0.0">
      <SignedKmsCertificate Id = "cert1">
        <KmsCertificate Version = "1.1.0" Role = "External">
          <CertUri>cert2.kms.example.org</CertUri>
          <KmsUri>kms.example.org</KmsUri>
          <Issuer>www.example.org</Issuer>
          <ValidFrom>2000-01-26T00:00:00</ValidFrom>
          <ValidTo>2100-01-26T23:59:59</ValidTo>
          <Revoked>false</Revoked>
          <UserIdFormat>2</UserIdFormat>
          <UserKeyPeriod>2592000</UserKeyPeriod>
          <UserKeyOffset>0</UserKeyOffset>
          <PubEncKey>029A2F</PubEncKey>
          <PubAuthKey>029A2F</PubAuthKey>
          <ParameterSet>1</ParameterSet>
          <KmsDomainList>
            <KmsDomain>sec3.example.org</KmsDomain>
          </KmsDomainList>
        </KmsCertificate>
        <Signature xmlns = "http://www.w3.org/2000/09/xmldsig#">
          <SignedInfo>
            <CanonicalizationMethod Algorithm = "http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
            <SignatureMethod Algorithm = "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256"/>
            <Reference URI = "#cert1">
              <DigestMethod Algorithm = "http://www.w3.org/2001/04/xmlenc#sha256"/>
              <DigestValue>nnnn</DigestValue>
            </Reference>
          </SignedInfo>
          <SignatureValue>DEADBEEF</SignatureValue>
          <KeyInfo>
            <KeyName>cert1.kms.example.org</KeyName>
          </KeyInfo>
        </Signature>
      </SignedKmsCertificate>
      <SignedKmsCertificate Id = "cert2">
        <KmsCertificate Version = "1.1.0" Role = "External">
          <CertUri>cert1.kms.another.example.org</CertUri>
          <KmsUri>kms.another.example.org</KmsUri>
          <Issuer>www.another.example.org</Issuer>
          <ValidFrom>2000-01-26T00:00:00</ValidFrom>
          <ValidTo>2100-01-26T23:59:59</ValidTo>
          <Revoked>false</Revoked>
          <UserIdFormat>2</UserIdFormat>
          <UserKeyPeriod>604800</UserKeyPeriod>
          <UserKeyOffset>432000</UserKeyOffset>
          <PubEncKey>029A2F</PubEncKey>
          <PubAuthKey>029A2F</PubAuthKey>
          <ParameterSet>1</ParameterSet>
          <KmsDomainList>
            <KmsDomain>another.example.org</KmsDomain>
          </KmsDomainList>
        </KmsCertificate>
        <Signature xmlns = "http://www.w3.org/2000/09/xmldsig#">
          <SignedInfo>
            <CanonicalizationMethod Algorithm = "http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
            <SignatureMethod Algorithm = "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256"/>
            <Reference URI = "#cert2">
              <DigestMethod Algorithm = "http://www.w3.org/2001/04/xmlenc#sha256"/>
              <DigestValue>nnnn</DigestValue>
            </Reference>
          </SignedInfo>
          <SignatureValue>DEADBEEF</SignatureValue>
          <KeyInfo>
            <KeyName>cert1.kms.example.org</KeyName>
          </KeyInfo>
        </Signature>
      </SignedKmsCertificate>
    </KmsCertCache>
  </KmsMessage>
</KmsResponse>
<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
    <SignedInfo>
      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#hmac-sha256">
        <HMACOutputLength>128</HMACOutputLength>
      </SignatureMethod>
      <Reference URI="#xmldoc">
        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
        <DigestValue>nnnn</DigestValue>
      </Reference>
    </SignedInfo>
    <SignatureValue>DEADBEEF</SignatureValue>
    <KeyInfo>
      <KeyName>ink.12.user@example.org</KeyName>
    </KeyInfo>
  </Signature>
</SignedKmsResponse>

************************ End of change 8 *********************************


************************ Start of change 9 *********************************
[bookmark: _Toc516675518]D.4.3	Example XML
In this example, 'example:initiator@example.org' has sent a MIKEY I_MESSAGE to 'example:receiver@example.org' with KMS 'kms.reject.example.org'. At some point along the message flow, the KMS used for the receiver is rejected by entity 'example:processor.1@example.org'. The rejecting entity creates and returns a KRR proposing two KMS URIs for the receiver ('kms.option1.example.org' and 'kms.option2.example.org'). The KRR is received by 'example:processor.2@example.org' who rejects one of the proposed KMS URIs and creates a new KRR, embedding the old KRR within the new KRR and updating the list of receiver KMS URIs to the one that is acceptable ('kms.option1.example.org').
<?xml version="1.0" encoding="UTF-8"?>
<KmsRedirectResponse xmlns= "urn:3gpp:ns:mcsecKMSKRR:1.0" xmlns:xsi = "http://www.w3.org/2001/XMLSchema-instance" 
    xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" xsi:schemaLocation = "urn:3gpp:ns:mcsecKMSKRR:1.0 mcsecKMSKRR.xsd" 
	Version = "1.0.0" Id = "0123456789abcdef">
  <Time>2018-01-26T11:15:43</Time>
  <KRRCreatorUri>example:processor.2@example.org</KRRCreatorUri>
  <InitiatorUri>example:initiator@example.org</InitiatorUri>
  <InitiatorKmsUri>kms.init.example.org</InitiatorKmsUri>
  <ReceiverUri>example:receiver@example.org</ReceiverUri>
  <ReceiverKmsUri>kms.reject.example.org</ReceiverKmsUri>
  <InitiatorKmsList>
    <ANY></ANY>
  </InitiatorKmsList>
  <ReceiverKmsList>
    <KmsUri>kms.option1.example.org</KmsUri>
  </ReceiverKmsList>
  <ReceivedKmsRedirectResponse>
    <KmsRedirectResponse Version = "1.0.0" Id = "001122334455667788">
      <Time>2018-01-26T11:15:40</Time>
	  <KRRCreatorUri>example:processor.1@example.org</KRRCreatorUri>
	  <InitiatorUri>example:initiator@example.org</InitiatorUri>
	  <InitiatorKmsUri>kms.init.example.org</InitiatorKmsUri>
	  <ReceiverUri>example:receiver@example.org</ReceiverUri>
	  <ReceiverKmsUri>kms.reject.example.org</ReceiverKmsUri>
	  <InitiatorKmsList>
		<ANY></ANY>
	  </InitiatorKmsList>
	  <ReceiverKmsList>
		<KmsUri>kms.option1.example.org</KmsUri>
		<KmsUri>kms.option2.example.org</KmsUri>
	  </ReceiverKmsList>
	  <Signature xmlns = "http://www.w3.org/2000/09/xmldsig#">
	   <SignedInfo>
		  <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
		  <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256"/>
		  <Reference URI="#001122334455667788">
			 <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
			 <DigestValue>...</DigestValue>
		  </Reference>
	   </SignedInfo>
	   <SignatureValue>...</SignatureValue>
	   <KeyInfo>
		  <X509Data>
			 ...
		  </X509Data>
	   </KeyInfo>
	  </Signature>
    </KmsRedirectResponse >
  </ReceivedKmsRedirectResponse>
  <Signature xmlns = "http://www.w3.org/2000/09/xmldsig#">
   <SignedInfo>
      <CanonicalizationMethod Algorithm=" http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256"/>
      <Reference URI="#0123456789abcdef">
         <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
         <DigestValue>...</DigestValue>
      </Reference>
   </SignedInfo>
   <SignatureValue>...</SignatureValue>
   <KeyInfo>
      <X509Data>
         ...
      </X509Data>
   </KeyInfo>
  </Signature>
</KmsRedirectResponse>

************************ End of change 9 *********************************

************************ Start of change 10 *********************************
[bookmark: _Toc516675519]D.4.34	Example XML schema
This clause contains the XML schema for KMS Redirect Responses:
<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmlns:xsd = "http://www.w3.org/2001/XMLSchema" xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" 
  xmlns = "urn:3gpp:ns:mcsecKMSKRR:1.0" targetNamespace = "urn:3gpp:ns:mcsecKMSKRR:1.0" elementFormDefault = "qualified" version = "1.0">
  <xsd:import namespace = "http://www.w3.org/2000/09/xmldsig#" schemaLocation = "xmldsig-core-schema.xsd"/>
  
    <!-- An identifier for this type of response -->
  <xsd:element type = "KmsRedirectResponseType" name = "KmsRedirectResponse"/>

  <xsd:complexType name = "KmsRedirectResponseType">
    <xsd:sequence>
  <!-- The date and time --> 
      <xsd:element type = "xsd:dateTime" name = "Time" minOccurs = "1" maxOccurs = "1"/>
  <!-- The identity of the KRR creator. --> 
      <xsd:element type = "xsd:anyURI" name = "KRRCreatorUri" minOccurs = "1" maxOccurs = "1"/>
  <!-- The MIKEY initiating identity used within the MIKEY message (IDRi). --> 
      <xsd:element type = "xsd:anyURI" name = "InitiatorUri" minOccurs = "1" maxOccurs = "1"/>
  <!-- The MIKEY initiating KMS URI used within the MIKEY message (IDRkmsi). --> 
      <xsd:element type = "xsd:anyURI" name = "InitiatorKmsUri" minOccurs = "1" maxOccurs = "1"/>
  <!-- The MIKEY receiving identity used within the MIKEY message (IDRr). --> 
      <xsd:element type = "xsd:anyURI" name = "ReceiverUri" minOccurs = "1" maxOccurs = "1"/>
  <!-- The MIKEY receiving KMS URI used within the MIKEY message (IDRkmsr). --> 
      <xsd:element type = "xsd:anyURI" name = "ReceiverKmsUri" minOccurs = "1" maxOccurs = "1"/>
  <!-- The initiator list containing a list of acceptable KMS URIs (List of IDRkmsi's). --> 
	  <xsd:element name = "InitiatorKmsList" type = "KmsUriListType" minOccurs = "1" maxOccurs = "1"/>
  <!-- The receiver list containing a list of acceptable KMS URIs (List of IDRkmsr's). --> 
      <xsd:element name = "ReceiverKmsList" type = "KmsUriListType" minOccurs = "1" maxOccurs = "1"/>
  <!-- An embedded received KRR (optional, used if KRR is generated from a received KRR). --> 
      <xsd:element name = "ReceivedKmsRedirectResponse" type = "ReceivedKmsRedirectResponseType" minOccurs = "0" maxOccurs = "1"/>
  <!-- Allow extensions --> 
      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>
  <!-- A signature (using the originating identity) over the entire message (optional, but recommended). --> 
      <xsd:element ref = "ds:Signature" minOccurs = "0"/>
    </xsd:sequence>
    <xsd:attribute name = "Id" type = "xsd:string"/>
    <xsd:attribute name = "Version" type = "xsd:string" fixed="1.0.0"/>
    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>
  </xsd:complexType>

  <xsd:complexType name = "KmsUriListType">
    <xsd:sequence>
		<xsd:choice maxOccurs = "1">
		  <xsd:sequence>
			<xsd:element type="xsd:string" name="ANY" fixed=""/>
		  </xsd:sequence>
		  <xsd:sequence>
			<xsd:element type = "xsd:anyURI" name = "KmsUri" minOccurs = "0" maxOccurs = "unbounded"/>
		  </xsd:sequence>
		</xsd:choice>
		<xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>
	</xsd:sequence>	
    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>
  </xsd:complexType>
  
  <xsd:complexType name = "ReceivedKmsRedirectResponseType">
    <xsd:sequence>
	   <xsd:element name = "KmsRedirectResponse" type = "KmsRedirectResponseType" minOccurs = "1" maxOccurs = "1"/>
    </xsd:sequence>
  </xsd:complexType>
</xsd:schema>

************************ End of change 10 ******************************

************************ Start of change 11 *********************************
F.2.1.2	Example UID
This clause calculates an example UID demonstrating the hash defined in clause F.2.1.1.
In this example:
-	The identifier, P1, is sip:user@example.orguser@example.org.
-	The KMS identifier, P2, is kms.example.org.
-	The key period is 4 weeks, hence P3 is 2592000.
-	The offset, P4, is 0.
-	the calculation time is: <2014:01:26T10:07:14Z>, hence TIME is 3599719634.
Based on these details:
P5 = Floor ( (3599719634 – 0) / 2592000 ) = 1388.
Consequently, S is constructed from the concatenation of:
FC = 0x00
P0 = MIKEY-SAKKE-UID
L0 = 15
P1 = sip:user@example.org
L1 = 1620
P2 = kms.example.org
L2 = 15
P3 = 2592000
L3 = 3
P4 = 0
L4 = 1
P5 = 1388
L5 = 2
Using the conversion in Clause B.2 of TS 33.220 [17]:
S   = 	0x00 ||
0x4d 0x49 0x4b 0x45 0x59 0x2d 0x53 0x41 0x4b 0x4b 0x45 0x2d 0x55 0x49 0x44 || 0x00 0x0f ||
0x73 0x69 0x70 0x3a 0x75 0x73 0x65 0x72 0x40 0x65 0x78 0x61 0x6d 0x70 0x6c 0x65 0x2e 0x6f 0x72 0x67 || 0x00 0x10 0x14 ||
0x6b 0x6d 0x73 0x2e 0x65 0x78 0x61 0x6d 0x70 0x6c 0x65 0x2e 0x6f 0x72 0x67 || 0x00 0x0f ||
0x27 0x8d 0x00 || 0x00 0x03 ||
0x00 || 0x00 0x01 ||
0x05 0x6c || 0x00 0x02
Consequently:
UID 	=	SHA-256( 004d494b45592d53414b4b452d554944000f75736572406578616d706c652e6f726700106b6d732e6578616d706c652e6f7267000f278d000003000001056c0002 004d494b45592d53414b4b452d554944000f7369703a75736572406578616d706c652e6f726700146b6d732e6578616d706c652e6f7267000f278d000003000001056c0002 )
= bdfceef9ceb6e1f0c90d6ca286677acc535caac5d54e3797527f07bc3fa630363a81fb14c3b1d0fe43c9c577104d55a6d81788bfd2f09743c4557746a5a0353b
************************ End of change 11 ******************************


************************ Start of change 12 *********************************
[bookmark: _Toc516675609]J.3.4.2	PTT User (on and off-network)
[bookmark: _GoBack]If a user has the following MC Service ID (without authorisation):
sip:mc.user@example.org 
If the user is authorised to use a mcptt client, on and off-network (but no privileged signalling), then the IdM-provided access token sent to the KMS will contain the following values in the scope:
"3gpp:mc:auth:role:client:ptt"
"3gpp:mc:auth:offnet:mcptt:use"
"3gpp:mc:auth:offnet:mcptt:group_call_announcement"
"3gpp:mc:auth:offnet:mcptt:emergency_alert_announcement"
"3gpp:mc:auth:offnet:mcptt:call_setup_req"
The following is the user's authorised MC Service ID:
sip:mc.user@example.org?mc-role-client=01&mc-offnet-mcptt=0f  
If supported, the KMS shall provision keys to the user's KM client for both the original MC Service ID and the authorised MC Service ID.
[bookmark: _Toc516675610]J.3.4.3	Dispatcher
If we assume a dispatcher has full permission to take any action (on-network) and the following MC Service ID:
sip:mc.dispatcher@example.org 
Then the authorised MC Service ID is:
sip:mc.dispatcher@example.org?mc-role-client=07&mc-priv-mcptt=07&mc-priv-mcvideo=07&mc-priv-mcdata=7fmc.dispatcher@example.org?mc-role-client=07&mc-priv-mcptt=07&mc-priv-mcvideo=07&mc-priv-mcdata=7f
************************ End of change 12 *********************************
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