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Editor's Note:  Detailed use of Kr' to establish a security channel between eRemote-UE and eRelay-UE is FFS.

This editor’s note is related with the security establishment between eRemote UE and eRelay UE. In this solution a shared key Kr' is generated and stored in eRemote UE and eRelay UE. In sublcause 6.5 of [1], how to establish security between eRemote UE and eRelay UE has been defined. The shared key Kr' can be seen as KD. The existing mechanism could be reused.
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*************** Start of Change ****************
6.2.2.1
Authorization and Authentication of an eRemote-UE to Core Network and security context establishment between eRemote-UE and eRelay-UE

The following Figure shows high-level steps for Security Context Key Kr' generation between eRemote-UE and eRelay-UE:
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Figure 6.2.2.1-1: Kr' security context between eRemote-UE and eRelay-UE.
a)
First, the eRelay-UE follows the currently defined attach procedure in clause 5.3.2.1 of TS 23.401 [2], normal authentication and authorization process happens during attach procedure.  NAS security with confidentiality and integrity is required between eRelay-UE and the MME.  Secondly, the eRemote-UE establishes a PC5 connection with the eRelay-UE, and it authenticates to the core network via the eRelay-UE. 
b)
KASME and NAS SMC is completed between MME and eRemote-UE. 

c)
MME generates Kr' using NAS UPLINK count of eRemote-UE similar to KeNB generation. Similarly, eRemote-UE generates the Kr'. 

d)
MME sends the Kr' generated to eRelay-UE encrypted using eRelay-UE's NAS key here called as KNAS_Relay_UE. Both eRemote-UE and eRelay-UE share the Kr' and forms a secure channel between them.
NOTE: the existing mechanism in TS33.303 [6] is reused to establish security between eRemote UE and eRelay UE.  
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