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1. Overall Description:

SA3 would like to thank GSMA for the LS on LTE and the upcoming 5G standard. 
Given only the information in the LS, i.e. the abstract of the paper, and given the short time available for review, SA3 would like to provide preliminary feedback:

- SA3 considers the active attack exploiting the lack of integrity protection as the most severe of the described attacks. 
- SA3 feels that 5G standalone security architecture is in reasonable shape in respect of this attack, but early implementations may have limited support for UP integrity.

- SA3 will consider how and whether the described attack could be countered in LTE or EN-DC.
- SA3 would like to note that a similar attack is actually possible at any point on the communication path between the UE and the DNS server. Integrity protection of the communication over DRBs only protects the radio link. It does not protect against anyone tampering with a DNS request anywhere else on the path (potentially on the internet, outside the operator's domain). Only e2e security can protect against such threats.
2. Actions:

To GSMA CVD Governance Team.

ACTION:
SA3 would kindly request GSMA CVD Governance Team to take the above into account and keep 3GPP SA3 updated.
3. Date of Next TSG-SA WG3 Meetings:

SA3#91Bis
21-25 May 2018

La Jolla (US)

SA3#92
20-24 August 2018

(TBC) China
