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Abstract of document:

TR 33.880 contains a study of the security aspects of the Mission-Critical service, following on from the security work performed for MCPTT in Rel-13. It enhances the security solutions defined in TS 33.179 to define cross-service improvements, enhancements to MCPTT (eMCPTT), data services (MCData), and video services (MCVideo).
In each case, this study includes an analysis of the threats to the service, the security requirements to mitigate those threats and an evaluation of possible technical solutions designed to meet the security requirements of the service. An evaluation is performed to identify solutions to specify in TS 33.180.
Changes since last presentation to SA:
This is the first presentation. 

Outstanding Issues:
Cross Service:

· Enhanced authentication of privileged command-and-control signalling within MCX (e.g. ambient listening, remotely initiated call, ambient viewing, file download push requests) is not defined.

· Evaluations of MCX Service enhancements are not completed.

eMCPTT:

· It is not possible to secure eMCPTT feature 'Temporary Group call – user regroup' based on existing SA6 flows. A request has been made to SA6 to update call flows.

· Evaluations of eMCPTT features are not completed.
MCData:

· It is unclear what SDS signalling is transferred during setup of SDS sessions and what signalling is transferred within the media plane of SDS sessions. Consequently, while security solutions exist, the solutions do not clearly define what is secured within specific messages.
· Security of SDS payload is not agreed. This is dependent on protocol choice for SDS payloads. 

· No solutions for security of off-network SDS are defined. This is dependent on the information content and format of off-network SDS messages which is not yet clearly defined.

· No solutions for security of file transfer for MCData are defined. This is dependent on the data format for files during file transfer over HTTP or media plane. 
· Evaluations of MCData features are not completed.
MCVideo:
· None
Contentious Issues:

· None.
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