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1
3GPP Work Area

	x
	Radio Access

	x
	Core Network

	x
	Services


2
Classification of WI and linked work items
2.0
Primary classification
This work item is a …

	
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	x
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	690045
	EGPRS Access Security Enhancements  in relation to Cellular IoT
	


This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	x
	Stage 3 (go to 2.3.3)

	x
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	690045
	EGPRS Access Security Enhancements  in relation to Cellular IoT
	TR 33.860


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	CR 0036 to 3GPP TS 43.020 (S3-160285)
	
	This CR introduces these algorithms into 3GPP Release 13.



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	690045
	EGPRS Access Security Enhancements  in relation to Cellular IoT
	TR 33.860

(based on the TS created in this WID)


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

TR 33.860 identifies that the following new algorithms need to be specified as part of the EGPRS Access Security Enhancements in relation to Cellular IoT Work Item:

· an integrity algorithm GIA4

· an encryption algorithm GEA5

· an integrity algorithm GIA5

These algorithms necessitate the production of new specifications and test specifications.
4
Objective

SA3 to deliver the following new specifications based on work delivered from ETSI SAGE.

For GIA4 three new TSs need to be created and published:

· 3G Security; Specification of the GIA4 encryption algorithms for GPRS; GIA4 specification

· Scope/objective: This document specifies the technical details of the GIA4 algorithm.  The document’s structure will be similar to 3GPP TS 35.215.
· 3G Security; Specification of the GIA4 encryption algorithms for GPRS; Implementers' test data

· Scope/objective: This specification gives detailed test data for implementers of the GIA4 algorithm.  It provides visibility of the internal state of the algorithm to aid in the realisation of the algorithm.  The document’s structure will be similar to 3GPP TS 35.217.
· 3G Security; Specification of the GIA4 encryption algorithms for GPRS; Design conformance test data

· Scope/objective: This document specifies black-box test data for the GIA4 algorithm.   The test data will be selected to give a high degree of confidence that the implementation is correct. The document’s structure will be similar to 3GPP TS 35.218.
GEA5 and GIA5 will be treated together in three new TSs:

· 3G Security; Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; GEA5 and GIA5 specification
· Scope/objective: This document specifies the technical details of the GEA5 and GIA5 algorithms.  The document’s structure will be similar to 3GPP TS 35.215.
· 3G Security; Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Implementers' test data

· Scope/objective: This specification gives detailed test data for implementers of the GEA5 and GIA5 algorithms.  It provides visibility of the internal state of the algorithms to aid in the realisation of the algorithms.  The document’s structure will be similar to 3GPP TS 35.217.
· 3G Security; Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Design conformance test data
· Scope/objective: This document specifies black-box test data for the GEA5 and GIA5 algorithms.   The test data will be selected to give a high degree of confidence that the implementations are correct. The document’s structure will be similar to 3GPP TS 35.218.
5
Service Aspects

none
6
MMI-Aspects

none
7
Charging Aspects

None
8
Security Aspects

This is a security work item.
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	x
	x
	x
	

	No
	x
	
	
	
	x

	Don't know
	
	
	
	
	


10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	TS 35.zzz
	3G Security; Specification of the GIA4 encryption algorithms for GPRS; GIA4 specification
	SA3
	-
	-
	3GPPSA#72
	ETSI SAGE will provide most of the content for these specifications on these timescales based on the SA3 LS's already sent to them.

	TS 35.yyy
	3G Security; Specification of the GIA4 encryption algorithms for GPRS; Implementers' test data
	SA3
	-
	-
	3GPPSA#72
	

	TS 35.xxx
	3G Security; Specification of the GIA4 encryption algorithms for GPRS; Design conformance test data
	SA3
	-
	-
	3GPPSA#72
	

	TS 35.www
	3G Security; Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; GEA5 and GIA5 specifications
	SA3
	-
	-
	3GPPSA#72
	

	TS 35.vvv
	3G Security; Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Implementers' test data
	SA3
	-
	-
	3GPPSA#72
	

	TS 35.uuu
	3G Security; Specification of the GPRS confidentiality and integrity algorithms GEA5 and GIA5; Design conformance test data
	SA3
	-
	-
	3GPPSA#72
	


Note: These specifications will be R13 specifications as the referring specifications are R13.
	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	
	
	
	
	


11
Work item rapporteur(s)
Tim Evans, Vodafone
12
Work item leadership

SA#3

13
Supporting Individual Members
	Supporting IM name

	Vodafone

	Ericsson

	Orange

	TeliaSonera
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