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	Feature / Item:
	

	Affects:
	UE/MS:
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	CN:
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	GERAN:


	UTRAN:
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	Expected Completion Date:
	09/2015

	Service(s) impacted:
	WebRTC

	Specification(s) affected:
	TR 33.872, TS 33.203

	Task(s) within work which are not complete:
	Completing study on security aspects of WebRTC NAT traversal, especially TURN credential provisioning, and specifying solution. Completing study on Security aspects third-party WebRTC access in the case where the 3rd party allocates IMS identities from a block (Wild-carded IMPU).

	Consequences if not included in Release 13:
	Security for NAT traversal will not be available. Security functionality of wild-carded IMPU will not be available.


Abstract of document:

The TR contains a study on security issues following the potential modifications of the IMS architecture and stage 2 procedures as required by the support of eWebRTCi (Enhancements to WEBRTC interoperability). 

In particular, the present document focuses on: Feasibility of support for end to end WebRTC security, security aspects of WebRTC NAT traversal, and security aspects of third-party WebRTC access in the case where the 3rd party allocates IMS identities from a block (Wild-carded IMPU). 
Contentious Issues:

None.
