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*** FIRST MODIFICATION ***
[bookmark: _Toc398716871]11.5	IRI for IMS Conference Services

The IRI will in principle be available in the following phases of a conference service transmission:
1. At a conference creation, when the target successfully provisions or requests that a conference is created; 
2. At the start of a conference, when the first party is joined to the conference; the conference may be provisioned or requested by the target or the conference is the target of interception;
3.	At the end of a conference, when the last party on the conference leaves or the conference is terminated by the conference server; the conference may be provisioned or requested by the target or the conference is the target of interception;
4.	At certain times when relevant information are available.
The IRI may be subdivided into the following categories:
1.	Control information for HI2 (e.g. correlation information);
2.	Basic data communication information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.
There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.
Table 11.1: Mapping between IMS Conference Service Events and HI2 records type
	Event
	IRI Record Type

	Start of Conference (successful)
	BEGIN

	Start of Intercept with Conference Active
	BEGIN

	Conference Service Party Join
	CONTINUE

	Conference Service Party Leave
	CONTINUE

	Conference Service Bearer Modify
	CONTINUE

	Conference Service End (unsuccessful)
	CONTINUE

	Conference Service End (successful)
	END

	Start of Conference (unsuccessful)
	REPORT

	Conference Service Creation
	REPORT

	Conference Service Update
	REPORT



A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.
Table 11.2: Mapping between Events information and IRI information
	Parameter
	description
	HI2 ASN.1 parameter

	Bearer Modify ID
	Identity of the party modifying or attempting to modify a media bearer
	bearerModifyPartyID (partyIdentity)

	Conference End Reason
	Provides a reason for why the conference ended.
	confEndReason

	Conference URI

	A URI associated with the conference being monitored.
	confID 

	Correlation Number
	The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  
	confCorrelation

	Event Date
	Date of the event generation in the AS/MRFC.
	timestamp

	Event Time

	Time of the event generation in the AS/MRFC server. Timestamp shall be based on the AS/MRFC internal clock.
	

	Event Type
	Description which type of event is delivered: Start of Conference, Party Join, Party Leave, Bearer Modifiy, Start of Intercept on an Active Conference, Conference End
	confEvent

	Failed Bearer Modify Reason
	Provides a reason for why a bearer modification attempt failed
	confEventFailureReason

	Failed Conference End Reason
	Provides a reason for why a conference end attempt failed
	confEventFailureReason

	Failed Conference Start Reason
	Provides a reason for why a conference start attempt failed.
	confEventFailureReason

	Failed Party Join Reason
	Provides a reason for why a party join attempt failed.
	confEventFailureReason

	Failed Party Leave Reason
	Provides a reason for why a party leave attempt failed.
	confEventFailureReason

	Identity(ies) of Conference Controller

	Identifies the parties that have control privileges on the conference, if such information is configured in the system.
	confControllerID (partyIdentity)

	Initiator

	The initiator of a request, for example, the target, the network, a conferee.
	confEventInitiator 

	Join Party ID

	Identity of the party successfully joining or attempting to join the conference.
	joinPartyID  (partyIdentity)

	Join Party Supported Bearers
	Identity of bearer types supported by the party successfully joining the conference
	confPartyInformation (supportedmedia)

	Leave Party ID

	Identity of the party leaving or being requested to leave the conference.
	leavePartyID (partyIdentity)

	List of Conferees

	Identifies each of the conferees currently on a conference (e.g., via SIP URI or TEL URL).
	confPartyInformation (partyIdentity)

	List of Potential Conferees

	Identifies each of the parties to be invited to a conference or permitted to join the conference (if available).
	listOfPotConferees (partyIdentity)

	List of Waiting Conferees
	Identifies each of the conferees awaiting to join a conference (e.g., called in to a conference that has not yet started)
	listOfWaitConferees (partyIdentity)

	Media Modification
	Identifies how the media was modified (i.e., added, removed, or changed) and the value for the media
	mediaModification

	Network Element Identifier
	Unique identifier for the element reporting the ICE.
	networkIdentifer

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	Observed IMPU

	IMS Public User identity (IMPU) of the target.  In some cases, this identity may not be observed by the MRFC. Also see Note 1.
	partyInformation (partyIdentity)

	Observed IMPI

	IMS Private User identity (IMPI) of the target. In some cases, this identity may not be observed by the MRFC.  Also see Note 1.
	partyInformation (partyIdentity)

	Observed Other Identity
	Target identifier with the NAI of the target.
	partyInformation (partyIdentity)

	Party Leave Reason
	Provides a reason for why a party left the conference
	reason

	Party(ies) Affected by Bearer Modification
	The list of parties affected by a media bearer modification 
	confPartyInformation (partyIdentity)

	Potential Conference End Time
	The expected end time of the conference, if such end information is configured in the system.
	potConfEndInfo (timestamp)

	Potential Conference Start Time
	The expected start time of the conference, if start time information is configured in the system.
	potConfStartInfo (timestamp)

	Recurrence Information

	Information indicating the recurrence pattern for the event as configured for the created conference.
	RecurrenceInfo

	Supported Bearers
	Provides all bearer types supported by a conferee in a conference
	confPartyInformation (supportedmedia)

	Temporary Conference URI
	A temporarily allocated URI associated with a conference being monitored.
	tempConfID



NOTE 1:	In most cases, either the IMPU or IMPI may be available, but not necessarily both.
NOTE 2:	LIID parameter must be present in each record sent to the LEMF.


*** NEXT MODIFICATION***
[bookmark: _Toc398716874]11.5.1.2	BEGIN record information
The BEGIN record is used to convey the first event of conference service communication interception.
The BEGIN record shall be triggered when:
-	a target provisioned or requested conference is started (i.e., when the first party is joined to the conference, or when the first party accesses the conference but must wait for a conference host/owner/chairman to join); 
-	a conference that is the target of interception is started (i.e., when the first party is joined to the conference, or when the first party accesses the conference but must wait for a conference host/owner/chairman to join);
-	an interception is activated during an on-going conference call.
Table 11.3: Conference Service Start (Successful) BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference Start).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	list of potential conferees
	C
	Provide, when available, the party identities that are invited or permitted to join the conference.

	list of conferees
	C
	Provide at least one when available; provide the party identities on the current conference and/or party identitites of those who have accessed the conference.  See Note

	list of waiting conferees
	
	

	supported bearers
	C
	For each conferee, provide all bearers that are actively supported in this conference

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	



NOTE:	List of Waiting Conferees is only reported if the conference service allows party members to access a conference but they do not receive conference media.   

Table 11.4: Start of Intercept with Conference Active BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Intercept Start with Active Conference).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful interception identifier
	M
	Shall be provided.

	correleation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	list of conferees
	M
	Provide the party identities on the current conference.

	supported bearers
	M
	For each conferee, provide all bearers that are actively supported in this conference

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	




*** NEXT MODIFICATION***
[bookmark: _Toc398716875]11.5.1.3	CONTINUE record information
The CONTINUE record is used to convey the events during an active conference.
The CONTINUE record shall be triggered when:
-	a party successfully joins the target’s conference or a conference that is the target of interception;
- 	a party unsuccessfully attempts to join the target’s conference or a conference that is the target of interception;
- 	a party successfully leaves (e.g., normal disconnection or involuntary termination/removal) a target’s conference or a conference that is a target of interception;
- 	a party unsucessfully attempts to drop another party from the target’s conference or a conference that is the target of interception;
-	a party successfully modifies (e.g., adds, removes, changes) media in the conference;
-	a party unsuccessfully manages modifies (e.g., adds, removes, changes) media in the conference;
-	there was an unsuccessful attempt to terminate a target provisioned or requested conference;
-	there was an unsuccessful attempt to terminate a conference that is the target of interception.
In order to enable the LEMF to correlate the information on HI3, a new correlation number shall not be generated within a CONTINUE record.
NOTE: Reporting of participant signalling to manage conference features (e.g., (un)mute) is for further study.
Table 11.5: Conference Service Party Join (successful) CONTINUE Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Join).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	join party ID
	M
	Provide the identity of the party joining the conference.

	initiator (of party join request)
	C
	Provide if different from join party ID.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	join party supported bearers
	M
	Provide all bearers that the party joining the conference supports.



Table 11.6: Conference Service Party Join (unsuccessful) CONTINUE Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Join).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	join party ID
	M
	Provide the identity of the party attempting to join the conference.

	initiator (of party join request)
	C
	Provide if different from join party ID.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	failed party join reason
	M
	Provide information about the reason the attempted party join failed.



Table 11.7: Conference Service Party Leave (successful) CONTINUE Record 
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Leave).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	leave party ID
	M
	Provide the identity of the party leaving the conference or the identity of the party dropped from the conference

	initiator (of party leave request)
	C
	Provide if different from leave party ID

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	party leave reason 
	M
	Provide information about the cause of the party leave (e.g.,  party hang up,  party drop, or removed by conference controller)

	supported bearers
	M
	Provide all bearers that the party leaving the conference supported.



Table 11.8: Conference Service Party Leave (unsuccessful) CONTINUE Record 
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Leave).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	leave party ID
	M
	Provide the identity of the party attempting to leave the conference or the identity of the party that was requested to be dropped from the conference.

	initiator (of party leave request)
	C
	Provide if different from leave party ID.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	failed party leave reason
	M
	Provide information about the reason the conference party leave or dropped failed.



Table 11.9: Conference Service Bearer Modify (successful) CONTINUE Record 
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Bearer Modify).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	bearer modify ID
	M
	Provide the identity of the party modifying a bearer.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	media modification
	M
	Provide information about bearer modification (i.e., add, remove, change) and value of media.

	Parties affected by bearer modification
	M
	Provide the party identities of those conferees affected by the bearer modification.



Table 11.10: Conference Service Bearer Modify (unsuccessful) CONTINUE Record 
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Bearer Modify).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided. 

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	bearer modify ID
	M
	Provide the identity of the party who attempted the action

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	media modification
	M
	Provide information about the attempt to modify a bearer (i.e., add, remove, change) and value of media.

	failed bearer modify reason
	M
	Provide information about the reason for failed bearer modification.



Table 11.11: Conference Service End (unsuccessful) CONTINUE Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference End).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	initiator (of conference end request)
	M
	Provide information on the initiator of the conference end (e.g,, target, network, conferee).

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	failed conference end reason
	M
	Provide information about the reason for the failed conference end.




*** NEXT MODIFICATION***
[bookmark: _Toc398716876]11.5.1.4	END record information
The END record is used to convey the last event of a conference service communication.
The END record shall be triggered when:
-	a target provisioned or requested conference is terminated;
-	a conference that is the target of interception is terminated;
Table 11.12: Conference Service End (successful) END Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference End).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	initiator (of a conference end request)
	M
	Provide information on the initiator of the conference end (e.g,, target, network, conferee).

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	conference end reason
	M
	Provide information about the reason for the conference end (e.g., expiration of time limit; party termination command, last user left conference).




*** NEXT MODIFICATION***
[bookmark: _Toc398716877]11.5.1.5	REPORT record information
The REPORT record is used to report non-communication related subscriber actions (events) and for reporting creations and updates of provisioned (e.g., future) conferences.
The REPORT record shall be triggered when:
-	a target successfully provisions or requests that a conference be created;
-	a target successfully provisions or requests that a conference be updated (e.g., modify or delete);
- 	a target provisioned or requested conference fails to start (e.g., no parties join the conference);
-	a conference that is the target of interception fails to start (e.g., no parties join the conference).
Table 11.13: Conference Service Start (Unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide Conference event type (i.e., Conference Start).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	list of potential conferees
	C
	Provide, when available, the party identities that are invited or permitted to join the conference.

	list of waiting conferees
	C
	Provide, when available, the known party identities of those parties awaiting to join the conference.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	failed conference start reason
	M
	Provide information about the reason for a failure of a conference start.



Table 11.14: Conference Service Creation REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide Conference event type (i.e., Creation).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	list of potential conferees
	C
	Provide, when available, the identities to be invited to or allowed to join the provisioned (i.e., future) conference.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance

	temporary conference URI
	
	

	potential conference start date and time
	C
	Provide, when available, the date and start time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI

	potential conference end date and time
	C
	Provide, when available, the date and end time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI

	recurrence information 
	C
	Provide, when available, information concerning the frequency or pattern of recurrence of the created conference.  Will be NULL if a single instance of a conference is created.

	identity(ies) of conference controller
	C
	Provide, when available, identity(ies) of parties that have control privileges on the conference.



Table 11.15: Conference Service Update REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide Conference event type (i.e., Conference Update).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful interception identifier
	M
	Shall be provided.

	list of potential conferees
	C
	Provide, when available, the identities to be invited to or allowed to join the provisioned (i.e., future) conference.

	conference URI
	C
	Provide at least one and others when available; provide the URI associated with the conference under surveillance.

	temporary conference URI
	
	

	potential conference start date and time
	C
	Provide, when available, the date and/or start time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI.

	potential conference end date and time
	C
	Provide, when available, the date and/or end time of the conference that is being created.  This is statically provisioned information and is not correlated to the timestamp requirements for LI.

	recurrence information 
	C
	Provide, when available, information concerning the frequency or pattern of recurrence of the created conference.  Will be NULL if a single instance of a conference is created.

	identity(ies) of conference controller
	C
	Provide, when available, identity(ies) of parties that have control privileges on the conference.




*** END OF MODIFICATIONS ***
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