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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

Y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
In the visionary future of Connected Life, it is foreseen that enhancements are needed to facilitate provisioning of all attributes necessary for providing the connectivity to the machine to machine UEs in the area of Health, Education, Automotive and Smart Cities. It is seen as important to provide an operator added value to connectivity services as well as ease of use for MTC subscribers. 

One particular aspect of the PS Domain connectivity in 3GPP system is that a correct APN is required to establish a PDN Connection. Solutions exist where a list of APNs for different MNOs is stored in the Mobile Equipment (ME), but this places a management overhead on either the ME supplier or current Home Operator to keep such list up-to-date in the ME. For a truly global MTC Module that would mean that it have to contain and maintain a list of over 1000 different APNs to satisfy all markets. Even to cover a local geographic region, such as Europe, several hundred different APNs would need to be preloaded and maintained.

For MTC service the ME (i.e. telematics module) is often a very generic module whereas the machine to machine application is usually very specific and can often require the use of a specific dedicated APN. In the case of APN provided by the UE in PDN Connection establishment then the MNO may be forced to perform device management to the ME or perform SIM-OTA provisioning to the UICC. 

The correct APN to be used depends on the MNO subscription identified by the IMSI and thereby the USIM. The correct APN may also depend on the particular application unless a multiservice APN is used. APN may also be used to identify a MTC UE for the purpose of MTC roaming SLAs. Emergency APN is needed for emergency services but such APN is provided by the network when a UE is requesting an Emergency PDN connection.

1
Scope

The scope of this study is:

-
to provide details about the use cases where there is a need of control of APNs;

-
to identify potential new requirements to fulfil the use cases;

-
to identify potential solutions to fulfil the use cases;

The scope of the study is focussed on Machine-To-Machine UEs but can take into account a more generic set of UEs.

This study will identify what connectivity use-cases that are needed to be fulfilled, and study if multiple APN or a multi-purpose APN per subscription (IMSI) combined with other 3GPP specified features can support those connectivity use-cases. The study will also analyse the impacts in scenarios where the service provider decides to change the MNO.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.101: "Service Aspects; Service Principles".

[3]
3GPP TS 21.111: "USIM and IC card requirements".
[4]
"GSMA Remote Provisioning Architecture for Embedded UICC Technical Specification" Version 2.0 
[5]
"OMA Device Management Protocol", Version 2.0, Open Mobile Alliance™,
URL: http://www.openmobilealliance.org/
[6]
"OMA Lightweight M2M Protocol", Version 1.0, Open Mobile Alliance™,
URL: http://www.openmobilealliance.org/
[7]
OMA Device Management Bootstrap Version 1.2. http://technical.openmobilealliance.org/Technical/technical-information/release-program/current-releases/dm-v1-2
 [8]
OMA Device Management Connectivity Management Objects (ConnMO) V1.0. http://technical.openmobilealliance.org/Technical/technical-information/release-program/current-releases/connmo-v1-0.

 [9]
Standardized Connectivity Management Objects 3GPP Packet Switched Bearer Parameters For use with OMA Device Management. http://technical.openmobilealliance.org/Technical/technical-information/release-program/current-releases/connmo-v1-0.
[10]
3GPP TS 31.115: "Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications"
[11]
3GPP TS 31.116: "Remote APDU Structure for (U)SIM Toolkit applications"
3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Use cases
4.1
Automotive
4.1.1
Use Case Description

The mobile service provider needs to support an automotive service provider that uses different applications with distinct connectivity needs, QoS requirements and billing profiles. As the ME is a non-trusted equipment the MNO utilizes network based features to avoid application misusage of lower cost connectivity.
4.1.2
Pre-conditions

The automotive service provider uses 3 different applications:

-
A car diagnostic application that is regularly connected to an application server to send diagnostic data;
-
An anti-theft application that requires a data connection to an application server only when triggered by specific events with strict SLA, e.g. delivery of theft alert within x seconds;

-
A customer care service that uses both voice and data traffic that has a specific billing profile.

All the applications can be active at the same time.
The mobile service provider provides different levels of characteristics, e.g. Quality of service and charging, for each application type. 
4.1.3
Service Flows

Multi-purpose APN based Service Flow

In order to support the different characteristics of the different applications, the mobile service provider uses the bearer service attributes QCI and ARP. Flow based Charging (introduced in Release 6) or Policy Control and Charging (PCC) (introduced in Release 7) is used to provide the 3 applications with the right bearer service characteristics and priority as well as charging/billing in accordance with the SLA. 

Multiple APN based Service Flow 

In order to support the different characteristics of the different applications, the mobile service provider uses different APNs to distinguish the different applications:

-
An APN_CAR_DIAGNOSTIC APN is allocated for car diagnostic application to support frequent data connectivity;

-
A GOLD_APN is allocated for the anti-theft application to ensure the data connectivity fulfills the strict SLA;

-
An APN_CUSTOMER_CARE is allocated for customer care service to support a specific billing profile.
There is a need of simultaneously active IP stacks if and whenever multiple connections to different APNs are used. In the case where the MNO uses 3 different APNs as listed above it is required that the device has the capability to support 3 IP stacks and 3 IP addresses simultaneously. 

4.1.4
Post-conditions

Each application uses distinct and different characteristics for communication.

4.1.5
Potential technical solutions

Three potential technical solutions based on the network features, Device Management or the UICC have been respectively identified.

4.1.5.1
UICC based solution

A list of APNs (all the mandatory and optional fields) is stored in the UICC. This list contains some additional information to link one specific APN to one specific application (for instance, an optional description field can be allocated into the APN storage area of the UICC; then each application / each UICC issuer has the responsibility of the coding (a description text label, a digital encryption/signature based on shared keys, etc.). 
The UICC may also contain some information to restrict the access to the list of APNs to specific applications. (note that the scope is for an UICC to prevent an un-authorized application on the ME to retrieve info dedicated to another application´s APN, thus the restriction mechanism has an impact only on the UICC and not on the ME). 
Each ME application retrieves the corresponding APN from the list in the UICC, then informs the UE which APN to use to route the application data connection traffic. 
The list of APNs in the UICC can be updated OTA.
Below are listed some possible solutions how a SIM-OTA Server knows that the user of the UE has installed a new application and APN needs to be configured for that application:
1)
User-initiated application download #1 - For instance, the ME application designer can develop the application in a way to inform the user (or a platform) with an alert in case the needed APN on the UICC is missing. This event can be used to trigger an OTA download mechanism to add the APN into the UICC list.

2)
User-initiated application download #2 – Before initiating the ME application download, an "eligibility check" is performed to verify whether the user has the corresponding APN into the UICC list. If the "eligibility check" is OK, then the ME application download starts. If the "eligibility check" is NOK, other solutions are possible: to abort the transaction; to initiate an APN list OTA download on the UICC session; to inform the user; etc.
3)
MNO-initiated application download. Another solution is first to OTA download the APN list in the UICC, then to trigger the ME application download process only for those subscribers who has correctly completed the OTA download of the APN in the UICC.

4.1.5.2
Device Management based solution

There is currently an existing mechanism to configure APNs for specific applications in the application profile configured on the device. Such a mechanism has been widely used for configuration of APNs for MMS, data (internet) traffic, email, etc. on feature phones as well as smart phones. OMA-CP and OMA-DM CONNMO protocols both support the ability to configure APNs per application profile. This current mechanism supports both the multi-purpose APN flow and the multiple APN flow described in clause 4.1.3.

While the capability to support APN configuration is not currently included in OMA Lightweight M2M (LWMM), the device management protocols specifically identified for constrained m2m devices, could also be enhanced to support APN configuration. 

The following methods can be employed in performing APN configurations. 

a)
Client Initiated bootstrap: DM Client contacts the DM Server to retrieve the Bootstrap information [5]. OMA-DM R1.3 and above support this method.
b)
Customized Bootstrap or factory bootstrap: Configuration is loaded in factory [5]. This is a combination of UICC based solution and Device Management based solution. Supported in OMA-DM R1.x, OMA-DM R2.0 and OMA-LWM2M R1.0.

c)
Smart Card bootstrap: Bootstrap information (including APN configuration if needed) is applied to device configuration when the device is switched on [5]. A specific policy may disable that functionality in DM 1.x & DM2.0 further enabling other methods described in a) to take over further settings (including APN’s). Both OMA-DM [5] and OMA-LWM2M [6] support this method. 
d)
Server Initiated bootstrap: When a new device is detected in the network, the core network informs the DM server of the new device address. DM Server receives the device address, then performs a Push mechanism to transfer the configuration information (including APN information) to the device. The DM Client only accepts Bootstrap Messages from an authorized DM Server [5].
4.1.5.3
Multi-purpose APN based solution

Solutions are provided based on existing features for Bearer Service QCI and ARP mechanism as well as Flow based Charging / Policy Control and Charging (PCC). When a UE requests a new PDN connection with a new APN it will receive a new IP address. The multi-purpose APN soultion is using a single IP adress and IP stack.
Table 1 shows the mechanisms available in 3GPP to satisfy the various objectives of this use case, in addition to the parameters required to be modified and a description of the mechanism.
Table 1: Single APN usage for multiple services
	Objective
	Mechanism
	Parameters
	Description

	Frequent connections
	None needed
	
	

	Privacy & authentication
	VPN
	IPSec or SSL, Tunnel or transport, ACL.
	

	High quality of service
	QCI, ARP
	QCI 1 to 3 = GBR bearer, high priority (e.g. 2), low packet loss rate (10-2 to 10-3), High ARP Priority Level (PL), PVI=0 to prevent pre-emption.
	QCI Priority refers to priority in terms of resource allocation for a specific service i.e. in case where the UE is running concurrently VoIP (higher QCI priority) session and browsing WWW (lower QCI priority), the resources are assigned firstly to packets of VoIP and then to WWW (and e.g. if we don’t have in the particular TTI resources to assign both packets, WWW need to wait and VoIP goes through).

ARP priority refers to priority in terms of allocation of a service / bearer, i.e. if the eNB is highly loaded and a UE would like to setup VoIP (higher ARP priority) and WWW (lower ARP priority), the eNB would typically set only VoIP session, in order not to get overloaded. Or in other case if it is already overloaded it would kick off the bearers / services with lower ARP priorities.

	Specific billing profile
	Sponsored data connectivity
	PCRF function provisioning
	


4.1.5.4
APN provisioning based on OMA DM bootstrap from UICC
APNs may be defined in an OMA DM Connectivity Management Object (ConnMO), as specified in [8] and [9], which is contained in the DM bootstrap file stored in the UICC. The ME reads the information from the UICC when a new UICC is detected, as specified in OMA DM Bootstrap specification [7]. 

The applications in the ME can then use the APN information (e.g. Identifier of the APN, Name parameter of the APN or other attributes of the APN) to select an APN from the DM Tree which has been loaded with APNs information read from the bootstrap file from UICC.

The UE is not required to connect to the OMA server to get further configuration. 

The DM bootstrap file in the UICC (containing the ConnMO instance) can be updated via OTA as defined in 3GPP TS 31.115 [10] and 3GPP TS 31.116 [11].

4.2
In-vehicle User Equipment
4.2.1
Use Case Description

A smart in-vehicle user equipment provider offering connected devices without knowing in advance the mobile service provider that will be used by the automotive service provider. 
4.2.2
Pre-conditions

The mobile service provider is not known by the automotive service provider.

4.2.3
Service Flows

The mobile service provider can be a Mobile Network Operator (MNO) or a Mobile Virtual Network Operator (MVNO). Data connectivity to be enabled is depending on which M(V)NO that is selected. The characteristics of the data connectivity is determined by subscriber profiles in HSS and PCC (or Flow based Charging) policies configured by the selected M(V)NO. Such subscriber information contain among other things default bearer characteristics and APN information.

One scenario for the automotive service provider is provided below:

1)
at the manufacturing stage, a UICC is inserted into the in-vehicle UE. This UICC does not have an active USIM;

2)
the M(V)NO is selected;

3)
a USIM with the M(V)NO authentication credentials and profile is activated in the UICC;

4)
the data connectivity is enabled using the selected mobile service provider, Bearer Service characteristics are set to the default bearer as described in subscriber information.

4.2.4
Post-conditions

The data connectivity is enabled using the selected mobile service provider in accordance with the subscription. 
4.2.5
Potential technical solutions

4.2.5.1
UICC based solution
An APN (all the mandatory and optional fields that allow an APN to be identified unambiguously) is stored in the UICC. The UE retrieves the APN from the UICC and use this APN for the data connection. 

4.2.5.2
Device Management based solution 
This is a common scenario of device profile customization when a device is paired with a UICC. Once the device (IMEI) and UICC (IMSI) combination is detected, the device is automatically configured with application profiles (including APN information) specific to the operator. The behavior of automatic device detection (ADD) is specified by 3GPP. In practice there are several mechanisms possible to perform such device detection, e.g., HLR ADD notification [2], SS7 IMEI_CHECK and other similar SS7 message from MSC, or via an UICC applet initiated trigger.
The following methods can be employed in performing APN configurations. 

a)
Client Initiated bootstrap: DM client contacts the DM Server to retrieve the Bootstrap information [5]. OMA-DM R1.3 and above support this method. 
b)
Server Initiated bootstrap: When a new device is detected in the network, the core network informs the DM server of the new device address. DM Server receives the device address, then performs a Push mechanism to transfer the configuration information (including APN information) to the device. The DM Client only accepts Bootstrap Messages from an authorized DM Server [5].
4.2.5.3
Network based solution

As part of the authentication procedures when a MTC Device attaches to the VPLMN the authentication vectors and subscriber profiles are communicated from HSS to SGSN/MME. The subscriber profile includes a single APN (or a PDN subscription context marked as default with associated default APN [23.060 A.1]). SGSN/MME is using this APN in the GTP signaling for PDN connection establishment towards the GGSN/PDN GW. This will work as long as the MTC Device is not sending an APN in the signaling to the SGSN/MME. 

There is a standardized way to instruct the ME that all PDN connection requests shall exclude the APN in the signaling from a UE. The USIM file EF_ACL can be given the value "Network Provided APN" to instruct the ME to not send any APN since it is provided by the network. 
The EF_ACL file with value "Network Provided APN" can be provisioned into the embedded UICC during manufacturing as part of the provisional subscription. This will ensure that always when the provisional subscription is used for connectivity to the Server the correct APNS is used.

The MTC service provider signs subscription contracts with selected MNOs for its MTC services. As part of those contracts the embedded UICCs of its MTC devices gets associated with IMSIs and subscriber profiles. The MNO prepare all operational subscriptions for the Server and subscriber profiles in the HSS including the APNMNO (associated with IMSI). The Server provisions the operational subscription of selected MNO into the embedded UICC of the MTC device. The operational subscription is enabled in the embedded UICC and taken into use by the MTC device.

When the embedded UICC of the MTC Device has been provisioned with the selected operational subscription profile, it contains also some basic settings of some EF files. The EF_ACL file is preferably set to "Network Provided APN" to use the default APN preferred by the selected MNO. This would guarantee that connectivity can be established with the selected MNO. This is preferably a general purpose APN for the MTC service used by the MTC Device as described in sub-sections 4.1.3 and 4.1.5.3. 

Note: this text is not endorsing remote subscription management

4.3
Provision of an International M2M Service for a Business Customer

4.3.1
Use Case Description

A business customer needs a M2M type service that requires mobile devices to be deployed in multiple countries. The Mobile Network Operator (MNO) that will provide the M2M service does not have any operations in most of the countries involved.
4.3.2
Pre-conditions

The Mobile Network Operator (MNO) has procured eUICCs that all contain the same settings (the Operator’s USIM profile) for use by all the devices on its network. The (U)SIM profile will also typically contain specific parameters e.g. details of the serving SMSC gateway to be used by the device.

A business customer of the MNO requires a M2M service and has procured devices that have specific settings for the MNO programmed into them by the device manufacturer. These settings include APN(s), SMS short-codes and voice short-codes.

For the M2M service, some of these devices will be deployed in countries where the MNO that supplies the M2M service does not have a network. It is not known at the time of procurement of the devices where they will be deployed. 

Many of the MNOs in these foreign countries do not allow permanent roaming (because of regulatory or commercial reasons).

4.3.3
Service Flows

The MNO updates some of the M2M devices that are deployed in a foreign PLMN by "over the air" programming in order to avoid permanent roaming. 

-
The eUICC is updated to use a new profile (subscription-swap). The devices now work using the foreign PLMN’s eUICC profile. 
-
The network specific settings are changed to ensure that the devices work properly on the new network. These include the APNs, SMSC Address, SMS Short-codes and Voice Short-codes.

4.3.4
Post-conditions

The devices now work correctly in the foreign network by using the new eUICC profile and the APNs, SMS Short-codes and Voice Short-codes relevant to that network.

4.3.5
Potential technical solutions
4.3.5.1
UICC based solution 

Where profiles on a eUICC are managed remotely, the solution should allow provisioning of the correct APN(s), and SMS numbers within the same (U)SIM that are appropriate to the chosen mobile network. The mechanism to do this should be part of or triggered by the process that manages the eUICC profile so that all parameters relating to the provisioning or swapping of the mobile network can be updated at the same time. Such a mechanism is not currently available in 3GPP specifications. 

The GSM Association has produced a specification for remote provisioning of the eUICC [4]. The relationship between that and potential UICC-based solutions for the provisioning mechanism should be investigated.

4.3.5.2
Device Management based solution 

This scenario is similar to the existing UICC swap scenario for mobile devices [3]. Once the subscription swap has happened in the eUICC, a new combination of device identity (IMEI) and subscription (IMSI) is identified which can then be used to modify the application profiles on the device (including the APNs) as per the new MNO requirement.
The following methods can be employed in performing APN configurations.

a)
Client Initiated bootstrap: DM Client contacts the DM Server to retrieve the Bootstrap information [5]. OMA-DM R1.3 and above support this method.
b)
Customized Bootstrap or factory bootstrap: Configuration is loaded in factory [5]. This is a combination of UICC based solution and Device Management based solution. Supported in OMA-DM R1.x, OMA-DM R2.0 and OMA-LWM2M R1.0

c)
Smart Card bootstrap: Bootstrap information (including APN configuration if needed) is applied to device configuration when the device is switched on [5]. A specific policy may disable that functionality in DM 1.x & DM2.0 further enabling other methods described in a) to take over further settings (including APN’s). Both OMA-DM [5] and OMA-LWM2M [6] support this method.
d)
Server Initiated bootstrap: When a new device is detected in the network, the core network informs the DM server of the new device address. DM Server receives the device address, then performs a Push mechanism to transfer the configuration information (including APN information) to the device. The DM Client only accepts Bootstrap Messages from an authorized DM Server [5].
4.3.5.3
Network based solution

The eUICC remote provisioning for the subscription swap is triggered by sending an SMS to the embedded UICC. This SMS triggers the embedded UICC to request a PDN connection using a pre-provisioned APNS. The ME requests PDN connectivity by signaling to SGSN/MME which includes the APNS to be used. It should be noted that this APN is associated with a management application on the embedded UICC operational profile. 

When the PDN connection with APNS has been established the new operational USIM subscription profile is provisioned by the Server to the embedded UICC. The MTC Device is triggered to restart (power off and on) to start using the new subscription profile and after restart to register with the new MNOs network. 

The new operational USIM subscription profile contains also some settings of some EF files. The EF_ACL file is preferably set to "Network Provided APN" to use the default APN preferred by the new MNO. This would guarantee that connectivity can be established with the new MNO. This is a general purpose APN for the MTC service used by the MTC Device as described in sub-sections 4.1.3 and 4.1.5.3. However, if other usage of APN is preferred for Applications running in the ME then normal use of MNO SIM-OTA configurations of the operational subscription can be done to update the EF_ACL file with a white list of APN(s) and automatic device configuration as described in sub-section 4.2.5.2 can be used for further ME configurations. 

The embedded UICC was at manufacture time pre-configured with a provisional subscription which is used for providing initial connectivity to a Server for the purpose of provisioning a new operational subscription (selected MNO) into the embedded UICC. The provisional subscription is kept as a fallback in case no operational subscription is enabled to provide connectivity. 

Note: this text is not endorsing remote subscription management
5
Conclusions
5.1
UICC based solution

This solution requires the addition of a new feature to allow the storage of multiple APNs in the USIM. 

This new feature has impacts on the UICC application and the ME – USIM interface. Thus, the UICC based solution is not applicable to legacy USIM and legacy MEs.

This new feature has no impacts on the Radio Access Network and Core Network.

Standard OTA platforms can be reused to update the list of APNs, thus the UICC based solution does not require any upgrade in legacy OTA platforms.

When considering the use case "Provisioning of an International M2M service for a Business Customer", as soon as the subscription-swap operation has been completed successfully, the APN connectivity information is immediately available without requiring a second step configuration (because APN info are part of the updated USIM profile).

The following considerations apply to the "Automotive" UICC-based solution described in section 4.1.5.1

Considerations to the "Automotive" UICC-based solution
	FEATURE DESCRIPTION
	CONSIDERATIONS

	A list of APNs (all the mandatory and optional fields) is stored in the UICC. 
	APN mandatory and optional fields – reuse of existing features

UICC storage - New feature

	This list contains some additional information to link one specific APN to one specific application
	New feature

	The UICC may also contain some information to restrict the access to the list of APNs to specific applications.
	New feature

	Each ME application retrieves the corresponding APN from the list in the UICC, then informs the UE which APN to use to route the application data connection traffic. 
	New feature

	The list of APNs in the UICC can be updated OTA.
	Reuse of existing features


5.2
Device Management based solution

The matrix of service needs and end point devices is increasing, as illustrated in Figure 1. In this context, the advantage of a device management based solution can be seen as creating a clean buffer between heterogeneous device spread and a demanding service layer in the operator's network. The device management based solution provides the ability to handle multiple varieties of devices through a set of uniform service interfaces towards the service management layer. The device management layer also buffers the service management layer from the effect of multiple, and increasing, trust relationships in the network. Those relationships include:

-
between the UICC and the service provider (e.g., automobile manufacturer) 

-
between the UICC and the network operator, and 

-
between the UICC and the device (e.g., embedded or via a connection to a UE). 
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Figure 1: M2M end to end high level architecture

In terms of enterprise and bulk service needs from M2M services, multi-tenancy can be handled seamlessly at the device management layer. Since the M2M devices and corresponding technologies are new and are expected to undergo rapid deployment to new zones, it is all the more essential to segregate different segments to restrict widespread changes in the deployed network elements for overall execution of M2M services and support. 
The EU has recently approved ending roaming charges and enabling swapping into any service provider’s data connectivity.
-
The "Connected Continent" telecoms Regulation was proposed by the Commission in September 2013. It aims to bring us much closer to a truly single market for telecoms in the EU, by ending roaming charges, guaranteeing an open internet for all by banning blocking and degrading of content, coordinating spectrum licensing for wireless broadband, giving internet and broadband customers more transparency in their contracts, and making it easier for customers to switch providers.

-
Ensures safeguard of installed entities and complete automation by
-
Receiving new subscriber’s and easier management of APNs/services

-
Protection of APNs and easier controls during subscriber's churn

-
Easy management during bulk, multi-tenancy and enterprise related operations
The OMA-DM server initiated bootstrap component of the device management based solution is similar to the network based solution, with the exception that the action in the device is taken on management objects rather than files.

5.3
Network based solution

Regarding the automotive use case in section 4.1, it is concluded that the various connectivity requirements of this use case can be achieved using a single APN with the legacy mechanisms documented in clause 4.1.5.3 of this TR. 
Network based solution in this TR is based on legacy features in both the network and the UE, which means that there are no introduction problems with respect to number of supporting UEs on the market. 
The network based solution offer a standard solution for configuration for the operator by using network provided APN. This removes the need to keep large lists of APNs for different MNOs stored in the UE, which was part of the problem description provided by GSMA Connected Living and summarized in the introduction section of this TR. 
Due to the availability of the variety of mechanisms documented in clause 4.1.5.3 of this TR, it is concluded that the various connectivity requirements of the automotive use case in section 4.1 can be achieved using only one APN. It is also concluded that in the case that, if only one application is used at any given time, the various connectivity requirements of the automotive use case in section 4.1 can be achieved using multiple APNs.

The automotive use case use case states in clause 4.1.2 that "All the applications can be active at the same time". Due to restrictions present in all higher layer operating systems at the time of the preparation of this report, only one APN can be active at any given time. Therefore it is concluded that in the case that more than one application being used at any given time, the various connectivity requirements of the automotive use case in section 4.1 can only be achieved using a single APN.

5.4
APN provisioning based on OMA DM bootstrap from UICC

The considerations for this solution are mainly the same as for the UICC based solution with the following additional:

· This solution reuse OMA DM already defined management objects relative to the APNs

· The OMA DM defined ConnMO need be updated for LTE by OMA.

· OMA DM bootstrap from the UICC is already defined.

· This solution can be used without an OMA DM server.

· This solution uses the OTA server to update the APN information stored in the UICC.
· The solution does not impact OMA DM specifications.

· The solution does not impact 3GPP specifications.

· Some backward compatibility issues could be envisaged.

Editors notes: There are possible device impact that need further investigations
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