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*** BEGIN CHANGES ***
6.5.4.2
IK

The integrity key IK is 128 bits long.

There may be one IK for CS connections (IKCS), established between the CS service domain and the user and one IK for PS connections (IKPS) established between the PS service domain and the user. Which integrity key to use for a particular connection is described in 6.5.5.

For UMTS subscribers IK is established during UMTS AKA as the output of the integrity key derivation function f4, that is available in the USIM and in the HLR/AuC. For GSM subscribers, that access the UTRAN, IK is established following GSM AKA and is derived from the GSM cipher key Kc, as described in 6.8.2.

IK is stored in the USIM and a copy is stored in the ME. IK is sent from the USIM to the ME upon request of the ME. The USIM shall send IK under the condition that a valid IK is available. The ME shall trigger a new authentication procedure if the current value of STARTCS or STARTPS in the USIM are not up-to-date or STARTCS or STARTPS have reached THRESHOLD. The ME shall delete IK from memory after power-off as well as after removal of the USIM.

IK is sent from the HLR/AuC to the VLR/SGSN and stored in the VLR/SGSNas part of a quintet. It is sent from the VLR/SGSN to the RNC in the (RANAP) security mode command.

At handover, the IK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the communication to proceed, and the synchronisation procedure is resumed. The IK remains unchanged at handover, with the exception of SRVCC handover and reverse SRVCC handover.

*** NEXT CHANGE ***
6.6.4.2
CK

The cipher key CK is 128 bits long.

There may be one CK for CS connections (CKCS), established between the CS service domain and the user and one CK for PS connections (CKPS) established between the PS service domain and the user. The CK to use for a particular radio bearer is described in 6.6.5. For UMTS subscribers, CK is established during UMTS AKA, as the output of the cipher key derivation function f3, available in the USIM and in HLR/AuC. For GSM subscribers that access the UTRAN, CK is established following  GSM AKA and is derived from the GSM cipher key Kc, as described in 8.2.

CK is stored in the USIM and a copy is stored in the ME. CK is sent from the USIM to the ME upon request of the ME. The USIM shall send CK under the condition that a valid CK is available. The ME shall trigger a new authentication procedure if the current value of STARTCS or STARTPS in the USIM have reached THRESHOLD. The ME shall delete CK from memory after power-off as well as after removal of the USIM.

CK is sent from the HLR/AuC to the VLR/SGSN and stored in the VLR/SGSN as part of the quintet. It is sent from the VLR/SGSN to the RNC in the (RANAP) security mode command.

At handover, the CK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the communication to proceed. The cipher CK remains unchanged at handover, with the exception of SRVCC handover and reverse SRVCC handover.

*** NEXT CHANGE ***
6.8.10.2
SRVCC from circuit switched UTRAN/GERAN to HSPA

SRVCC handover from circuit switched UTRAN/GERAN to HSPA is defined in TS 23.216 [37].
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Figure 20: SRVCC handover from UTRAN/GERAN to HSPA
The numbering in the following clauses refers to the signalling numbering in Figure 20.

In the following, the term "latest" keys refer to the keys from the latest UMTS AKA or GSM AKA run respectively. If the current UMTS or GSM security context is mapped from an EPS security context and no AKA has been run in the current CS access, the term "latest" keys refer to the keys from the currently active UMTS or GSM security context
3.
For UMTS subscribers, the source MSC server enhanced for SRVCC shall generate a NONCE and derive CK'PS and IK'PS from this NONCE and the latest CKCS and IKCS. The derivation shall be according to annex B.6. For The source MSC server enhanced for SRVCC shall furter set the KSI'PS equal to the KSICS associated with the latest key set for UMTS subscribers, 

For GSM susbscribers, the source MSC server enhanced for SRVCC shall derive GPRS Kc' from the generated NONCE and the latest GSM Kc. The derivation shall be according to annex B.7. The MSC server enhanced for SRVCC shall further set the CKSN'PS equal to CKSNCS associated with the latest key set for GSM subscribers.


The term SRVCC security context will be used to mean the security context mapped either from a GSM security context or from a UMTS security context.

The MSC server enhanced for SRVCC shall transfer the NONCE, the MS security capabilities, the MM context (which includes the SRVCC security context) to the target SGSN. The SRVCC security context will be mapped from a GSM security context or mapped from a UMTS security context depending on which was derived above.

If the target SGSN received any authentication vectors from the MSC enhanced for SRVCC, the target SGSN shall discard these authentication vectors.

4 and 5.
If the target SGSN retrieved context information from an old SGSN, the target SGSN shall ignore any security context information received. If the target SGSN received any authentication vectors from the old SGSN, the target SGSN shall process these authentication vectors according to clause 6.3.4 of the present document.


If the target SGSN received a SRVCC security context mapped from a GSM security context, the target SGSN shall compute CK' PS and IK'PS from the Kc' using functions c4 and c5 of the present specification. The target SGSN shall associate the CK' PS and IK'PS with KSI'PS, which shall be set equal to CKSN'CS received from the source MSC server enhanced for SRVCC
6.
SGSN shall send the NONCE, CK'PS, IK'PS to the target RNC. 
6a.
The target RNC shall include the NONCE in the transparent container (RRCConnectionReconfiguration message) sent to the source BSC/RNC via the core network. 

7.
The target SGSN shall include the transparent container received from the target RNC in the CS to PS HO Response message sent to source MSC server enhanced for SRVCC.

8a.
Source MSC server enhanced for SRVCC shall include the transparent container sent to the source BSC/RNC in the CS to PS HO command.

8b.
The source BSC/RNC shall include the transparent container in the CS to PS HO command sent to the ME. 

NOTE: This CS to PS HO command is integrity protected for UTRAN and optionally ciphered for both UTRAN and GERAN.

8c.
For UMTS subscribers, the ME shall derive CK'PS and IK'PS. The derivation shall be done according to annex B.6, using the NONCE received in the CS to PS HO command, the latest CKCS and IKCS. The ME shall set KSI'PS equal to KSICS and associate the newly derived keys with KSI'PS. If the USIM supports storage of GPRS Kc, the ME shall derive GPRS Kc' from CK'PS and IK'PS using the function c3 of the present specification. The ME shall associate the GPRS Kc' with CKSN'PS which shall be set equal to KSI’PS. The ME shall overwrite the stored parameters CKPS, IKPS , KSIPS , GPRS ciphering key Kc and GPRS CKSN PS if any, with the derived parameters CK’PS, IK’PS, KSI’PS, GPRS ciphering key Kc’ and GPRS CKSN’ PS in both ME and USIM when the SRVCC handover has been completed successfully.
Editor's note: It is FFS whether the ME shall set COUNT‑I/‑C to zero or not.
For GSM subscribers, the ME shall derive GPRS Kc' according to annex B.7, using the NONCE received in the CS to PS HO command and the latest GSM Kc. The ME shall set CKSN'PS equal to CKSNCS associated with the latest GSM security context and associate it with the GPRS Kc'. The ME shall in this case also derive CK'PS and IK'PS from the GPRS Kc' using the c4 and c5 functions of the present specification. The ME shall associate the CK'PS and IK'PS with KSI'PS which shall be set equal to CKSN'PS. The ME shall overwrite the stored parameters 64-bit GPRS ciphering key Kc and GPRS CKSNPS, if any, with the derived parameters GPRS ciphering key Kc’ and GPRS CKSN’PS in both ME and SIM when the SRVCC handover has been completed successfully.
10.
The CK'PS and IK'PS shall become the active key set both in the ME and in the RNC.

If the SRVCC handover fails, the ME and the network shall discard all changes of state as specified above.
6.8.11
Handling of the START value in intersystem mobility cases

The START values (see clause 6.4.8) shall be kept in the volatile memory of the ME in the following cases: 

· -
Intersystem idle mobility for CS Services – from UTRAN to GSM BSS;

· -
Intersystem handover for CS Services – from UTRAN to GSM BSS;

· -
Intersystem change for PS Services – from UTRAN to GSM BSS;

· -
PS handover from Iu to Gb mode;

· -
SRVCC  – from HSPA to UTRAN/GERAN;

· -
SRVCC – from UTRAN to HSPA.

NOTE:
The handling of mobility from UTRAN to E-UTRAN is described in TS 33.401 [28]. Hence, also the corresponding handling of START is described there.

*** NEXT CHANGE ***
B.7
Derivation of Kc' from Kc for UTRAN/GERAN to HSPA SRVCC handover

This input string is used for GSM subscribers when there is a need to derive GPRS Kc' from the 64-bit Kc during mapping the security contexts from UTRAN/GERAN to HSPA. The input parameter Key is the concatenation of Kc || Kc || Kc || Kc || (which are 64 bits each), and the output Kc' is the 64 most significant bits of the KDF output.

· FC = 0x34
· P0 = NONCE

· L0 = length of NONCE (i.e. 0x00 0x10)

CK'PS || IK'PS shall be derived from GPRS Kc' using the key conversion functions c4 and c5 defined in this specification.

*** END OF CHANGES ***
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