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1. Introduction and Background
One can not dispute that the enoromous commercial success of 2G and 3G mobile networks are highly dependent on the standardized (in most cases inherent) security features of 3GPP networks. The (U)SIM-based security, offering strong authentication and air interface protection (ciphering and more recently, also integrity protection) has provided a trustworthy environment, both for operators’ business, as well as for subscribers’ usage of the offered voice, data, and other services.  With the evolvement of the threat landscape, 3GPP (SA3) has defined further security mechanisms, both to improve the access security as well as to meet the security/privacy requirements of new services (e.g. IMS, M2M, H(e)NB, non-3GPP access technologies, etc…). One can argue that telecommunications networks have, over the past decade, assumed a place of critical importance to society, alongside areas such as electricity, running water and airports. The importance of providing trustworthy 3GPP networks will further increase if, as envisioned, these networks are to be able to offer a communication service platform for crtitial infrastructure application areas such as eHealth, eGovernment, utility, public transport, etc. 

1.1 Cyber Security Trends

The term cyber security has been coined to denote concerns related to threats from malicious attacks on criticial ICT infrastructure. Threat agents comprise not only traditional “hackers” but also organized crime and (cyber-)terrorists. The importance of cyber security has been emphasized on the highest levels, e.g. by EU security agency ENISA and the US President. Regulations in some countries, e.g. India, are putting more severe cyber security requirements on telecom service providers (TSPs). 
Cyber security is also often seen as going hand-in-hand with increased societal and economic values.  
2. 3GPP (SA3) Current Scope of Work

3GPP has, as mentioned, done an excellent job in defining security solutions that have enabled mobile services to grow at “exponential” rates while maintaining operator/user trust. But requirements on cyber security has already started to affect also 3GPP products, and will do even more so in the coming years. 
What ultimately matters in security is that we can obtain assurance that the network is built from secure products which are operated and managed according to secure procedures. Somewhat simplified, the current 3GPP SA3 scope of work mainly consists of addressing threats for communication interfaces (reference points) between logical functions. Recently, there has also been some work related to “node security”, e.g. high level requirements on a so called “secure environment” of the LTE eNodeB, Home eNodeB and RNC. However, in order to evaluate the actual security (attack resistance) of a deployed network, based on 3GPP compliant products, there are some important pieces missing, e.g.:
· Product implementation: supporting a 3GPP-defined feature does not in itself imply that the feature is securely implemented, e.g. being free from exploits such as buffer overflow attacks. 

· Access control to nodes: 3GPP TS:es implictly assumes that nodes are able to enforce basic accesss control, and no specific mechanism(s) (neither physical nor logical)  are being defined by 3GPP.

· Node hardening: 3GPP specifications define what functions are to be supported. From a security point of view, it is also important to know which functions that are to be not supported, e.g. disabling potential backdoors into the system via unsecure services such as anonymous FTP.
· Various forms of intrusion detection/prevention: e.g. does the product implement malware/anti-virus protection with regular updates?

· Security testing: what security tests have the node(s) undergone before being deployed? What consistent methodology for matching claims to test results has been considered/offered?
Issues such as the above have been left outside 3GPP (SA3) TS:es. While vendors have typically addressed them according to some best practices, it is likely that these practices have differed a bit between vendors. Vendors’ documentation of implemented security features is also likely to be quite diverse. This means that it is very difficult, if not impossible, to evaluate what overall security a deployed real-life (possibly multi-vendor) network actually offers. In summary, to obtain security assurance in a 3GPP standards-based network, there are missing pieces related to secure product implementation and testing, and there is also missing a standard format by which vendors can declare their security featrures allowing comparison/evaluation.
Thus, it seems beneficial to have a commonly accepted base-line to refer to, aiding users, operators, and 3rd party evaluators to obtain assurance in the actual offered security in a “3GPP network”. This seems best done using accepted, common terms of reference.
3. Common Criteria

There are a number of standardized approaches covering different aspects of product and information security assurance, e.g. Common Criteria (CC, ISO/IEC 15408), NIST FIPS 140, ISO/IEC 27000, etc. Of these, the one best suited to address the needs for “cyber security for telecommunication networks” appears to be CC. The CC addresses security assurance in the design of a product. CC also defines a common language for how to express what security threats a product has been designed to mitigate and provides the means to certify the claims. CC defines protection profiles (PP), which state the security requirements on a product for a certain technology type. As part of the product documentation, the vendor produces a security target (ST), stating how the security requirements have been met by the product. The ST may thus claim conformance to one or more PPs. The evaluation of a product against the PP is the validation that the requirements/product properly addresses the threats.

The establishment of the Common Criteria Recognition Agreement (CCRA) [1] serves to ensure a common adoption and methodology of CC (with ensured quality). Basically, all CCRA member-countries agree to accept CC evaluations validated by an approved/licensed entity in a certificate issuing member country.

It is important to realize that not even CC certification can solve all cyber security issues and provide guarantees. For example, CC looks at the design of a product “out-of-the-box”, as the product require to be updated (“patched”) a likely result may be a change in the product configuration and may thus affect the relevance previous evaluation. A key element in the security of any network, the manner and discipline in which the operator runs/manages the network is also fundamental for a secure communcations network. In this regard 3GPP cannot assume (security) responsibility for aspects that are not defined in 3GPP. This limits, in a natural way, the scope to 3GPP-defined functionality only. 
4. Proposals
- 3GPP to explore a liaison relation with CCRA in the development of 3GPP PPs that specifies the 3GPP functionality, and thesse PPs are then submitted as input for usage in the appropriate process of CCRA security compliance criterias and evaluation. See also the separate contribution [2] giving more information on CC and how its concepts and methodology could be reused by 3GPP.
- TSG-SA to task SA WG3 to produce these 3GPP-PPs. 
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