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Abstract: An issue exists with Warning System Security Configuration. After having been discussed between different working groups, no conclusion was reached. The problem is explained and SA guidance is sought. This document attempts to summarise the recent LS exchanges, however, it does not attempt to summarise the development of the release 8/9 standards.
Introduction

Earthquake and Tsunami Warning System Requirements and Solutions (ETWS) is a feature of release 8.
Public Warning System (PWS) is a feature of release 9.
The recent debates were stimulated by attempts to implement ETWS, but they apply also to all forms of PWS (ETWS, CMAS, KMAS and EU‑Alert): 

· What is the default configuration? 

· What is a terminal to do about unauthenticated warning signals it receives? 

· How does configuration for a particular region work? (How does it protect other regions?)
· Are there requriements from the visited country for inbound roaming terminals?
· Are there requirements from the home country on outbound roaming terminals?
· How do the answers to the above questions differ depending on the supported release of the terminal and the network?

Background

At RAN2 64bis (Jan 2009) RAN2 sent LS R2-090837 to SA1 asking about the roaming behavior of ETWS, regarding the behavior if the digital signature is not provided. SA1 44 (Feb 2009) responded in (S1-090199) 
“If the digital signature is not provided, the UE will not be able to verify the authenticity of the ETWS notification. It is up to the ETWS implementation, subject to local regulation, whether an unverified notification should be presented to users.”
SA1 51 (Aug 2010) requested further information on warning system security. SA1 “is concerned that the current 3GPP specifications (23.041 and 23.401) define a message format for signing the warning message, but leave the details of the signature mechanism itself outside the scope of the 3GPP specifications.” However, it verifies the statement from S1-090199 cited above. S1 requested that SA3 review ETWS and PWS security requirements. SA3 62 (January 2011) responded in S3-110205 that after study of the current solutions for ETWS, “SA3 has concluded that further specification work is needed” and launched a work item to pursue this “Security aspects of Public Warning System” (PWS-Sec).
CT1 71 (May 2011) sent an LS in C1-112199 identifying that up to release 10, no algorithm had been specified for digital signature or timestamp in 23.041 and asked SA1 and SA3 whether to display messages to the user if this is not defined. They asked SA1 and SA3 to confirm whether to display warning messages when there is incomplete digital signature security or digital signature failure, whether to display/indicate the authentication status of the warning message and whether there are any cases in which the warning message shall not be displayed.

SA1 55 (Aug 2011) responded to CT1 in S1-112240 that it is preferable to display the warning message and that there is no requirement to display the status of digital signature authentication of the warning message. Further, SA1 “would not recommend to force a manufacturer default configuration for disabling the reception of ETWS warning messages. This is based on the view that a roamer, roaming from a country not using ETWS to a country using ETWS, should still have the benefits of receiving the life saving warning message.Ä 

SA3 64 (Oct 2011) responded to CT1 in S3-110852 that it is preferable to display the warning message, that SA3 is unaware of any requirement to display the status of digital signature authentication of the warning message. SA3 draws attention to TS 23.041 (v8.6.0), 9.1.2, step 0 which states: 

“Device Management is used to configure the UE with a list of PLMNs that wish the UE to accept ETWS warnings over paging message. By default, the list in the UE shall be empty (i.e. the default setting shall be that security is needed for all PLMNs).”
This device management has not been specified however. SA3 

“would also like to recommend that the manufacturer default configuration for pre-Rel-11 UEs should be to disable reception of ETWS, and that reception of ETWS should only be enabled on a per operator basis as required to satisfy local regulatory requirements. This is to avoid the possibility that malicious messages may be received by a large proportion of UEs in the field in regions where a warning message service (and corresponding user education) is not deployed.”

SA2 87 (Oct 2011) responded to these messages in S2-114714 to SA1 and SA3. Further, the configuration requirement is restated:
“Device Management is used to configure the UE with a list of PLMNs that wish to accept warning messages. By default, the list in the UE shall be empty.”

SA2 points out that 

“there is an open discussion regarding the appropriateness of having the default UE setting “ON” (meaning that UEs receive and display all warning messages irrespective of whether the local PLMN operator has any knowledge that the warning mechanisms are implemented in the handsets...”

SA2 points out that 

“In the current specifications, the default setting of the UE was that ‘primary notification without security’ is disabled by default, so the UE with ETWS/PWS capability does not receive primary notification without security, unless the UE is configured to do so.” 

This was 

“introduced in order to prevent a malicious BTS from sending false ETWS/PWS warning messages in areas of the world where ETWS/PWS is not deployed.”

However:
· “Since the above-mentioned security mechanisms were believed to be sufficient (with or without any SA3 security algorithm), the Stage 2 specification has not had any explicit requirement on the default UE setting of the ETWS/PWS itself.”
· “the security specifications are not available in Rel-8/9/10”

· “Device management functionality to enable regional variants of PWS was never introduced in 3GPP. SA2 continues to believe that it is important to have this functionality so that a MNO can use ETWS/PWS.”
· “Rel-11 PWS includes ETWS, Commercial Mobile Alert System (CMAS), Korean Public Alert System (KPAS) and European Public Warning System (EU-ALERT).”
· If Rel-11 contains a digital signature mechanism, ”it is necessary to consider the impacts on Rel-8/9/10 UEs.”
SA2 proposed that they would modify the specification to align with the previous responses. (S2-114684, S2-114685 and S2-114686 are CRs that remove unsupported digital signature and timestamp features from 23.401 (Rel-8/9/10.) If digital signature or timestamp information is present, it is ignored. Warning messages are always displayed on the UE depending on UE configuration. These CRs were conditionally approved. 

SA3 and SA1 were asked what Frequent and Serious Mis-Operation would require changes beyond those in these CRs.
SA2 asked CT1 to enhance OMA DM Management Objects to provide this capability to enable/disable ETWS and PWS per PLMN in Rel-8 and if 23.041 can be aligned with SA2’s proposed 
Discussion
In SA2 88, in a joint session with SA1, CT1 and SA2, no agreement emerged on how to proceed.

In some regions, default “ON” behavior is assumed even when no configuration has occurred. 
In other regions, default “ON” behavior is considered a security threat.

This discussion should consider that there may be legacy terminals exist that have warning system support and lack support for configuration to change their behavior.

SA is requested to identify what, if any, changes should be made to pre-rel-11 standards.
