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3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Title * : IMS Firewall Traversal

Acronym * :iFire

Unique identifier *53xyzw
1
3GPP Work Area *

	
	Radio Access

	X
	Core Network

	X
	Services


2
Classification of WI and linked work items

2.0
Primary classification *

This work item is a … *
	
	Study Item (go to 2.1)

	X
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature

	Related Study Item or Feature (if any) *

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … *
	
	Stage 1 (go to 2.3.1)

	X
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) *

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  *

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	5200127
	Stage 1 for IMS Network-Independent Public User Identities (INIPUI)
	TS 22.228


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: * 
Go to §3.

2.3.3

Stage 3 *

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: * 
Go to §3.

2.3.4

Test spec *

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other *

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task *

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification *

The IMS service requirements (TS 22.228) have been extended to cover new requirements for IMS firewall traversal and this work is to be done according to these requirements.  The industry has historically adopted proprietary approaches to traverse such firewalls. One example approach is to tunnel application traffic over TLS/TCP on HTTPS’ well-known port number, emulating HTTPS web traffic.  Such solutions have worked reasonably well, but a standard for such secure access is needed to enable multiple UE and access gateway vendors to be used. 

3GPP have some mechanisms already to handle NAT and FW traversal for IMS based on tunnelling techniques. There is however a need to review the existing mechanisms to assess whether these are suitable or if other mechanism are needed.

4
Objective *

The objectives of this work item are:

· To review and specify the requirements and scenarios for traversal of IMS services over IMS-unaware firewalls. 

· To study mechanisms (based on both secure and non-secure tunnels), which can be used for traversal of IMS services over IMS-unaware firewalls.  If the outcome of the study is not positive, normative work on a solution will not proceed.

· To specify a solution or solutions for traversal of IMS services over IMS-unaware firewalls.  Such solutions could provide some technical means for firewalls to block IMS services if they explicitly wish to.

· To define the authentication and authorization procedures if necessary.
· To provide guidelines for firewalls to support existing IMS access mechanisms, which could be used optionally.
5
Service Aspects

The objective of this work item is to address service requirements introduced in SA1 for traversal of IMS services over IMS-unaware firewalls. 

6
MMI-Aspects

TBD.
7
Charging Aspects

None identified.
8
Security Aspects

Security implications of traversing firewalls need to be balanced against the need for service access in a wide range of access network environments.
9
Impacts *

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	
	
	
	X


10
Expected Output and Time scale *

	New specifications *
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	33.8xx
	New stage 2 TR on IMS firewall traversal
	SA3
	SA2
	
	SA#55 (March 2012)
	TR to analyse the requirements and different potential new solutions as well as existing solutions. 

	xx.xxx
	New stage 2 specification on IMS firewall traversal 
	SA3
	SA2
	
	SA#55 (March 2012)
	It has to be decided whether new TSs are needed or existing specifications should be extended instead.

	Affected existing specifications *
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	33.203
	
	Modifications to support firewall traversal 
	SA#55 (March 2012)
	Outcome of study may find no cause to affect this specification

	33.328
	
	Modifications to support firewall traversal
	SA#55 (March 2012)
	Outcome of study may find no cause to affect this specification

	23.228
	
	Modifications to support firewall traversal 
	SA#55 (March 2012)
	Outcome of study may find no cause to affect this specification


11

Work item rapporteur(s) *

Prashant Kumar; Acme Packet; PKumar@acmepacket.com
12

Work item leadership *

SA3
13

Supporting Individual Members *

	Supporting IM name

	Acme Packet

	China Mobile

	Ericsson

	Huawei

	Juniper Networks

	Vodafone

	ZTE



