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********************** start of 1st change **************************
4.8
Negotiation of A5 algorithm

Not more then seven versions of the A5 algorithm will be defined.

When an MS wishes to establish a connection with the network, the MS shall indicate to the network which of the seven versions of the A5 algorithm it supports. The network shall not provide service to an MS which indicates that it does not support the ciphering algorithm A5/1.

The network shall compare its ciphering capabilities and preferences, and any special requirements of the subscription of the MS, with those indicated by the MS and act according to the following rules:

1)
If the MS and the network have no versions of the A5 algorithm in common and the network is not prepared to use an unciphered connection, then the connection shall be released.

2)
If the MS and the network have at least one version of the A5 algorithm in common, then the network shall select one of the mutually acceptable versions of the A5 algorithm for use on that connection.

3)
If the MS and the network have no versions of the A5 algorithm in common and the network is willing to use an unciphered connection, then an unciphered connection shall be used.

Since the use of 128-bit ciphering algorihms (e.g., A5/4) requires that the MS is in UMTS security context, if the MSC/VLR could only obtain a 64-bit Kc for the MS, the MSC/VLR shall not include A5/4 in the permitted GSM ciphering algorithms list when the algorithms are signalled to the BSS.
4.9
Support of A5 Algorithms in MS
It is mandatory for A5/1, A5/3 and non encrypted mode to be implemented in mobile stations. It is prohibited to implement A5/2 in mobile stations. It is optional to implement A5/4 in mobile stations. Only A5 algorithms that are included in 3GPP specifications shall be implemented in mobile stations.
4.10 Support of A5 Algorithms in the BSS
It is mandatory for A5/3 to be implemented in the BSS.
*********************** end of 1st change ***************************
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