Page 1



3GPP TSG-SA3 (Security)
S3-101267
SA3#61, 15-19 November; Sorrento, Italy
revision of S3-10xyzw
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.328
	CR
	0034
	(

rev
	-
	(

Current version:
	9.2.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Correction to SDES profile

	
	

	Source to WG:
(

	Nokia Corporation, Nokia Siemens Networks

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	MEDIASEC
	
	Date: (

	29/10/2010

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	There are several Editor’s notes left in Annex E that were put in to take into account possible replies from other WGs to LS S3-100620 to CT1, CT4, and SA4. Only one reply was received, namely LS S3-101212 = C4-102213, in which CT4 recommends to mark the “forward error correction order” parameter as “not applicable” rather than “optional” in the “Profiling of SDES”.

	
	

	Summary of change:
(

	Follow CT4 recommendation as above. Delete the Editor’s notes.

	
	

	Consequences if 
(

not approved:
	Inapplicable parameters may be implemented. Unnecessary Editor’s notes are left.

	
	

	Clauses affected:
(

	Annex E

	
	

	
	Y
	N
	
	

	Other specs
(

	
	
	 Other core specifications
(

	

	affected:
	
	
	 Test specifications
	

	
	
	
	 O&M Specifications
	

	
	

	Other comments:
(

	


Annex E (normative):
Profiling of SDES 
The present Annex contains a complete list of parameters that may be contained in an SDES crypto attribute, according to RFC 4568. 

The following short-hand notation is used: 

-
“mandatory / optional to support / use” means: “This parameter shall / may be supported / used in implementations conforming to 3GPP specifications.”
The default use is that the sender omits the parameters that are optional to use. 

CRYPTOGRAPHIC ALGORITHMS

cryptosuite: mandatory to support and use

In addition to mandating the support and use of the parameter “cryptosuite” in an SDES crypto attribute, the  cryptosuite “AES_CM_128_HMAC_SHA1_80”, as defined in RFC 4568, is mandatory to support. 
"KEY PARAMETERS" (ONE OR MORE TIMES):

key: mandatory to support and use
salt: mandatory to support and use

key lifetime: optional to support and use for e2e security, shall not be used for e2ae security (cf. clauses 7.2.1 and 7.3.1 of this specification).

Master Key Index (MKI): optional to support, mandatory to use if more than one set of key parameters is contained in the crypto attribute, otherwise optional to use. If only one master key is used, an MKI is not recommended to be used.

NOTE: It is not guaranteed that implementations support more than one master key per crypto attribute. If only one master key is used, an MKI has no function as it adds to the SRT(C)P packet overhead.

Length of MKI field: optional to support, mandatory to support if MKI is supported, mandatory to use if MKI is used. 

"SESSION PARAMETERS" 
key derivation rate: optional to support and use
UNENCRYPTED_SRTP: mandatory to support and optional to use
UNENCRYPTED_SRTCP: mandatory to support and optional to use
UNAUTHENTICATED_SRTP: mandatory to support and optional to use
NOTE:
The flags “UNENCRYPTED_SRTP” and “UNENCRYPTED_SRTCP” may be useful when regulations do not permit encryption, but authentication is still desired. The flag “UNAUTHENTICATED_SRTP” may be useful to reduce the packet size for e.g. voice traffic where integrity protection may not be needed, cf. the situation on 3GPP radio interfaces over which user data are not integrity-protected.  

forward error correction order: not applicable

key parameters for the FEC stream: optional to support and use

window size hint: optional to support and use
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