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********************** start of next change **************************
O.1.1
TLS Access Security

TLS access security and the requirements in this Annex shall not apply to access networks defined in 3GPP specifications.

SIP Digest, as specified in Annex N, shall be used when TLS access security, as specified in Annex O, is used. 

When TLS as specified in Annex O is implemented and used, TLS shall be implemented and used according to the TLS profile specified in TS 33.310 [24], Annex E with the addition that TLS 1.0 [34] shall also be supported. For all TLS versions the provisions on ciphersuites given in TS 33.310 [24], Annex E, shall apply.
NOTE 1:
It is likely that support of TLS 1.0 will no longer be mandatory in a future 3GPP release.
The provisions in Annex O are optional for implementation. The provisions in Annex O are optional for use.

NOTE 2:
If the risk of man-in-the-middle attacks in the access network between UE and P-CSCF cannot be ruled out then the operator should configure the UEs such that the UEs always use either TLS, according to Annex O, or IPsec, according to the main body or Annex M, or abort the communication. Otherwise, there is a risk of a man-in-the-middle bidding down the UE to "no signalling security" without the P-CSCF even noticing, even when both, the UE and P-CSCF support TLS and want to use it.

O.1.2
Confidentiality protection

Operators shall take care that the deployed confidentiality protection solution and roaming agreements fulfils the confidentiality requirements presented in the local privacy legislation. 

When TLS is used to protect signalling information between the UE and the P‑CSCF, the following confidentiality mechanisms are provided for TLS based access security: 
1.
Negotiation of TLS related confidentiality protection features shall take place at the TLS layer as specified in clause O.2. 

2.
The UE shall always offer TLS CipherSuites to the P-CSCF to be used for the session, as specified in clause O.2.1.
3.
The P-CSCF shall decide which TLS CipherSuites are used.

Confidentiality between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network Domain Security in TS 33.210 [5].
O.1.3
Integrity protection

When TLS is used to protect signalling information between the UE and the P‑CSCF, the following integrity mechanisms are provided for TLS based access security:

1.
Negotiation of TLS related integrity protection features shall take place at the TLS layer. 

2.
The UE shall always offer TLS CipherSuites for P-CSCF to be used for the session, as specified in clause O.2.1. 

3.
The P-CSCF shall decide which TLS CipherSuites are used.

4.
The UE and the P- CSCF shall both verify that the data is sent and received within the TLS connection.  This verification is also used to detect if the received data has been tampered with.

5.
Replay attacks and reflection attacks shall be mitigated by using the mechanism provided by TLS.

6. UE and P-CSCF shall verify the identities of the TLS session endpoints according to clause O.2.1.

Integrity protection between CSCFs and between CSCFs and the HSS shall rely on mechanisms specified by Network Domain Security in TS 33.210 [5].

********************** start of next change **************************
O.2.1
TLS Profile for TLS based access security

The UE and the P-CSCF shall support TLS as specified in clause O.1.1 with the following profiling:
-
Protection mechanisms:


-
CipherSuites with NULL encryption may be used. If NULL encryption is implemented and used, TLS_RSA_WITH_NULL_SHA shall be supported. The UE shall always include at least one CipherSuite that supports (non-NULL) encryption during the handshake phase.

-
CipherSuites with NULL integrity protection (or HASH) are not allowed.


-
Authentication of the P-CSCF

-
The P-CSCF shall be authenticated by the UE by presenting a valid server certificate.  The P-CSCF certificate profile shall be based on TLS certificates as presented in clause O.5.1.  

-
Authentication of the UE

-
The P-CSCF shall not request a certificate in a Server Hello Message from the UE.  The HN shall authenticate the UE as specified in Annex N of this specification. 

-
Verification of the TLS session endpoints

-
In order for the UE to be able to trust the TLS session endpoint, the P-CSCF certificate shall be used during the authentication procedure. 

-
In order for the P-CSCF to be able to trust that the UE, which was authenticated according to Annex N, is the TLS session endpoint, the P-CSCF shall use the mechanism for associating the TLS Session ID with registration parameters IP address, port, IMPI, IMPU(s), specified in clause O.2.2, and shall have assurance that man-in-the-middle attacks can be mitigated, e.g. by following the rules in the NOTE in clause O.1.1. 

-
TLS session parameters

· The TLS Handshake Protocol negotiates a session, which is identified by a Session ID. 
-
The lifetime of a Session ID is subject to local policies of the UE and the P-CSCF. A recommended lifetime is one hour (or at least more than the re-REGISTRATION time out). The procedure for TLS session re-negotiation in IMS is specified in clauses O.4.1 and O.4.2.

-
Ports

-
The P-CSCF shall be prepared to accept TLS session requests on port 5061 or on a port published by the operator.

-
Forwarding requests

-
The procedures for forwarding requests by the edge proxy in RFC 5626 [32] shall apply to the P-CSCF when managing TLS connections. 

NOTE 1: The use of RFC 5626 [32] in conjunction with TLS is needed so that terminating requests can re-use an existing TLS connection.

********************** start of next change **************************
O.3.1.2
Network authentication failure

If the UE is not able to successfully authenticate the network due to failed validation of the P-CSCF certificate, the UE shall send an alert message to the P-CSCF, which includes the failure information as specified in TLS.

********************** start of next change **************************
O.4.1
Management of TLS sessions at the UE

The UE shall be involved in only one registration procedure at a time, i.e., the UE shall remove any data relating to any previous incomplete registrations, including any TLS connection and session successfully created in a previous incomplete registration procedure.

The UE may initiate a TLS session renegotiation at any time. When the UE receives a HELLO request from the P-CSCF it should initiate a renegotiation. The UE shall send all TLS session renegotiation messages inside the existing TLS connection.

When the TLS connection is lost the UE shall initiate a registration procedure according to Annex N.

O.4.2
Management of TLS sessions at the P-CSCF

The lifetime of the TLS session negotiated between the UE and the P-CSCF is subject to local policies. 

The P-CSCF may trigger a TLS session renegotiation at any time by sending a HELLO request message to the UE. The P-CSCF shall send this message and all TLS session renegotiation messages inside the existing TLS connection. According to its local policy, the PCSCF may abort the communication if the UE does not initiate a TLS session renegotiation.

When the TLS session renegotiation is successfully completed, the P-CSCF shall replace the old Session ID with the new TLS Session ID associated with the UE's IP address and port of the TLS connection, the IMPI and all the successfully registered IMPUs related to that IMPI, cf. clause O.2.2.

The P-CSCF shall accept TLS handshake messages outside TLS connections associated with an existing registration only during a registration procedure according to Annex N. 

********************** start of next change **************************
O.5.1
TLS Certificate

X.509 digital certificates shall be used for authentication in TLS. All X.509 certificates shall be signed by a trusted party. The certificates shall be profiled as specified in clause 6.1 in TS 33.310 [24] with the following additions:

-
for TLS entity certificates:

-
CRL distribution point in the certificates shall not be mandatory.

-
The common name CN shall be the FQDN (Fully Qualified Domain Name) of the server. Only a single FQDN is allowed in the CN field.
-
The subjectAltName shall contain the FQDN (Fully Qualified Domain Name) of the server.
-
for TLS CA certificates:

-
TLS CA certificates shall have no restriction in the issuer name.

********************** start of next change **************************
S.5.4.3
Support of TLS

This section specifies the use of TLS, for transport protection between IMS network elements. Where TLS is used for transport protection, implementations shall support TLS according to the TLS profile specified in TS 33.310 [24], Annex E. Implementations shall support mutual, certificate-based authentication, and may support (and attempt to negotiate the use of) other authentication methods such as pre-shared secret keys (PSK). The security services provided by network domain security are:

-
data integrity;

-
data origin authentication;

-
anti-replay protection;

TLS provides transport-layer security over connection-oriented protocols (for the purposes of this document, TCP); "tls" (signifying TLS over TCP) can be specified as the desired transport protocol within a “Via” header field value or a SIP-URI.  TLS is most suited to architectures in which hop-by-hop security is required between hosts with no pre-existing trust association.

Implementations shall firstly prefer AES cipher suites, and secondly prefer ephemeral Diffie-Hellman cipher suites during TLS negotiation. Mutual authentication shall be required for all TLS connections.
*********************** end of changes ***************************
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