Page 1



3GPP TSG SA WG3 Security - S3#55
S3-090741
Shanghai, China, 11-15 May 2009 
revision of S3-090626
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.820
	CR
	0014
	(

rev
	-
	(

Current version:
	8.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	CR to section 7.2.2.3 H(e)NB Authentication

	
	

	Source to WG:
(

	Huawei

	Source to TSG:
(

	SA3

	
	

	Work item code:
d

	FS_HNB_Sec
	
	Date: (

	16/04/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
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	Following the last meeting conclusion, A clarification is given here about the definition of all authentication terms in section 7.2.2.3 H(e)NB Authentication. It is proposed that the term explanation is included in the TR, and the corresponding editor’s note be deleted.
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	1st Modified Section


7.2.2.3
H(e)NB Authentication
H(e)NB authentication consists of:

a) H(e)NB identity authentication refers to device authentication as described in section 7.6.2.;
b) TrE identity authentication;
c) H(e)NB device identity and TrE identity binding;
d) The H(e)NB integrity verification
This refers to the H(e)NB validation, more specifically, it refers to either verification of the signaling message that H(e)NB may send to the SeGW regarding the outcome or an aspect of an Autonomous Validation it has performed, as described in section 7.5.2.2, or the Remote Validation described in section 7.5.2.3
NOTE 1: the H(e)NB identity and the TrE identity can be used interchangeable when needed.

NOTE 2: the authentication we described here is for some specific scenarios when TrE has a separate identity. Whether it can be optimized depends on the specific policy of the operator.

There could be two broad categories of H(e)NB authentication scenarios:

· Initial authentication
· Re-authentication.
During the H(e)NB re-authentication, the authentication process is similar to the initial authentication except that the H(e)NB related authentications performed by the TrE against the authentication data it stored as a result of the initial authentication.
Editor’s Note: Inclusion of this section depends on definition of TrE identity. Definition of all authentication terms needs to be clarified. Use of initial and re-authentication needs to be clarified. Title will need to be changed later.
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