Page 1



3GPP TSG-SA WG3 Meeting #55 
(
S3-091065
Shanghai, China, 11-15 May 2009

	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	33.401
	CR
	0219
	(

rev
	1
	(

Current version:
	8.3.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	X
	Core Network
	


	

	Title:
(

	Clarification on the requirement of AS algorithm selection procedure during intra-eNB handover

	
	

	Source to WG:
(

	China mobile, Nokia, Nokia Siemens Networks

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	16/04/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	When eNB decides to perform an intra-eNB handover, it shall execute AS algorithm selection procedure. Although the algorithms should not be changed after the intra-eNB handover. There is no such description on specification.

	
	

	Summary of change:
(

	Addition description on procedure for AS algorithm selection during intra-eNB handover

	
	

	Consequences if 
(

not approved:
	Incomplete description on AS algorithm selection.

	
	

	Clauses affected:
(

	7.2.4.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


================= START OF FIRST CHANGE ==================
7.2.4.2
Procedures for AS algorithm selection

7.2.4.2.1
Initial AS security context establishment

Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is established in the eNB, the MME shall send the UE EPS security capabilities to the eNB. The eNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The eNB shall choose the integrity algorithm wich has the highest priority from its configured list and is also present in the UE security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the user plane and RRC traffic. The integrity algorihtm is used for integrity protection of the RRC traffic.

 7.2.4.2.2
X2-handover

At handover from a source eNB over X2 to a target eNB, the source eNB shall include the UE security capabilities in the handover request message. The target eNB shall select the algorithm with highest priority from the UE security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command. In the path-switch message, the target eNB shall send the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.

7.2.4.2.3
S1-handover

At handover from a source eNB to a target eNB over S1 (possibly including an MME change), the source eNB shall forward the UE security capabilities to the target eNB in the transparent container which is sent in the handover required and handover request S1-AP messages. The target eNB shall select the algorithm with highest priority from the UE security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command. In the handover notify message, the target eNB shall send the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.
7.2.4.2.4
Intra-eNB handover

It is not required to change the AS security algorithm during intra-eNB handover.
================= END OF FIRST CHANGE ==================
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