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Abstract of document:

The TR identifies special security threats of H(e)NB and study the countermeasures to these threats. 
The study includes, but is not limited to, threat analysis of H(e)NB, mutual authentication and security protection between H(e)NB and rest of network, maintenance of the security context between H(e)NB and rest of network, security requirements on the H(e)NB, provisioning of security credentials on the H(e)NB, security solution for verifying the location of the H(e)NB etc. 
Changes since last presentation to TSG SA:
This version of the TR incorporates changes as agreed during TSG SA Meeting # 53 and minor editorial/formatting changes
Outstanding Issues:

It should be clarified under which conditions emergency calls are allowed via close/open H(e)NBs (SA1)

In the system architecture clause (Clause 4), related work on other working groups should be taken into account, e.g. RAN3 (see LS S3-080147).

In clauses 4.2 and 4.3 on system architecture, ciphering termination (in H(e)NB and not in H(e)NB) and security implications of collapsing certain Core networks (e.g. SGSN or GGSN) in the HNB are under study. It is also ffs where a firewall could be placed and who controls these entities. 

In clause 5 on Threat analysis it has to be checked whether there is any bias in the threat formulation with respect to the implementation in the future.

In clause 5.1 on Common Threats it has to be decided whether a combination of a removable and onboard token is needed. In the case of UICC, mutual authentication between H(e)NB and Security Gateway is ffs. User privacy solutions should not interfere with the identity confidentiality mechanisms provided by the core network.

In clause 7 on Authentication:
Whether support for HPM is mandatory on either the HeNB or the SeGW for authentication method selection is FFS. The term AKA credential used may undergo revision by SA3 if necessary. The use of an IMSI as identifier for certificate-based authentication is not appropriate, as the authentication is independent of existing subscriber authentication infrastructure and HLR/HSS. If an (additional) identity based on HLR/HSS and related to the H(e)NB is wanted, then an optional hosting party authentication based on IMSI and AKA can be used (cf. clause 7.5.3.2). EAP support in HPM is ffs. It is ffs how certificate used will affect the architecture. If the platform integrity is validated only during the device authentication of the first backhaul connection, then the policy for expiry of the platform validation has to be considered separately. OAM’s own security mechanisms may still need to be considered. It may be possible to leave some of the clock related signalling messages unprotected. There may be some security risks leaving some of clock synchronization messages unprotected, e.g., DoS attack to core network or H(e)NB. Care should be taken in considering what messages are to be protected or not protected. The detailed messages that are considered will be FFS. It is ffs if existing HLR/HSS element and interfaces can/should be used for this purpose, and how IMSI ranges can be allocated. It is ffs how to cryptographically bind the two authentications. Provisioning of the clock server name needs to be considered as additional step for the purpose of comparing against different solutions. When the time server is reached via the unsecured Internet, this opens up the risk of DNS attacks and IP address spoofing outside the operator network. In addition the H(e)NB has additional open ports (e.g. for NTP) accessible from the Internet, which may make hardening of the device against Internet based attacks harder In case NTP is used, the scaling of the Secure NTP to the scale of the number of H(e)NBs (i.e. the NTP server handling different credentials for each H(e)NB) is to be considered before decision
In clause 8 on Conclusion:

The conclusion reached in the TR needs to be verified. More conclusions need to be added.
Contentious Issues:

Internal functions of TrE, TrE identity, TrE validation, conclusions reached in TR
